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Abstract—The prevalence of social networks has made it easier
than ever for users to share their photos, videos, and other
media content with anybody from anywhere. However, the easy
access of user-generated media content also brings about privacy
concerns. Traditional access control mechanisms, where a single
access policy is made for a specific piece of content, cannot
satisfy the user privacy requirements in large-scale media sharing
systems. Instead, configuring multiple levels of access privileges
for the shared media content is desired. On one hand, it conforms
to the principle of social networks in information propagation.
On the other hand, it accords with the diverse and complex
social relationship among social network users. In this paper,
we propose a scalable media access control (SMAC) system to
enable such a configuration in a secure and efficient manner. The
proposed SMAC system is empowered by the scalable ciphertext
policy attribute-based encryption (SCP-ABE) algorithm as well
as a comprehensive key management scheme. We provide formal
security proof to prove the security of the proposed SMAC
system. Additionally, we conduct intensive experiments on mobile
devices to demonstrate its efficiency.

Index Terms—Social media sharing, privacy, access control,
SCP-ABE, scalable media format

I. INTRODUCTION

The prevalence of social networks has boosted the ad-
vancement of a variety of user generated content (UGC) such
as texts, photos, and videos. The popularity and the easy
access of UGC brings about new opportunities for numerous
applications such as personal branding and commercial adver-
tising. For example, photographers can utilize Instagram and
Flickr to promote their works. Similarly, users can advertise
products, ideas, and themselves by creating YouTube channels.

However, UGC sharing also results in privacy concerns
[1], [2]. One of the primary privacy concerns is content re-
purposing by third parties [3]. For example, the content shared
on social networks can be plagiarized by others and served
for their own profitable purpose. Additionally, displaying
informative media content such as photos and videos on the
social networks can easily disclose sensitive user information,
such as friendships, hobbies, and footprints, to untrusted ones.
With the advancement of image/video processing and artificial
intelligence techniques that might uncover more personal
information [4], [5], the privacy concerns caused by UGC
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sharing will become critical. Ultimately, privacy preservation
will be a mandatory feature to keep the prosperity of social
media. Therefore, it is imperative to build privacy awareness
in existing social media sharing system.

The root cause of the privacy issues in UGC sharing is
that users have little control on the information propagation
in social networks, i.e. who will be viewing their shared
content. Although users can usually enable or disable other
users to access their shared content by configuring privacy
settings on social networks, they cannot prevent social network
servers from leaking their content to third parties without their
authorization. Some existing work proposes to protect user
privacy through visual obfuscation [6], [7] or transmorphing
[8] on the image region of interests (ROI), such as human
faces. However, it is hardly feasible to determine the ROI
for arbitrary media content, since different content consumers
might have different ROI of the same media content. Such a
method is therefore not applicable for social media sharing.
Alternatively, encryption based access control can be leveraged
for privacy-aware media sharing [9], [10]. Specifically, the
content owner sets an access policy for the encrypted content.
Whether a content consumer can decrypt the content depends
on the availability of the access privilege [11], [12], [13].
Unfortunately, the traditional single access policy based access
control mechanism cannot satisfy the user privacy require-
ments in large-scale media sharing systems, which in turn
results in a barrier of populating privacy preservation on social
media sharing [14]. On one hand, the mechanism sacrifices the
content popularity. A single access policy can easily block a
large number of users, which significantly degrades the breadth
and depth of propagation as well as the degree of interactions
on the content. On the other hand, a single on-off access
privilege cannot accommodate the diverse multi-level social
relationship since it simply divides all users into two groups.

Therefore, instead of utilizing traditional access control
mechanisms, it is necessary to develop a mechanism that
is able to flexibly balance privacy preservation and content
propagation, and to support multiple levels of access privileges
for the shared content in large-scale social media systems [15].

In this paper, we propose a scalable media access control
(SMAC) system to achieve this goal. In the proposed system,
a media stream is encoded into multiple levels of perceptual
quality by exploiting techniques such as JPEG 2000 [16] and
scalable video coding (SVC) [17]. Specifically, low-quality
media content has relatively lower resolution, lower signal-
noise ratio (SNR), or lower frame rate, compared to high-
quality media content. In the SMAC system, sacrificing the
breath of media content propagation is not the only choice



for user privacy preservation. Indeed, the system can allow
widespread propagation for the low-quality media content
while enforce a more restricted access policy on the high-
quality media content. For example, a content owner can
enable every user in the media sharing system to access the
low quality version of the content, but only allow the trusted
ones to view a high quality version. The rationality of the
mechanism relies on that the low-quality media content is less
commonly used in re-purposing [18], [19] and is more robust
in resisting analysis based attacks than the high-quality media
content [20], [21]. Such a mechanism is especially expected
when the users do not need a very restricted access policy on
their shared media content, which is the most common case in
social networks [14]. Additionally, the SMAC system is able
to support arbitrary levels of trust relationship by configuring
the same number of access policies efficiently. This way, we
can ensure that the content with a specific quality is propagated
along the corresponding trusted chain.

Developing the SMAC system is faced with two non-trivial
challenges: 1) how to securely enforce multiple access policies
for a scalable media stream; 2) how to reliably authenticate
the access privileges of content consumers and manage their
dynamics. To tackle these challenges, we first propose a
scalable ciphertext policy attribute-based encryption (SCP-
ABE) algorithm that can securely encrypt a multi-dimensional
scalable media stream. Under a set of social attribute-based
access policies, the media stream can be decoded into media
content with various levels of quality from multiple dimen-
sions. Thus a content consumer whose social attributes satisfy
the access policy will obtain the right access keys to decrypt
the media stream, and decode and view the content with a
specific quality. If a consumer’s attributes match more than
one access policy of the media stream, the individual will
enjoy a higher access privilege and a higher viewing quality
of the content. Furthermore, we propose a comprehensive key
management scheme to handle the access key distribution and
revocation. It is able to reliably authenticate the attributes
of consumers, and distribute and revoke their corresponding
access keys. In addition, the proposed scheme shifts most of
the key management cost from the content distributer side to
the more powerful social network server side. In this way,
the privacy preservation cost on the distributor side does
not increase with the number of content consumers but only
depends on the number of shared contents. Through formal
security analysis, we prove the security and reliability of the
SMAC system. Furthermore, we conduct practical experiments
on mobile devices to demonstrate its efficiency.

To summarize, we make the following contributions.

« We present the first access control scheme that protects
user privacy in large-scale media sharing systems, sat-
isfying two essential user requirements, i.e., widespread
content propagation and multiple-level access privileges.

« We propose a SCP-ABE algorithm that is able to securely
enforce multiple access policies on multi-dimensional
scalable media streams.

o We propose a comprehensive key management scheme
that facilitates the reliable and efficient access privilege
authorization and revocation.
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Fig. 1. An illustration of the 2-by-3-by-2 scalable media data structure

This paper is organized as follows. In Section II, we intro-
duce the background and the related work. In Section III, we
present the overview of the SMAC system. We then introduce
the implementation details of SMAC from two aspects, i.e.,
how to enforce multiple access policies for the scalable media
data, and how to authorize and revoke the access privileges
of media content consumers, in Section IV and Section V,
respectively. In Section VI, we evaluate the performance of the
proposed system in terms of security and efficiency. Finally,
we conclude our work in Section VIIL.

II. BACKGROUND AND RELATED WORK

In this section, we introduce the scalable media format as
the background, and review the state-of-the-art access control
schemes for scalable media data.

A. Scalable Media Format

In scalable media format, a media stream is encoded
into a base layer providing the basic quality and multiple
enhancement layers enhancing the quality. The quality can
be enhanced from multiple dimensions such as resolution,
SNR, and frame rate [17]. Such kind of multi-dimensional
scalability is a special characteristic of media content. As
an illustration, we show the data structure of a 2-by-3-by-2
scalable media stream in Fig. 1. With the base layer denoted
by (0, 0, 0), a media consumer can view the basic quality
with the lowest SNR, frame rate, and resolution. By receiving
two more enhancement layers denoted by (1, 0, 0) and (I,
0, 1), or (0, 0, 1) and (1, O, 1), the consumer can enjoy
higher SNR and resolution. Under such a data structure, the
media consumption experience can be effectively controlled
by adjusting the transmitted media layers upon sharing [22].

B. Access Control for Scalable Media Data

Based on the data structure of scalable media streams, a
typical access control mechanism will encrypt each media
layer with an individual access key, and issue the access
keys to the authorized consumers according to their access
privileges [23]. If the media stream is encoded into M layers
and the number of consumers is NV, then the amount of access
keys that have to be distributed will be O(M N).

To decrease the key distribution cost, some related works
try to reduce the number of access keys sent to each data
consumer. A popular scheme is to enable an access key
computable from an arbitrary access key that corresponds to
a higher-level access privileges. This can be achieved through



a one-way hash chain [23]. In this way, just one access key
needs to be sent to each content consumer. Using Fig. 1 as
an example, if a content consumer is supposed to access the
base layer (0, 0, 0) and enhancement layers (1, 0, 0), (1, O,
1), and (1, 1, 1), then only the access key k111 for layer (1,
1, 1) needs to be distributed to the consumer. The access
keys for the other three layers can be computed as kip; =
H(k111), k100 = H(H (k111)), and koo = H(H(H (k111))).
Theoretically, such a strategy can reduce the key distribution
cost from O(MN) to O(N). However, to prevent the user
collusion attack in practice, where two users collude with each
other to generate a valid but illegal access key corresponding
to an unauthorized higher level access privilege, a secure
scheme can only achieve a cost of O(M’'N) [24], [25], [26].
Specifically, M’ is the ratio between M and the maximum
levels of an encoding dimension for a scalable media stream,
which is 22%3%2 = 4 in Fig. 1. Although this mechanism
decreases the key distribution cost to some extent, it does not
help in large-scale media sharing systems, where the number
of potential content consumers is the efficiency bottleneck.

Another approach to improve system efficiency is to shift
the key distribution process from the resource constraint user
side to the resourceful server side [12], [27], [28]. Since the
social networks servers may not be trusted by the media
content owners, such an approach should keep the access keys
confidential to the server. In addition, it needs to guarantee that
only the content consumers with the desired access privileges
can obtain the corresponding access keys. Only a few existing
works have adopted this approach by leveraging attribute-
based encryption [11], [13]. In [29], a multi-message cipher-
text policy attribute-based encryption (MCP-ABE) scheme
was proposed to encrypt multiple messages into one ciphertext
according to the attribute-based access policy. A content owner
can encrypt multiple access keys under MCP-ABE, store the
ciphertext on the server, and delegate the server to distribute
access keys to the content consumers. Whether or not a content
consumer can decrypt the access keys, and how many access
keys the consumer can decrypt, are determined by the indi-
vidual’s attributes [30]. Despite the security, this scheme only
supports one-dimension scalability, and hence is not able to
enforce access control policies on multi-dimensional scalable
media streams that varies in resolution, frame rate, SNR, etc.
Similarly, an algorithm that is able to encrypt two-dimensional
(2D) scalable data based on the 2D scalable access policies
was proposed in [31]. However, it cannot encrypt a general
scalable media stream with more than two dimensions.

To enable access control on arbitrary dimensional scalable
media streams, we propose a preliminary scheme in [32]. In
particular, we proposed the initial version of the SCP-ABE
algorithm, and on the basis designed an access control scheme
that is able to enforce multiple access policies on multi-
dimension scalable media stream. In this new research, by
examining the characteristics of social networks more closely,
we have substantially re-designed the access control scheme.
First, we optimize the access structure construction method.
As a result, the proposed method reduces the number of
non-leaf nodes in the access tree compared to the previous
method, making it more interpretable. Second, we solve the

attribute authorization problem in social networks that was not
addressed in [32]. Except for the traditional attribute revoca-
tion problem that has been well studied from the literature
[33], we are faced with a new challenge, which is how to
authorize user attributes depending on the untrusted authority,
i.e. the social network server. In particular, we propose a
comprehensive key management scheme that leverages the
SCP-ABE access structure to tackle this challenge. Thanks
to these new features, the SMAC system proposed in this
paper is able to perform secure and reliable access control
on multi-dimensional scalable social media streams according
to content consumers’ diverse attributes.

III. SMAC: SYSTEM OVERVIEW

In this section, we present the overview of the proposed
SMAC system. Specifically, we first introduce the trust model
of the system, i.e., the trust relationship among different parties
in the system. Then we clarify the assumptions of access policy
for scalable data. Based on the models and assumptions, we
describe the system architecture.

A. Trust Model

As shown in Fig. 2, there are four entities in the SMAC
system, i.e., the media content distributor who owns the
content, the media content consumer who consumes (e.g.,
views, downloads, and shares) the content, the social network
server that stores the content, and the attribute authority (AA)
that authorizes the access privileges of the content.

To begin with, the trust relationship between the distributor
and the consumer may vary significantly from weak to strong.
This is because users share various social relationship with
each other in the large-scale media sharing system. To accom-
modate such diverse trust relationship with the consumers, the
distributor configures multiple access privileges for the shared
media content according to the consumer’s social attributes.

In addition, the social network server is semi-trusted by the
users. On one hand, the social network server is trusted to
authenticate the social attributes of the consumers and assist
the access control. On the other hand, the social network server
is not trusted by the media content distributor to access the
shared content. Hence, the media content is stored in the social
network servers as ciphertext, and cannot be decrypted by
the server by default. In practice, the content distributor can
configure the access policy to enable an access privilege for
the server, e.g., accessing the low-quality media content.

The AA is a trusted party for other parties in the system.
Its functions include setting up the SCP-ABE parameters for
the distributor, and managing attribute authorization.

To enforce the trust model, it should be guaranteed that the
social network server and the unqualified consumer without
the desirable attributes cannot obtain the shared content of the
distributor. We will prove in Section 5 that the SMAC system
is able to provide the desirable security and reliability.

B. Access Policy Assumption

For ease of presentation, we will use the 2-D scalable (M-
by-NN) data structure to illustrate our scheme starting from this
section. However, it is important to note that our work is gen-
eral for scalable data with arbitrary dimensions. Suppose that a
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Fig. 2. Architecture of the SMAC system

data layer is denoted by m;; (i =1,2,...,M;j=1,2,...,N),
where my; is the base layer and others are the enhancement
layers. We group these layers into M + N — 1 access levels.
A layer m;; with larger ¢ and ;7 would have a higher access
level compared to a layer with smaller ¢ and j. The access
level of two layers m;; and m,, are the same if and only
if i + 7 = p + q. Take the example shown in Fig. 3, there
are four access levels, where ms3 is at the highest access
level, followed by mjs and ms2, mi2 and mey, and mq;.
In the SMAC system, we assume that the access policy of
a higher-access-level layer contains all the attributes in the
access policy of a lower-access-level layer. Only in this way,
it can be guaranteed that a user who is able to obtain the layer
at a higher access level can also obtain the layer at a lower
access level while the opposite does not hold.

Under this assumption, we have (1), where P;; is the access
policy to access m;;. An example of F;; and P, in the media
sharing scenario could be “having mutual friends" and “having
mutual friends and having shares of similar topics" or “being
friends or having mutual friends" and “being friends or having
mutual friends, and having shares of similar topics".

Pij € Py, if i <p,j<q (D

Furthermore, we can derive (2) from (1), indicating that the
common attributes of the higher-level access policy always
contain those of the lower-level access policy.

Pi1j1 N Pi2j2 - Pplth N Pp2q27
if max(iy + j1,42 + j2) < min(p1 + q1,p2 + ¢2)

According to (1), we have P;; C Pis C P13 C Pos, P11 C
Py C© Py C P, and Py C Py € Py C Pa3 for the
2-D scalable data structure shown in Fig. 3. Additionally, by
representing Py as Pr,, PioN Poy as Pr,, P13 N Pay as Pp,
and P»3 as Pr,, we have I; C I, C I3 C I according to (2).

Given the relationship of multiple access policies for scal-
able data, the SMAC system should not individually enforce
each access policy since it causes lots of repeated operations.
First, the process of applying the access policy of an enhance-
ment layer m;; repeats all the operations in applying the access
policy Py, of its referees. Specifically, we define referee of
a layer m;; (1 = 1,2,...,M;j = 1,2,...,N) as the layer(s)
in the path from m;; to mq; that is (are) the nearest to ;.
Take the example shown in Fig. 3, enforcing P2 and Ps;
repeats the operations in enforcing Pj;, and enforcing Pso

2

servers  — T »
Ml >

Encrypted
access keys

repeats the operations in enforcing Py and P»;. Moreover,
if (3) is satisfied, applying access policy of two layers at
the same access level k (k > 1) may introduce additional
overlapped operations. For example, when enforcing P;» and
P51, their overlapped operations are from two aspects, i.e. Pip
and P I \P I

PIk\PI)«—l#@ 3)

To enhance computation efficiency, multiple access policies
are structured into a single SCP-ABE access tree in SMAC.
The access policy enforcement process is able to exclude the
repeated operations from the two sources mentioned above.
We will discuss this in details in Section IV.

C. Architecture

The architecture of SMAC is shown in Fig. 2. The media
content distributor encodes the social media content into a
multi-dimensional scalable media stream composed of multi-
ple media layers. It also applies access control on the content
as follows.

o Set up the SCP-ABE parameters with the AA.

o Select an access policy for each media layer, and config-

ure the access structure, i.e. a SCP-ABE access tree.

« Select an access key for each media layer, and encrypt the

access keys using the SCP-ABE encryption algorithm.

o Encrypt each media layer with the corresponding access

key under a standard encryption algorithm such as AES.

The distributor can then utilize the same set of access
keys to encrypt multiple media streams/files for secure access
control, as long as the access policy is not updated. In this
way, the distributor just needs to perform the last step of access
control upon sharing new media contents in the network.

The ciphertext of both the media stream and the access keys
are stored in the social network servers, and are easily acces-
sible by any social network users. However, the ciphertext
can only be decrypted by those with the desirable attributes
in the SCP-ABE access tree. In fact, the authentication and
authorization of the attributes will need to be performed with
the cooperation of the social network server and the AA.

A media content consumer who has the desirable attributes
can decode the media content in the following steps.

o Obtain the SCP-ABE keys from the AA and the social

network server.

o Obtain the ciphertext of access keys, and decrypt the

access key(s) using the SCP-ABE decryption algorithm.
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Fig. 3. 2-D scalable data structure and access policies

« Obtain the ciphertext of media contents, and decrypt the
media stream with the access key(s).
The consumer only needs to perform the last step upon
accessing the new content if the access keys selected by the
media content distributor has not been changed.

IV. ACCESS PoLICY ENFORCEMENT

In this section, we introduce the proposed SCP-ABE algo-
rithm, and how it is utilized to enforce access policy in scalable
media sharing.

A. The SCP-ABE Algorithm

We design the SCP-ABE algorithm based on the CP-ABE
algorithm [13]. In CP-ABE, data is encrypted under an access
policy that is composed of attributes. A user could decrypt the
cipher-text only if his or her attributes satisfy the access policy.
Using a similar mechanism, the SCP-ABE algorithm focuses
on efficiently encrypting multi-dimensional scalable data. In
particular, SCP-ABE is composed of six sub-algorithms in-
cluding system setup, access tree construction, encryption,
SCP-ABE key generation, delegation, and decryption. We
first introduce bilinear map [34] as the preliminary, and then
proceed to describe each step of the SCP-ABE algorithm.

1) Preliminary: Similar as CP-ABE, the construction of
SCP-ABE algorithm is based on bilinear map. Let Gy and G
be two multiplicative cyclic groups of prime order p. Let g be
a generator of G and e be a bilinear map, e : Gy X Gy — G1.
Then e has the following properties:

e Bilinearity: for all u,v € Gy and a,b € Z,, we have

e(u,v’) = e(u, v)?®.
o Non-degeneracy: e(g,g) # 1.

2) Setup: The setup algorithm chooses a bilinear group G
of prime order p with generator g, and two random exponents
o, 3 € Zp. The public key PK and the master key M K are
then returned as: {PK = Go,g,h = ¢°, f = ¢g'/%,e(g,9)*},
{MK =p,9°}.

3) Access Tree Construction: Given a set of attribute-based
access policies for the multi-dimensional scalable data, an
access tree T is constructed in this step. Specifically, 7
contains leaf nodes and non-leaf nodes. A leaf node represents
an attribute, which can either be included or excluded by the
access policy. In particular, there are two types of attributes,
i.e. level attributes and layer attributes, that are unrelated to
the access policy. For a M x N data structure, there are
M x N —1 layer attributes and M + N —2 level attributes in 7.
The functions of the level and layer attributes will be discussed

later. A non-leaf node represents a threshold gate, which is
described by a threshold value and its children. Specifically,
the access tree is constructed from bottom to up as follows.

o Construct the subtree T,, (k = 2,...M + N — 2)
according to the access policy Py, \ Py,_,, where Py,
is the common access policy for the data layers at access
level k. The root of T, is denoted as C.

o Construct the subtree T;; for each layer m;;. Suppose
that k is the access level of m;;, and P, is the union of
access policies of the referee(s) of m;;. T11 is constructed
according to P;1, and T is constructed according to
Py, For other layers, T;; is constructed according to
P;; \ (Pr, U Py,;). The root R;; of Tj; is a key node.

o Construct the subtree 77;, where the root V;; is an and
gate with the children nodes of R;; (i = 2,...,M|j =
1;j=2,..,N|i=1) and the layer attribute a;;.

« Construct subtree Ty, (k =2,..., M + N — 2), where the
root Ry, is an or gate with the children nodes of V;; at
the access level k. Let T7 be T31, and Ty n—1 be Ty 5

« Construct T}, starting from the access level k = M+ N —
2. Let T} (k = M + N — 1) be T}, . Specifically, we
first let an or gate be the mother of the root of 73 ; and
a level attribute az. Then the root of T}, is an and gate
with the children of or, T}, and Cj. Repeat this process
by decreasing k by one at each step until £ = 1.

The final access structure is ;. The root of 7 will be an
and gate. The access structure strictly conforms to the access
policy. Then we choose a polynomial p, for each tree node x
in 7 using a top-down manner: (1) Set the degree d, of the
polynomial p, to be d, = k, — 1, where k, is the threshold
value of node x; (2) Choose a random s € Z, for the root
node root. Set pro0t(0) = s, and randomly choose other points
of polynomial p;o0¢; (3) For any other node z, set p,(0) =
Pparent(z) (index(x)), and randomly choose other points of
ps. Access tree construction for Fig. 3 is illustrated in Fig. 4.

In addition to the attributes in the access policy, additional
attributes are included in the access structure. Specifically,
level attribute a, (k=1,2,...,M + N — 2) is used to enable
users to perform decryption from access level k, instead of
from the bottom of the tree that corresponds with the highest
access level. For example, if the attributes of a user only
satisfy Pj1, the user performs decryption starting from access
level one, i.e., where a; is located in the tree. If the user
has attributes that satisfy P2, he or she can instead perform
decryption starting from access level two. Additionally, layer
attribute a;;(: = 2,...M|j = 1;5 = 2,..,N|i = 1)
is employed to guarantee the uniqueness of each key node
and the security of access policy enforcement. For example,
without a2 and ag1, pr,,(0) will be equal to pr,, (0) since
their mother node has the degree of zero and index(Ry2) is
equal to index(Ra).

The SCP-ABE access tree has the following features:

« It can be utilized to securely encrypt multiple data layers
in a single access structure.

« It enables users to start decryption from any access level
according to their access privileges.

4) Encryption: The encryption algorithm encrypts the data

layers under 7 using the public key PK. Let L be the set
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of leaf nodes in 7, K be the set of key nodes V;; (i =
1,2,..,M;j=1,2,...,N), and m;; be the corresponding data
layer, the ciphertext is given as

CT = (T.Vi€ L: E; =g E/ = H(att(i))"")
VRi; € K : Cij = myze(g, g)* i (V%) = hPmia OF2)
5) SCP-ABE Key Generation: Taking a set of attributes S
and M K as input, the user key generation algorithm outputs
a SCP-ABE key. The algorithm selects a random r € Z,, and
random 7, € Z), for every attribute x in S. Note that S always
includes a; (i=1,2,..,M+N—-2),and a;; (i = 2,...,M|j =
1;7=2,...,N|i =1). The SCP-ABE secret key is

SK ={D = g(aH)/B’
Ve €S :D,=g" - H(attri,)™, D, =g}

6) Delegation: Given a SCP-ABE key SK with the at-
tribute set .S, the delegation algorithm creates a SCP-ABE key
SK with the attribute set S C S. Specifically, the algorithm
selects a random number 7 € Z, and also 7, € Z,, Va € S.
Then SK is created as

SK = {D = DfT,
Vo € §: D, = Dyg" H(attriy)™, D, = D.g™}

7) Decryption: The decryption algorithm employs three
inputs, i.e., the encrypted data layers, a SCP-ABE key SK,
and the public key PK. The number of data layers that a
user can decrypt depends on the extent to which the attributes
can satisfy the access policies. Suppose that the access level
of a user is k. Starting from ay (or the bottom of 7 for the

highest access level) to the root, the user needs to perform
computations for each leaf node x in the path as in (4).

e(Dq, Es)
e(g” - H(attriy)™, gP=(0)
e(g"=, H(attri,)p=(0))

e(g”, g7 ) - e(H (attriz)™, g"=(©)) 4)
e(g"=, H(attri, )p=(0))

e(g,9)™ ) - e(g™, H(attri, ) ©))
e(g"=, H(attri, )p=(0))

= e(g, )"

F, =

a

T, construction

T, R
v;@bll

(b) Access to m;; and my,

Then the user computes F) for each non-leaf node in a
bottom-up manner using polynomial interpolation technique
[13]. In this process, the user obtains Fg,; for each key node
as in (5).

Fr, =e(g,9)"" (i =1,2,.,M,j =1,2,.,N) (5

The computation is repeated until the root is reached and
the user obtains Fi.,,; as in (6).

Froot = €(g,9) "ot = e(g,9)"" (6)

Suppose that user Alice has attributes satisfying P;1, and
user Bob has attributes satisfying P;5. Then Alice can compute
Fr,,, and utilize F,,, Fg,, to compute F,,,. Bob can
compute Fr,,, Fc,, and Fg,,. He can utilize F,,, and Fr,, to
compute Fy,,, and then utilize Fy,,, Fy,,, and Fr,, to compute
Fo0t. The access behavior of Alice and Bob is illustrated in
Fig. 4. F.,ot is not computable unless F; of all nodes x in
the path to the root of 7 are computed.

Furthermore, the user computes K;; = FRi‘7 - Froot =
e(g,g)r(”RiJ‘ 0+ Each data layer m;; (i = 1,2,...,M,j
1,2, ..., N) can then be decrypted as in (7).

Cij
e(Cyj, D)/ Kij
mije(g, g
e(hPRis (0)+s, glatn/B)/e(g, g)T(PRiJ (0)+s)
(a+7) (PR, ; (0)+s) 7

)a(pRi]‘ (O)+‘;)

mije(%g)
e(gﬁ(PRij (0)+3)’ g(a+r)/ﬁ)
(a+7)(pr,; (0)+s)

mije(g, g)
o(g, g) P QTP

B. Access Control on The Shared Media Content

As introduced in Section III, the media content distributor
performs the four-step access control process on a scalable
media stream based on the SCP-ABE algorithm. We now
introduce the implementation details of this process.

The access control starts with running the SCP-ABE setup
algorithm by the distributor. The generated public key PK is



accessible by all other parties in the system. In practice, PK
can be stored in either the social network server or the AA
so that all consumers can access it. The master key MK is
shared with and only with the AA.

Second, the distributor configures the access policy by
selecting the desirable social attributes, which are authorized
by the social network servers. In addition, the distributor
selects the level attributes and the layer attributes that are
excluded by the access policy. These attributes can be simply
set as time stamps or level/layer indexes, which needs no
authorization by a third party. After that, the distributor runs
the SCP-ABE access tree construction algorithm to build the
access structure.

The last two steps are encryptions. Specifically, the dis-
tributor applies a symmetric encryption algorithm such as
AES to encrypt the media layers, and then utilizes SCP-
ABE to encrypt the symmetric keys, i.e., the access keys,
for these layers. This is a standard operation of combining
symmetric encryption and asymmetric encryption which SCP-
ABE algorithm belongs to, because the former one is more
efficient to encrypt large volume of media stream [42].

If the distributor wants to update the access policies, the
individual needs to reconstruct the SCP-ABE access tree, and
to reselect the access keys to ensure security.

V. ACCESS PRIVILEGE AUTHORIZATION

We have introduced in Section III that a media content
consumer can perform the three-step process to access the
media content with a specific quality as long as the individual
has the corresponding attributes. In this section, we intro-
duce how to authenticate the attributes of the consumers and
authorize/revoke their access privileges accordingly. This is
achieved by utilizing the proposed key management schemes,
i.e, the SCP-ABE key distribution scheme, and the SCP-ABE
key revocation scheme.

A. SCP-ABE Key Distribution

The access privilege of a media content consumer is enabled
by distributing the individual with the SCP-ABE key based on
the authenticated attributes. The SCP-ABE key for a consumer
is divided into two parts. One is related to the social attributes
while the other is related to the layer and level attributes.
Both of them are distributed separately by the social network
server and the AA. On the premise that the social attributes
of consumers are authenticated by the social network server,
the SCP-ABE key distribution process in the SMAC system
is proceeded as follows.

o The AA generates SK as in (8) based on set S of all
social attributes in the access policy, and SK,, as in (9)
based on set 5, of all layer and level attributes in the
access structure.

o The AA assigns SK, to the social network server. No
attribute authentication is required for the server, since it
manages all social attributes of all users in the network.

« The server authenticates the social attributes of the con-
sumer, runs the delegation algorithm and generates SK,
for the consumer as in (10), where S, is the set of
consumer social attributes, and S;, C S,. The access

behavior of the consumer is then confirmed accordingly,
and is shared with the AA.

o The AA selects the set S,, of consumer’s layer and
level attributes such that S,,, C S,,. For example, .S,,, is
equal to {aj2,as1,as} if the consumer is able to access
mi1, Mi2, and mo;. On the other hand, S, is equal to
{a12,a21,as2,as} if the consumer is able to additionally
access mos. The AA then runs the delegation algorithm
using SK,, as input, and generates SK,,, , as in (11),
and sends it to the server.

o The server runs the delegation algorithm using SK,,
as input, and generates SK,,
back to the AA.

o The AA generates SK,, 6 as in (13), where Dn(i)
is obtained by dividing D, »(i) in SKp,, with
g™ H(attri;)™, and Dy, (i)' is equal to D/, 5(i)/g™*. By
combining SK, and SK,, , the SCP-ABE key SK,, of
the consumer can be derived in (14).

u,1

.2 8s in (12), and sends it

SKy ={D = ¢* /7,
Vie S, ®)
Dy(i) = g"H(attri;)"™, Di(i) = "'}

SK, ={Vie S, : ©
D, (i) = g"H (attri;)", D!, (i) = ¢g"}
SK, ={D=DJfT,
Vie Ss, :
- o a s (10)
Dy(i) = D4(i)g" H(attri;)™,
D/ (i) = D(i)g"'}
SKy,, ={viesS,,:
Dy1(i) = D, (i)g™ H (attri) ™, (11)
D), 1 (i) = D} (i)g™}
S’an ={vies,,:
Dy2(i) = Dy (i)g" H(attri;)™, (12)
D;Q(Z) = D%l(’)gﬂ}
SK,, ={Vie S,, :
Dy, (i) = Dy (i)g" H (attri;)™, (13)
D), (i) = D), (i)g"}
SKu :{Du _ g(oHrTJr'F‘)/,B7
Vie Sy, (Ss, USh,):
(14)

Dy (i) = g"t" H (attri;)"+™,

D, (i) = g"+7)
It is worth to mention that the SCP-ABE key distribution
process needs not to disclose the social attributes of social



network users to the third party AA. One way to keep social
attributes confidential is to only share the hash values of the
social attributes of a consumer (by the social network server)
and those in the access structure (by the content distributor)
with the AA. However, such a method enables the AA to apply
brute-force attack to guess the social attributes of a consumer.
For example, in order to refer the friendship of the content
distributor and the content consumer, the AA can compare the
hash value of “friend of the content distributor” with the hash
values of the social attributes shared by the social network
server. The success rate of brute-force attack can be rather high
when the social attribute set has a small size. To reduce the
feasibility of Brute-force attack, we can let the social network
server and the social network users share one or more secret
values. The content distributor can then concatenate the secret
value s, with a social attribute in the access structure 7, and
replace H (attri,) (z € S) with H(attrig||s,) (x € S).

B. SCP-ABE Key Revocation

The SCP-ABE key revocation is utilized to disable the
access privileges. It takes effects when a consumer’s social
attributes have changed, e.g. the friendship no longer exists,
or the access structure is updated by the distributor.

In particular, in the first case, the revocation is initiated by
the social network server, who manages the social attributes of
users in the network, and hence can be aware of their changes
at the earliest stage. Upon receiving the revocation initiation
notification, the distributor needs to change the access keys
and re-encrypt them to ensure secure access control. The
revocation is only required for the consumer whose attributes
have changed, i.e. SK and SK,, will remain the same, and the
specific SCP-ABE key SK,, of the consumer will be revoked.

To perform the revocation, the social network server needs
to re-authenticate the social attributes of the consumer and
redefine his or her access level. Then the server re-generates
SK,, by selecting new 7 and 7' Vi € S, . The updated
SK, and the updated consumer access level information are
shared with the AA. The AA re-generates SK,, , by re-
selecting the attribute set S}, , 7', and 74 ;, and sends SK,,, ,
to the server. Upon receiving SK,, ,, the server re-generates
SKy,, using 7 and 7" Vi € S , and sends it back to the
AA. The consumer is then assigned with the new SCP-ABE
key SK,, which is used to access the newly shared content.

In the second case, the revocation is initiated by the distrib-
utor. The SCP-ABE keys of all consumers in the network are
revoked and re-distributed. Specifically, the AA re-selects r,
and r; for each member ¢ in the new attribute sets S’ U S/,
and re-generate SK,, and SK, . The updated SK,, 6 is
re-distributed to the social network server. Then the social
network server and the AA perform the same SCP-ABE key
revocation process as in the first case.

VI. PERFORMANCE EVALUATION

In this section, we evaluate the performance of the SMAC
system from two essential aspects, i.e., security and efficiency.
The security of the system ensures that a shared media content
is always propagated along the trusted chain in the social

networks. The system efficiency is necessary for practical
implementations on the resource constrained user equipments.

A. Security Analysis

We use two metrics to prove the system security of media
content confidentiality [43], i.e. SCP-ABE algorithm security
and the reliability of access privilege authorization. The first
metric guarantees that access key decryption succeeds if and
only if the correct SCP-ABE key is used. The other metric
ensures that only the users with the specific access privilege
can obtain the corresponding SCP-ABE key.

1) SCP-ABE Security: The proposed SCP-ABE algorithm
differentiates itself from the existing CP-ABE algorithm by
enabling multiple access behaviors under a single access struc-
ture, i.e., users can decrypt different cipher-texts by starting
computation from different levels of the access tree. How-
ever, this feature introduced by SCP-ABE does not corrupt
the security of CP-ABE. We consider the chosen plaintext
attack as in [13]. Specifically, the challenge ciphertext Cj;
(i=1,..,M;j = 1,...,N) is either mije(g,g)‘)‘(p’?”t'a'((’>+sg
or m;je(g,g)a(p’*ij(”ﬂrs). The attacker needs to differenti-
ate whether the ciphertext is for m;; or mj;. Since both
PR,;(0) and s belong to Z,, we have pg, (o) + s € Z.
By treating pg, ;o) + s as s’ € Z,, the challenge turns
into differentiating m;;e(g, g)as/ and m;;e(g, g)as/, which is
exactly the challenge faced in CP-ABE. Since the proposed
SCP-ABE algorithm uses the same parameter setup, key gen-
eration, encryption and decryption mechanisms, and utilizes
the mathematical properties of elliptic curve groups [36] and
cryptographic hash functions[37] as in the CP-ABE algorithm,
it actually inherits the security of the CP-ABE. The security
is provable under the generic group heuristic. More details of
the security proof can be referred as in [13].

2) Access Privilege Authorization Reliability: The proposed
key management schemes enable reliable access privilege
authorization for both the media content consumers and the
social network server.

First, a media content consumer cannot obtain the SCP-ABE
key that requires the attributes out of his or her attribute set.

On one hand, the consumer access privilege authorization is
reliable in resisting collusions, where two consumers collude
with each other to obtain the access privilege that they are
not supposed to have. Suppose that a consumer Bob owns
the attributes satisfying the access policy P, and another
consumer Clark owns the attributes satisfying P»; \ Pi1. The
system security guarantees that Bob can obtain mj; through
SCP-ABE decryption, while Clark should not obtain any
access keys due to the lack of attributes satisfying P;;1. The
goal of their collusion is to obtain mo;. According to (7),
the ciphertext of m;; can be decrypted if Bob and Clark
obtain the intermediate computation result K5;. In particular,
Ko, is computable from Fpr,, and Fi,. using the correct
SCP-ABE key. However, it is infeasible for them to obtain
the correct SCP-ABE key by exchanging their SCP-ABE
keys. This is because the social network server selects 7
randomly when distributing SCP-ABE keys to the consumers,



TABLE I
COMPUTATION TIME OF SMAC OPERATIONS (PER ATTRIBUTE)

[ Operation [ Entity [ Platform | Time (ms) [ Attri. type ]
SCP-ABE key gener. AA server 10 all
SCP-ABE encryption distr. phone 60 all
SCP-ABE encryption distr. laptop 35 all
SCP-ABE decryption | consu. phone 5 all
SCP-ABE decryption | consu. laptop 2.5 all
SCP-ABE key distr. AA server 10 X Ny non-social
SCP-ABE key distr. SNS server 10 X Ny all
SCP-ABE key revoc. AA server 10 social
SCP-ABE key revoc. AA server 10 + 10N, non-social
SCP-ABE key revoc. SNS server 10 X Ny all

which prevents the combination of two SCP-ABE keys from
two different consumers. Furthermore, it does not work if
Bob and Clark exchange their intermediate computational
results. Suppose that rp and r¢ are two random parameters
selected by the server for Bob and Clark, respectively. After
separately running the SCP-ABE decryption algorithm, Bob
has Froor = €(g,9)"t78)% and Fg,, = e(g,g) " t78)Pr11 ()
and Clark can obtain Fg,, = e(g,g)"t7e)Pr21(0) Since rp
and r¢ are different, the F.,,; computed by Bob and the F'p,,
computed by Clark cannot be used together to compute Ko;.

On the other hand, the SCP-ABE key revocation scheme is
able to accord with the dynamics of user attribute changes in
the network by re-authenticate user attributes and re-generating
SCP-ABE keys. The old SCP-ABE key and the new SCP-ABE
key cannot be combined since 7 in two keys are different.
This prevents consumers from accessing the media contents
utilizing expired attributes.

Second, we prevent the social network server from access-
ing the media contents by avoiding authorization of level
attributes. This utilizes the property of the SCP-ABE access
structure that the decryption from any access level requires
both the social attributes and the level attributes. In the access
structure shown in Fig. 4, for example, the level attribute a1
is mandatory in obtaining F),,;. Without Fi.,.:, the server
cannot compute any K;; even though it can compute Fg,;
for the access key denoted by (7,7). Combing Fg,, with
the F,.,o¢ computed by others is infeasible as aforementioned
explanation. Additionally, the server cannot derive a valid
SCP-ABE key in the process of distributing SCP-ABE keys to
the consumers as well. This is because the AA protects SK,,
by running the delegation algorithm and sending the output
SKp,, to the server. To obtain SK,, the server needs to
derive g” H (attri;)™ from g™t H(attri;)"+"i, and g"* from
g“‘“"i1 (i € S,). However, it is computationally infeasible
without knowing 7! and 7}, according to the computational
Diffie-Hellman assumption [35].

B. Efficiency Analysis

We evaluate the system efficiency performance by measur-
ing its cost of access policy enforcement and access privilege
authorization for different parties in the system. We also com-
pare it with the naive CP-ABE based system. In particular, we
implement the user side operations on two mobile platforms,
ie., Google Nexus 4 with 1.5 GHz quad-core CPUs, and
Lenovo T430 with 2.6GHz Intel i5 CPU. Operations on the
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Fig. 5. User side computation cost

AA and social network server (SNS) side are implemented on
Dell PowerEdge 610 server with 2.4 GHz 16-core CPUs.

1) User Side Cost: The computation cost of distributor side
operation mainly comes from two aspects, i.e. symmetric en-
cryption of the media content and SCP-ABE encryption of the
access keys. In particular, since media encryption is a routine
process of encryption-based access control on media streams,
we do not include it in our system performance evaluation.
Its computational cost benchmark can be referred from [38].
Instead, we focus on the evaluation of SCP-ABE encryption,
which involves pairings, exponentiations, and multiplications
computations on Gy and G;. We measure the average compu-
tation time per attribute on the smartphone platform and the
laptop platform!, and the average results are 60ms and 35ms,
respectively. The computation cost linearly increases with the
number of attributes. In terms of consumer side computation, it
mainly includes pairings and multiplications computations on
G resulted from SCP-ABE decryption. The computation cost
of SCP-ABE decryption increases approximate-linearly with
the number of attributes, but also varies with different access
policies. For simplification, we consider that the computation
cost grows with the number of attributes in a linear way, and
test the average computation time per ten attributes on devices.
The results are 48ms on smart phone and 25ms on the laptop.

We then present the experimental results of the computation
time on the user side. Fig. 5 shows the computation time on
the user side with various number of attributes in the access
policies. We can see that the computation performance of the
MD-SMAC system for consumers is less than one second
even if the number of attributes is large. This satisfies the
requirement of general mobile applications [39]. Although
the computation cost on the distributor side can reach a few
seconds when the number of attributes is relatively large,
it is still negligible compared to the cost of media stream
encryption. According to the benchmark provide in [38],
encryption cost for 25 fps video is about ten times of the video
length, which is much higher than encrypting access keys
using SCP-ABE encryption. This also indicates that scalable
access control can be achieved in the SMAC system with a
cheap cost. Therefore, we conclude that the SMAC system can
be efficiently implemented in real-world systems.

2) Server Side Cost: The AA side computation cost comes
from SCP-ABE key generation, SCP-ABE key distribution,
and revocation. All of the three algorithms involve exponen-

!'As in [13], operations are conducted using a 160-bit elliptic curve group
based on the curve y? = x3 4 2 over 512-bit finite field.



tiations and multiplications on Gy and G;. We found in our
results that the average computation time of SCP-ABE key
generation operation is about 10ms per attribute on the server.
The computation time of SCP-ABE key distribution is almost
the same, but it is proportional to the number of consumers N,
in the system. If the set of social attributes has M, elements,
and the set of level/layer attributes has M,, elements, then the
cost on the AA side is about (10 x (M, + M, )+10x O(M,,) x
N,,) ms for SCP-ABE key generation and distribution for IV,
consumers. The SCP-ABE key revocation operation requires
re-generation and re-distribution. Therefore, the cost of SCP-
ABE key revocation is the sum of SCP-ABE key generation
and distribution. On the SNS side, computation cost is from
SCP-ABE key distribution and revocation. Specifically, the
key distribution cost is 10 x O(M,, + M) x N,, and the
key revocation cost is the same. Therefore, in the SMAC
system, the privacy preservation cost on the server side linearly
increases with the number of media content consumers, which
is an acceptable result. The computation cost of operations on
the server side and the user side is summarized in Table I. As
the power of computation equipment increases while its cost
decreases, we believe that the extra key management costs on
the social network server side will be acceptable.

3) Comparison with CP-ABE Based System: We compare
the cost of utilizing the SCP-ABE algorithm and utilizing the
CP-ABE algorithm [13] in the SMAC system. As we have
analyzed in Section III, a separate enforcement of multiple
access policies for scalable data, e.g., constructing a CP-ABE
access tree for each access policy, will cause lots of repeated
operations. By structuring all access policies in a single access
tree, SCP-ABE can avoid this issue. Although some additional
attributes are introduced during access tree construction, the
resulted redundancy is negligible, especially when the number
of levels in the access structure is large.

Specifically, we assume the media stream can be scalable
from 1 to 3 dimensions. In addition, the access policy corre-
sponding to a layer has at least k£ (kK = 1,2) more attributes
than that corresponding to a lower-level layer. By varying the
total number of media layers in the stream, we show the
number of attributes to be computed by SCP-ABE and CP-
ABE for scalable access control. Note that different number
of attributes may be needed for a given number of media
layers under different scalability dimensions. For example,
seven level attributes are introduced in the access structure
for the 2 x 6 scalable media stream, while only six level
attributes are introduced in the access structure for the 3 x 4
scalable media stream or 2 x 3 X 2 scalable media stream.
We therefore measure the average number of attributes (over
1-D to 3-D scalability) as well as the upper bound and the
lower bound. The results are presented in Fig. 6. We can see
that the computation performance of SCP-ABE is superior to
CP-ABE, and the advantage becomes more significant as the
number of media layers increases.

VII. CONCLUSION

In this paper, we have presented SMAC, the first access
control scheme that protects user privacy in large-scale media
sharing systems and satisfies two essential user requirements,
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Fig. 6. Comparison between SCP-ABE and CP-ABE

i.e., widespread content propagation and multiple-level access
privileges. In particular, we first propose a SCP-ABE algo-
rithm to enable secure enforcement of multiple access policies
on the multi-dimensional scalable media streams. In addition,
we propose a comprehensive key management scheme to fa-
cilitate the reliable and efficient access privilege authorization
and revocation. We have proved the security and reliability
of the SMAC system. We also demonstrated its efficiency on
mobile devices through experiments. We believe these features
of the SMAC system will contribute to the wide adoption of
privacy preservation in large-scale social networks. For the
future work, we will extend the SMAC system to support
media sharing across multiple social networks to accord with
the trending cloud-based social services [40], [41].
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