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Distributed Algorithm with Resilience for Multi-Agent Task Allocation

Xuan Wang, Jeffrey Hudack, and Shaoshuai Mou

Abstract—This paper develops an Iterated Auction-
Consensus Algorithm (IACA) for resilient task allocation on a
distributed multi-agent platform. The IACA enables each agent
in the network to bid for tasks of interest at the auction stage
and then utilizes the idea of consensus to resolve conflicts among
agents’ bids. Such a combination of auction and consensus
enables each agent to repeatedly add tasks one by one to its task
bundle until reaching its maximum bundle length. The major
advantages of the IACA are twofold. One is the simplicity of im-
plementation without requiring complicate decision logic. The
other one is resilience, when there are malicious agents trying to
block the normal agents’ bids by giving infinitely large bids to
all tasks, IACA is able to recover immediately after the removal
of malicious agents. We investigate and compare costs for
communications and computations by providing quantitative
measures for distributed task allocation algorithms. Simulations
are given for studying the tradeoff between communication and
computational costs and the resilience of IACA in the presence
of malicious agents.

I. MOTIVATION

Distributed algorithms for task allocation has gained ex-
tensive applications including emergency building survey [1],
road intersection traffic control [2], and so on. It enables a
multi-agent network to autonomously assign tasks to each
agent with the goal of achieving a maximum reward while
resolving conflicts among task assignments. By distributed
here is meant that each agent can only communicate with
its nearby neighbors and there is no centralized coordinator
as assumed in [3]-[5]. Different from many distributed
optimization problems with respect to continuous variables
[6]-[8], for which the gradient-descent method has played
a significant role, the problem of distributed task allocation
usually involves discrete variables (chosen from 0 and 1) and
belongs to the category of combinatorial problems, which
has been shown to be NP-hard [9]. One way to solve the
problem of task allocations for multi-agent networks is by the
Hungarian algorithm [10], which employs the idea of primal-
dual to iteratively improve the cost function but requires the
existence of an agent knowing costs of all tasks associated
with all agents. Another nice idea with the capability for
tackling distributed task allocation problems is by the auction
[11], which allows each agent to bid for tasks through
auctions and allow a centralized agent to resolve conflicts
among these bids. To further apply the idea of auction in a
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fully distributed scenario, the authors of [12] have utilized a
clever combination of auction and consensus for developing
distributed task allocation algorithms, in which the auction
allows each agent to bid for tasks of its interests and the con-
flicts among all agents’ bids are resolved by the consensus.
This Consensus-Based Bundle Algorithm (CBBA) has been
shown to solve the task allocation problem with at least 50%
optimality. Further improvement have also been achieved
in [13] by removing the synchronization requirements, in
[14] by considering a hierarchical network structure, in [9]
by considering time-sensitive tasks, in [15] by introducing
heterogeneity in agents’ capability and cost of handling
tasks, as well as in [16] by integrating the task allocation
with local path planning algorithms. As nice as CBBA
algorithms are, they all require the introduction of additional
time-stamps and complicated decision logics for revolving
conflicts among agents. In addition, their resilience is limited,
in the sense that the infinitely large bids given by malicious
agents can permanently block all other agents’ from winning
any task. Recognition of this has motivated us to develop
an Iterated Auction-Consensus Algorithm (IACA), which is
also based on the combination of auction [11] and distributed
consensus [17], [18]. However, as we limit each agent to
append at most one task to its task bundle in each round of
auction-consensus, the JACA does not require time-stamps
and only involve simple decision logics, require less costs
for communications (for particular cases) and computations.
Further more, compared with CBBA, it is more resilient in
the presence of malicious agents.

II. DISTRIBUTED TASK ALLOCATION

Given a number of m agents labeled as T4 = {1,2, ..., m},
in which each agent i could receive information at time ¢
from certain agents denoted by set N;(¢). Let G(¢) denote
a graph such that there is a directed edge (4,) from ¢ to
j if and only if j € N;(¢). In the following we always let
d;(t) = |N;(t)|, m(t) denote the number of edges of G(t)
at time ¢, and Ag ;) denote the graph diameter of G(t).

Consider a number of n tasks labeled as Zp =
{1,2,...,n}. If task j is assigned to agent i, the agent will
receive a time-discounted reward r;;(t) € R, depending on
the time that agent ¢ is able to finish task j. (A specific ;;(¢)
will be defined in the next section.) Let x;; € {0,1} be the
state of agent 7, for which z;; = 1 if task j is assigned to
agent 4, and x;; = 0, otherwise. The goal of distributed task
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allocation is to find a set of z;; € {0,1} which

m n
maximize : R = Z Zrij(t)xij (D

i=1 \j=1

subject to : injgl,VjeIT )
=1

and D ay <l VieIa. (3)

Jj=1

The constraint (2) needs to be satisfied since one task can
only be assigned to at most one agents. The constraint (3)
comes from each agent’s limited capability of handling tasks,
namely, each agent ¢ can be assigned by a maximum number
of ¢; tasks. Under distributed algorithms for task allocation,
each agent 4 will generate a task bundle P;, which is a list of
tasks that are executed in a chronological order. All elements
of P; are in Zp and j € P, if and only if x;; = 1. All task
bundles needs to be conflict-free, namely, task bundles do
not share any task in common.

To solve the above distributed task allocation problem,
the authors of [12] have derived a consensus-based auction
algorithm (CBAA) and its generalization consensus-based
bundle algorithm (CBBA) based on a combination of auction
and consensus. By first allowing each agent to bid for
rewarded tasks through auction, the idea of consensus is
introduced to avoid one task being assigned to more than
one agents and each task is always assigned to an agent
with the highest reward. As shown in Fig. 1, each agent
1 in CBBA first generates a candidate bundle of the size
£; in the auction stage, which usually has conflicts with
other bundles in terms that their bundles may share one
common task called a conflict task. Each conflict task is
then assigned to an agent with the highest reward in a later
consensus stage. By repeatedly auction and consensus, all
agents bundles become conflict free in a finite number of
steps. Note that when agents’ bundles have conflicts, which
is usually the case when the bundle size is large, each conflict
task can only be won by only one agent. Thus, all the other
agents need to release the conflict task and all the tasks in
their bundles that is added after this conflict one. Such task
releasing require not only time-stamps to each information
in the network but also introduction of complicated logics.
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Key ideas of the CBBA and IACA

Recognition of this has motivated the problem of interest in
this paper: developing a distributed algorithm for each agent
i to generate a task bundle P; for a given group of tasks
Zr, which does not involve any time-stamps or complicated
logics for resolving conflicts.

III. ITERATED AUCTION-CONSENSUS ALGORITHM
(IACA)

In this section, we present an Iterated Auction-Consensus

Algorithm (IACA) for each agent ¢ to achieve a conflict-free
task bundle P;. The key idea of IACA as shown in Fig. I,
is by a different combination of auction and consensus, in
which each agent aims to augment its bundle by at most one
task at one iteration of auction-consents. The IACA to be
developed consists of three updates: the auction update, the
consensus update and the bundle update.
1 The Auction Update. At each iteration ¢, each agent ¢
performs the auction update aiming to increase its bundle by
one task. We adopt a time-discounted reward ;; () for agent
¢ to task j, as

Tij (ﬁ) = Cj)\ji’oj(t) (4)

where 0 < A\; < 1is a constant and ¢; is an initial profit for
task j. Here, 0, 5, (t) denotes agent i’s embark time, which
is the time difference between it leaves task & and finishes
task j, specially, when k = 0, it indicates the time when
agent i leaves its initial position. Let a list P; ;(¢) denote
the sub-bundle of P;(t) indexed by j, which is the bundle
before task j. Specially if j ¢ P;(t), then P; ;(t) = Pi(t).
Obviously, 6; ;(t) is dependent on P;(t) since agent i will
not perform task j until it finishes all the tasks in P; ;(¢).
Suppose P; j(t) = (j1, j2, ..., jr)» then one has

0:,05(t) = 6i,05, + Gigujn ++* + iy &)

where d; o;, denotes the time for agent ¢ to finish task ji,
di,j,j, denotes the time taken for agent 7 to finish task jo
after task j;1, by adding up the traveling time and execution
time. An example of P; ;(t) and &; ;(¢) is given in Fig. 2.

With the definition of §; ;(¢) and the reward function
r;;(t) in (4), the IACA allows each agent 7 to simply perform
the auction update by initializing two vectors y;, z; € R™ for
all j in the task set Zp. In the following, [y;]; is the jth
entry of y;, corresponding to the price that can be placed by
agent ¢ to task j; [2;]; is the jth entry of z;, indicating that
this price is placed by agent .
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Algorithm 1: Auction Update for agent ¢ at time
t

1 Input P;(t), Zr
2 for j € Ir do -
3 if j ¢ P;(t) and |P;(t)| = ¢; then
s || i@ =0, [2]t)=0.
5 else
3i,0j .,
6 wili(t) = e, () =i
// Reward
7 end
8 end

9 Output y;(t), ().

Remark 1: TACA aims to enable each agent to increase its
bundle by at most one task at one iteration. That is why
the embark time 6;,;(t) is defined as the time from ¢ to j
after finishing all tasks in the sub-bundle P;(¢). By doing
this, IACA treats each task j ¢ P;(t) equally as a candidate
to be added at the end of P;(t). For each j € P;(t), agent i
still updates d; o;(t) and 7;;(¢) for the purpose of checking
whether the task bundle P;(t) is still a nice one through
later the consensus stage. Usually P;(¢) will still be good
until agent 7 finish these tasks since they are increased one
by one and each one is resulted from a consensus among all
agents in the network. We however still updates the bids for
these tasks in the bundle in case that if there is a large delay
for agent i to perform task j in P;(¢) for some unknown
reason, the tasks after j are automatically released without
any time-stamps and can still be won by other agents.

1 The Consensus Update. Within the iteration ¢, each agent
i needs to perform consensus update indexed by 7. This
is for the purpose of resolving conflicts between agents’
bids generated in the auction update. A classical idea is
by employing a distributed update for achieving the MAX-
consensus [19]-[22], which can guarantee a consensus in
a finite number 7* sub-iterations. Here, 7* > Ag if the
underlying graph is static and strongly connected. At the end
of the consensus update, all agents reach the MAX-consensus
for which all y;(¢,7*) and all z;(¢, 7*) converge to the same
y*(t) and z*(t), with each of their entries correspond to
the highest reward of the task and the agent that offers this
reward, respectively. Based on this y*(¢) and z*(t), all agents
actually achieve a consensus for the winning list.

1 The Bundle Update. In this stage, each agent ¢ updates
its bundle P;(t) to be P;(t + 1) based on y*(¢) and z*(t)

Algorithm 2: Consensus Update for agent ¢

Input y;(t), 2 ().
2 Initialization

-

Yi(t,0) < yi(t), zi(t,0) < z(t), 7+« 0.
3 for 7 < 7* do
4 for j € Zr do
; il (6, +1)
maxyen; (nufip{ [Yeli (6 7)1}
6 2] (8, T+1)
arg maxgen, (ufip{[Yrl; (1, 7)}-
7 end
8 T+ 17+ 1.
9 end

10 y*(t) < yi(t, 7),
11 Output y*(t), z*(t).

resulted from the consensus update. Let #;(t) denote the
vglid consensus bundle, which is the longest sub-bundles
Pi,j(t) of P;i(t), validated by the condition that [2]F = i,
for Vj € H,(t). Let h;(t) denote the winning task such that
h;(t) = arg max [y]¥(t
i(0) = arg_max [4]5(1)
where Ji(t) = {k : zi. = i,Yk € Ip \ Pi(t)} denotes the
set of agent ¢’s winning tasks not in P;(¢). Then the bundle
update is as follows, where ¢ is an operation that appends
h;(t) to the end of list P;(¢).

Algorithm 3: Bundle Update for agent ¢ at time .

Input P;(t), y*(¢), 2*(¢).

2 Compute the valid consensus bundle #;(¢) and
the winning task 5, ().

—

3 if H;(t) = Pi(t) and |P;i(t)| < ¢; then
4 P(t+1) 73() hi(t) 3 // Bundle
update
5 else
6 Pi(t+1)=Hi(t) ; // Resolve
conflicts
7 end

8 Output P;(t + 1)

Remark 2: In this step, by #;(t), agent ¢ first checks
whether P;(t) is still valid. If a task j in P;(¢) is outbided by
another agent, it needs to release all tasks after j to resolve
conflicts. If no conflict shows up, agent ¢ generates a task

h;(t) ¢ Pi(t) which has the highest reward among all tasks
won by agent <. By appending this to the end of P;i(t), one
gets P;(t+1). Actually, P;(¢) is usually valid unless there are
some unpredictable reasons which causes dramatic changes
to d0;,0;(t) for a task j € P;(t).

IV. ANALYSIS
A. Costs Analysis for IACA

In distributed algorithms based on the combination of
auction and consensus, costs for computation and communi-
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cation are naturally decomposed.

Computation Costs for Auction. Note that at the auction
stage, each agent needs to compute the reward for each task,
so there are no communications but repeated computations
for rewards. Let the cost for computing one reward function
one time be the unit cost for computations. Let cp denote the
total computation cost. For IACA, recall that at each iteration
for auction, each agent needs to compute rewards for all n
tasks. Let T4 denote the number of auctions involved in
IACA. Then one has the total computation cost as

cp=n-m-Ty4 for IACA (6)

where m denotes the number of agents and n denotes the
number of total tasks. For CBBA, at each iteration of auction,
each agent i needs to build a bundle consisting of ¢; tasks.
To determine the jth task ¢; in ¢’s bundle, agent ¢ needs
to compute the reward inserted in different positions of the
current bundle for each task not in the bundle, which requires
j(n+1—7). Let £; denote the bundle length of agent ¢ and
T; o denote the number of iterations of auctions for agent
in CBBA. If all agents are not synchronized, 7; 4 may be
different for different agents. Thus the computation cost for
the auction is

m i
cp=Y (Tiad jln+1-j) 7
i=1 j=1

When all agents have the same bundle length ¢ and are
synchronized with the same auctions 7’4, one has

1 —
cp = 66(6 +1)(3n+2—20))mTy for CBBA.  (8)

By general assumptions that 74 = T4 and ¢ > [Z], it can
be observed that the computational cost for CBBA is much
larger than that for IACA in (6).

Communication Costs for Consensus. In consensus state,
by each agent simply choosing maximum values from its
nearby neighbors, agents could achieve the global maximum
in a finite number of steps. Suppose the unit cost for
communication is that for one pair of neighbor agents to
exchange information for one time (Here, for simplicity,
we ignore the size of messages). Let cp; denote the total
communication cost. If the network is undirected, fixed and
connected with the graph diameter A, a number of A steps
of consensus are enough to achieve the MAX-consensus and
resolves conflicts produced at each auction stage. Then for
the number of T4 auctions in IACA, the total number of
consensus steps involved is T4 - A and thus

ey =m-A-Ty for IACA )

with m the number of edges of the underlying network.

If all agents are synchronized to reach consensus after each
auction in the CBBA, we note that each agent also needs to
communicate with each of its neighbors for a number of A

steps. Thus
ey =m-A-Ty for CBBA (10)

with T4 the number of auction steps.

B. Resilience for IACA towards Cyber-attacks.

Reliable information exchange among agents is the basis
for distributed algorithms. However, for large scale systems,
the presence of malicious agents are sometimes unavoidable.
Because of this, resilience is a critical criterion for an
effective task allocation algorithm. Note that in CBBA, each
agent ¢ only bids for a task j when its local expected
reward 7;(t) is greater than the public consensused price
[y];(t). If a malicious agent gives very high bids to all
tasks and then leaves the network. These high bids from
the malicious agents will remain in the network forever and
block other agents to win any task. However, in the auction
update, Algorithm 1 of TACA, we allow each agent to bid
for all tasks. That is, each agent repeatedly initializes y; by
assuming itself wins all the tasks. As a consequence, the bids
placed by malicious agent will be cleared in each round of
auction. Thus, the attacker cannot prohibit the normal task
allocation process of the multi-agent system unless it stays
in the network and always broadcasting faulty information,
which will expose itself.

V. SIMULATIONS

In this section, we will perform simulations to validate

the proposed IACA, and also provide comparison with the
CBBA developed in [12]. Note that compared with CBBA, its
asynchronized version in [13] has advantage on behalf of the
practical implementation. However, in terms of computation
or communication cost, there’s no assertion that one algo-
rithm outperforms the other one. Then, since the proposed
IACA relay on synchronized updates, we only compare its
performance with the synchronized CBBA.
Simulation Setup. Given a fixed number of m agents
with positions randomly initialized in a bounded 3D cube.
Suppose all agents’ task bundles’ sizes are the same ¢*,
which is upper bounded by a fixed integer ¢,,.x. The total
number of tasks n is tunable by

n=aoa-m-{.

Here, « is the density of the tasks, which measures the
proportion of the exact number of tasks n, over the task
handling capability of the overall multi-agent network which
is ml*.

Simulations on Optimality Gap. This simulation aims to
validate the performance of the proposed IACA algorithm
based on the total reward R defined in (1). Note that finding
optimum solution for large-scale task allocation problem is
NP-hard, [9]. Thus, in stead of providing the exact optimality
gap Og = w x 100%, we define a relative
optimality -

a Rraca

OR X 100%,

Rcppa

by evaluating the total reward obtained by IACA based on
the one obtained by CBBA. For the CBBA, it has been
validated that the exact optimality gap is 3% [12]. Let
m = 20 and f/nax = 20. We do the simulation under
the task density € {0.1, 0.2,---, 1}, and vary the
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Fig. 5. Simulation that compares the total reward.

bundle size ¢* from 1 to {,.x, Or equivalently normalized
as f = Zfax € {2—10, 2—20,~-~ , 1}, for the convenience of
comparing the simulation results with different bundle sizes.
Suppose the underlying graph G is a complete graph. With
random agent and task locations, the simulation is performed
100 times and the result in Fig. 5 shows that IACA reaches

a similar optimality with CBBA (0.998 < Or < 1.0015).
Simulations on Computation and Communication Costs.
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We compare the JACA and CBBA with respect to the
communication cost cp; and the computation cost cp. Let
m = 20 and £, = 20. Specifically, task density is chosen
from a € {0.1,0.4,1}. Suppose the underlying graph G is
fixed and strongly connected. For simplicity we consider G is
a star graph, which corresponds to the fastest tree for MAX-
consensus, and the case when G is a path graph, which
corresponds to the slowest tree for MAX-consensus. For
each case, we use random agent locations and task locations
to initiate the problem and run both algorithm IACA and
CBBA for 100 times. Simulation results on path networks
and star networks suggest that the total reward achieved by
IACA and CBBA are very close to each other. As shown in
Fig. 3 and Fig. 4, the proposed IACA outperforms CBBA
for small o (i.e. the number of tasks is a small portion of
the network capability.) by requiring much smaller costs for
computation and communication. As the number of tasks
increases (in terms of v — 1), the IACA still requires smaller
computational costs cp than CBBA; but for communication
costs cjs, the CBBA only shows slight advantages when the
bundle size is large (i.e. S is large).

Simulations on Resilience. We choose n = 4, o« = 0.75 and
£* = 20 and perform simulations in the presence of malicious
agents. As shown in the left of Fig. 6, both the proposed
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TACA and CBBA converge to achieve the same total rewards
denoted by R when there is no cyber-attacks. As time
evolves, the total rewards under IACA gradually increases
to reach its maximum while the CBBA increases very fast at
the beginning then decreases because of resolving conflicts
in agents’ task bundles. When there is a malicious agent at
time T4 = 3 joining the multi-agent network and gives large
bids to all tasks, the CBBA fails to work as shown in the right
of Fig 6 since these large bids always exist in network and
block all agents from biding any tasks, which in turn leads to
zero total reward R. Even after the malicious agent leaves the
network, the CBBA still can not recover from such attacks
as indicated by R = 0 even for T4 > 8. When the same type
of attacks appear in the proposed IACA algorithm, the total
reward remain unchanged when the malicious agent is in the
network, and immediately recover after the malicious agent
leaves the network indicated by the increase of total rewards.
Thus, to cause other agents in IACA to bid incorrectly, there
must be a malicious agent staying in the multi-agent network
for infinitely long time while attacks existing for a finite-
time steps (for example one iteration) could easily cause the
CBBA to malfunction. Thus, we say the proposed IACA
is more resilient than CBBA in the sense that influence of
cyber-attacks to CBBA is permanent while to IACA is just
temporal.
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Fig. 6. Simulation results for IACA and CBBA under cyber-attack. On the
left figure, no attack is performed. On the right figure, a malicious agent
joins the network at Ty = 3 and leaves at Ty = 8.

VI. CONCLUSIONS

In this paper, we have devised an Iterated Auction-
Consensus Algorithm, which only involves simple decision
logics but has good resilience towards cyber-attack. To
compare the performance of the proposed algorithm with
existing algorithms, we defined quantitative measures with
respect to the cost for computations and communications.
It has been shown by simulations that the proposed IACA
reaches similar optimality but requires smaller cost for
communication and computations and is more resilient in
the presence of malicious agents. Our future work include
validations of the proposed IACA in large networks and also
investigate ways for building the network with minimum
computation and communication costs.
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