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SCADA — Overview

SCADA (Supervisory Control and Data Acquisition) -> critical infrastructure
SCADA security is often an add-on -> Focus on safety

SCADA’s integration with cyberspace

Vendors seldom upgrade, invest -> Aging infrastructure

Growing cyber threats -> Insider-threats (employees), Hackers

Few labs for students that focus on SCADA Cyber-Vulnerability Assessments,
SCADA Pen-tests & SCADA Incidents Forensic research

Growing job market & a niche skill in the Industry

... SCADA world is a ripe target for Cyber threats with limited security and forensic expertise.



LAB — Problem Statement

Lack of a SCADA LAB at SHSU for Vulnerability assessments, Penetration
testing and Incident Forensics research

LAB - Benefits

Learn and understand SCADA, HMI, PLC concepts
Lab designed with a real-world scenario in mind

Supports a Build-Exploit-Break-Investigate study approach

Conduct Cybersecurity tasks and Forensics research in SCADA world

Lok N e

SCADA Penetration-testing/Vulnerability testing using tools like Wireshark,
Metasploit, CANVAS, SQLMap, NETCAT, BurpSuite, HPING etc.

Perform live SCADA Incident management and forensics.

7. Conduct Cyber Vulnerability Assessments prescribed in NERC’s, NIST, DHS
standards

o



LAB — Highlights

SCADA LAB Design

1. LAB design is modelled after generally found deployment architecture in
the ICS world

2. Devoid of servers, minimum firewalls, use of WIN-XP machines, missing
OS security patches and unsecure Wi-Fi

ICS/SCADA Design:

1. Use of PLC/RTU and stimulators

2. Top 5 SCADA protocols used in Oil and Gas Industry (MODBUS/TCP-IP,
KOYO-ECOM, OPC-UA,OPC-DA, CodeSys ARTI, DNP3)

3. SCADA/HMI software: InduSoft studio

4. Custom user interface developed to invoke SCADA protocol traffic

5. Use of InduSoft’s thin client (web/browser based) and InduSoft’s secure viewer

KOYO-ECOM: Automationdirect protocol OPC: OLE for Process Control MODBUS: Modicon’s protocol ~ DNP3 (Distributed Network Protocol)
OPC UA: OPC Unified Architecture OPC Data AccessCodesys Arti (Asynchronous Runtime Interface)



LAB — Highlights (contd.)

Database

SQL Server Database (2000 and 2008)

Websites

1. Websites custom programmed using classic ASP and JavaScript
2. Using ODBC for DB connectivity
3. Hosted on IIS with shallow security features

Design features with a purpose..

1. Minimal use of firewalls, switches, routers
Missing security patches

Scatter of WIN-XP and WIN7 O/S
Unsecure Wireless Access Point

Al

Wireless security camera

.. all to mimic a real-world scenario..



Lab - Project Risks

RISK Consequence Level Mitigation

SCADA/ICS Hardware Delay to schedule | High Plan and co-ordinate procurement with
procurement (donation) from vendors

vendors

Lab space availability Delay to schedule | Medium | Work closely with Dept. Facilities
SCADA/ICS Hardware Delay to schedule | Medium | Plan, schedule and co-ordinate with
Configuration InduSoft Engineers

Lab IT-Hardware (desktops, Delay to schedule | Medium | Work closely with Dept. and IT Support

switches) availability




LAB — Project schedule

Phase Task

Planning Project Proposal & Approvals

Source hardware (SCADA, desktops, switches)

Project Kick-Off (stakeholder meeting)

Configure SCADA hardware (with guidance from InduSoft Engineers)

Execution Coding using InduSoft Studio

Phase-| Verification (Testing) of Protocol Traffic

Milestone - stakeholder meeting

Install and configure Penetration-testing software

Install and configure Forensics software

Execution/Verifi

. Verification (Testing) of pen-test and forensics tools
cation Phase-ll

Milestone - stakeholder meeting

Demonstrate/Validate Lab
Validation

Phase-lll Lab Go-Live

Close-out Project close-out (project documentation, metrics, lab documentation, manuscript preparation)




LAB - KAT Engineering and Chemicals

Company Overview

1.
2.

Fictious chemical manufacturing company

It’s manufacturing plant processes batches of chemicals during manufacturing process
involving batch-mixing, motors, pipelines, furnaces, storage tanks and loading.

Releases processed water into environment (a nearby stream/bayou). Valid permits
exist for certain toxicity limits.

Financial penalties if toxicity limits breached. Reduced penalties if reported to
government agencies within SLAs.

PLCs monitor and report (on HMI screens) various processes including quality of
processed water being released into nearby stream.

Red and Blue teams

1.

KAT employs in-house IT-security for operational support, incident management
and forensics — traditional Blue team

Red Team are external hackers or disgruntled employees depending on the lab
exercise.

Prized capture by Red Team is access-to Operator’s HMI screen.



LAB — HMI Screen
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LAB — Network Architecture of KAT Engineering and Chemicals Company

SCADA LAB DESIGN FOR PENETRATION TESTING AND FORENSICS

HTTP, HTTPS, FTP, WAPTCP/IP-MODBUS, DNP, CoSys ARTI, OPC DA & UA, CIP, KOYO-ECOM Network Traffic
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» Network Firewall rules help segment network. Switches and routers present. Dynamic and static IPs issued.
» System Patching irregular - tuned per lab exercise.
» A “timed incident bomb” will cause disruption (if Red team is unsuccessful).



SCADA LAB - Project verification controls

# Test Case(s) Primary Software tool used
1 |Test for MODBUS protocol traffic Wireshark

2 |[Test for OPC DA protocol traffic Simulator logs

3 |Test for OPC UA protocol traffic Wireshark

4 |Test for KOYO protocol traffic (KOYO is transmitted as UDP packets) Wireshark

Test for EATON’s CodeSYS ARTI protocol traffic

Simulator logs

Test for DNP 3.0 protocol traffic

Wireshark

7 |Verify network for IE104 protocol traffic Simulator logs

8 |Verify if Direct06 PLC is configured to respond via HMI (Indusoft) interface HMI alarms and logs

9 |Verify if Eaton PLC is configured to respond via HMI (Indusoft) interface HMI alarms and logs

10 |Test for password strength using password cracker tools John the Ripper

11 |Perform a penetration test using any known exploit against the lab network Metasploit

12 [Test for Windows security patches to expose backdoors Microsoft Baseline Security Analyzer
13 [Test for SQL Injection against lab websites SQL Map

14 [Test for open and vulnerable ports against lab network NMap

15 [Test for website vulnerabilities against lab network Vega

16

Test for MD5 or SHA1 cryptographic hashes on drives for forensic evidence
integrity

Microsoft File Checksum Integrity Verifier




LAB — Historian database
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LAB — SQL Server 2008

L5 Microsoft SQL Server Ma ment Studio
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@ Query executed successfully.

| WH4-PC (10.0 RTM) | whd-PChwh4 (55) | master | 00:00:00 | 4 rows
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LAB — SQL Server 2008
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@ Query executed successfully.

WHA-PC (100 RTM) | whd-PClwhé (56) | master | 00:00:0 | 63 rows
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LAB — SQL Server 2008

= Microsoft 5QL Server Ma ment Studio
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[ dboPLANT_RELEASE Master + [Last_Update ms]
3 Views L FROM [KAT_EC].[dbo]. [EVENTHISTORY]
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[ Programmability 1 3
[ Service Broker
[ Storage Messages
£a Security Ev_Type Ev_Time Ev_Time_ms Ev_lnfo Ev_User Ev_User Full Ev_Message Ev_Value Ev_Prev_Value Ev_Staton Ev_Comment Ev_Source Ev_Deleted Last_Updste Lasi_U[:
U KAT HR 1 [ 2015-04-01 22:39:57.0000000 859 Guest Exception in Driver DNP":: DrvClose WH5-PC 0 MNULL MNULL
[ KAT_PAYROLL 2 17 2015-04-01 22:39:58.0000000 10 . Guest Exception in Driver DNP":: DrvClose WHS-PC 0 NULL NULL
U KAT REGULATORY 3 6 2015-04-01 22:43:06.0000000 184 Guest RunGlobal ProcedureOn Server: Runtime Emor => Pro... WHS-PC 0 MULL MULL |
[ Security 4 [ 2015-04-01 22:43:13.0000000 249 Guest RunGlobalProcedureOn Server: Runtime Emor = Pro... WHS-PC 0 NULL NULL |~
[ Server Objects 5 [ 2015-04-01 22:43:57.0000000 241 Guest RunGlobalProcedureOn Server: Runtime Emor = Pro... WHS-PC 0 NULL NULL
[ Replication 6 6 2015-04-01 22:44:14 0000000 880 Guest Exception in Driver DNP":: DrvClose WH5-PC 0 NULL NULL
[ Management 7 [ 2015-04-01 22:44:14.0000000 595 Guest Exception in Driver DNP":: DrvClose WH5-PC 0 MNULL MNULL
[ SQL Server Agent 8 [ 20150401 22:44:56.0000000 357 Guest Exception in Driver DNF":: DrvClose WHS-PC 0 NULL NULL
9 [ 20150401 22:44:56.0000000 517 Guest Exception in Driver DNP":: DrvClose WHS-PC 0 NULL NULL
nm & 2015-04-01 22:48:04.0000000 531 Guest Exception in Driver DNP":: DrvClose WHS-PC 0 NULL NULL
n 6 2015-04-01 22:48:04. 0000000 651 Guest Exception in Driver ‘DNP”:: DrvClose WH5-PC 0 NULL MULL
12 6 2015-04-01 22:48:44 0000000 757 Guest Exception in Driver ‘DNP”:: DrvClose WH5-PC 0 NULL MULL
13 6 2015-04-01 22:48:44.0000000 877 Guest Exception in Driver DNP":: DrvClose WHS-PC 0 NULL NULL
14 & 2015-04-01 22:49:34.0000000 533 Guest RunGlobal ProcedureOn Server: Runtime Emor => Pro... WHS-PC 0 MULL MULL
1B & 2015-04-01 22:50:48.0000000 54 Guest RunGlobalProcedureOnServer: Runtime Emor => Pro... WHS-PC 0 NULL NULL
16 & 2015-04-01 22:51:03.0000000 839 Guest Exception in Driver DNP":: DrvClose WHS-PC 0 NULL NULL
17 6 2015-04-01 22:51:03.0000000 958 Guest Exception in Driver ‘DNP”:: DrvClose WH5-PC 0 NULL NULL
< I | »
(@ Query executed successfully. | WH4-PC (10.0 RTM) | whi-PCiwhé (53) | master | 00:00:00 | 44 rows
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LAB — Simulators MODBUS and OPC
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UA Server UaServer_EndpointCallback: SecureChannel 159465 opened!

UA Server Security Mode 1 Security Policy http://opcfoundation.org/UA/Secu
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=)
i
&
&
&b

UA Server Security Made 1 Security Policy http://opcfoundation.org/UA/ :ggﬂ jgggg
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UA Server on [ID=159451] deleted. Remaining instances count = 0 40061-40070
UA Server UaServer_EndpointCallback: SecureChannel 153466 closed! [status={/| | 40071-40080
UA Server UaServer_EndpointCallback: SecureChannel 159467 opened! :ggg} jg?gg
UA Server Security Mode 1 Security Pelicy http://epcfoundatien.org/UA/Secu 40 :4I]‘HEI
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LAB — Simulators DNP and IE104 contd.

File Options View
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[3] Double: .32: A T =
L 3%00311\52 Device Filter 14:32:33.527: $#% 5104 - =.7.7.%:2404 - ICP transmit 33 bytes |
5% Bl D . L
| Sep posfil_ Clear Al ﬂl 14:32:33.636: <+++ 5104 Insert request in queue: Cyclic Response
P ] Step pos|
u 2008 = ] Step pos| | [E-[7] ) s104
] Step pos| <104 14:32:33.636: = 5104 Addr(0) Sector(3) Application Header, Measured value, scaled value
Local IP [0.0.0.0 = 5] Step pos| 14:32:33.636: Quantity(4) SQ(1) COT(1, periodic, cyclic)
] Step pos <DNP 14:32:33.636: Ob 84 01 00 03 00 58 02 00 Oe 00 00 15 03 00 19
7}2;3’9” 14:32:33.636: 00 00 0a 00 00
ing
: Bitst
Message Timeouts Message Buffer Settings %Em::g 14:32:33.636: ### 3104 - *.*.~.*:2404 - TCP transmit 27 bytes
11 [15000 || k12 = [7] Btstring
T A 7] Bitstring 14:32:33.746: <+++ 8104 Insert request in queue: Cyclic Response
o Z b £ |10000 || wfe = [7] Bitstring
\in232numDataBits BITS_8 [7] Btstring 14:32:33.746: 5104 Addr(0) Sector(3) Application Header, Measured value, short floating point number
Win232numStopBits BITS_1 3 |20000 = ;’]S’;z::g 14:32:33.746: Quantity(3) SQ(1) COT (1, periodic, cyclic)
Win232parity NONE 7] Biering 14:32:33.746: 0d 83 01 00 03 00 bc 02 00 00 00 00 00 00 00 00 L
ENABLE]| {7l Bestring 14:32:33.746: 00 00 00 00 00 00 00 00
Win232portMode NONE [7] Bistring
Win232portRisMode DISABLE [7] Bitsting 14:32:33.746: ### 5104 - *.*.*.*:2404 - TCP transmit 30 bytes
4 Status Values [7] Bistring
B d % Advanced Settings measura 14:32:33.855: <+++ 3104 Insert request in gueue: Cyclic Response
leasuref
1 Cancel Modify m:::j: 14:32:33.855: <=== 5104 Rddr(0) Sector(3) Application Header, Measured value, normalized value without quality descriptor
1 ) Measurel 14:32:33.855: Quantity(7) SQ(1) COT(1, periodic, cyclic)
0 - TTSTOR T ST 9] Measure] 14:32:33.855: 15 87 01 00 03 00 a4 06 00 00 00 00 00 00 00 00
0 104 104 104 1] Measur 14:32:33.855: 00 00 00 00 00 00 00
0 104 s104 104
6 s104 s104 s104 14:32:33.855: ### 5104 - *.*.*.*:2404 - TCP transmit 29 bytes
. s104 104 104
5 5104 s104 5104
1 14:32:42.482: ### sDNP — *.*.*.*:20000 - TCP open
5104 s104 5104
STO 0 104 104 104
4 TCP/IP Communications Configuration Seftings s104 104 104 ~|
DisconnectOnNewSyn True s104 $104 104 4
TCPConnectTimeout 1000 s}m sm sm
W 5 esoe s s s
lvn'ﬂﬂTCP!DAddfeaS o s104 s104 s104 TestHarness Shell Help (not scriptable): &
WinTCPipPort 2404 5104 s104 s104 helpshell - shows this help
WinTCPlocallpAddress 0.0.0.0 s104 s104 s104 history - shows command history
WinTCPmode SERVER s104 s104 s104 cls - clears the command prompt text
4 TCP/IP TLS Communications Configuration Selfings s104 s104 s104 tclshell - use the TCL/TK shell
CaCriFile s104 5104 5104 pythonshell - use the Python shell
CaDirectory s104 5104 s104
CaFile 104 104 104 TcL>
CaV. s104 s104 5104 [15] Integrat{. |TCT>
aVerityDeplh 1 s104 s104 s104 17] Event o [invalid commend name "afterf6695"
i n7
Shbikflane ~||s10¢ s104 s104  [17]Eventd [rcT> =
[e—=s = s104 s104 s104 [17] Event o |TCL>
Name ) s104 104 104 [17] Event  TcL> L=
The name of this channel S104 S104 s104 [17] Event d |Tcz> =
5104 s104 5104 [18] Packed - -




LAB — Batch FTP Jobs

) Task Scheduler
File  Action

View  Help @\ J=[J2 v Computer v Local Disk (C) » KAT

Organize +  [@ Open  Print  Bum  Newfolder

() Task Scheduler (Local) Nome Stotus Triggers Actions . G -
4 [ Task Scheduler Library = Microsaft - P ame Size
+ = Miciosoft D Export data  Ready At7:48 AM every day - After trigge| | Microsof ' _
Windows ] Create Basic Task... B Desktop ] Export_job
. Download:
Windows Defende \ Creste Task.. & Downloads || KAT_ALARMS_2015_04 021613 26
wPD £l Recent Places || KAT_ALARMS_2015_04 07_11 48 21
' Import Task...
|| KAT_ALARMS_2015_04 07_12 48 21
| Display All Running Tasks 3 Libraries [ KAT_ALARMS_HISTORY_2015_04_02 16 1...
i u t| [ & Enable All Tasks History £| Documents || KAT_ALARMS_HISTORY_2015_04_07_11 4.
General | Triggers | Actions | Conditions | Settings | H + | * | New Folder... @' Music | KAT_ALARMS_HISTORY 201504 07 12 4.
~| | X Delete Folder =] Pictures [ KAT Incidents 2015 04 02 16 13 26
When you create a task, you must specify the action tha E B videos KAT Incidents 2015 04 07 11 48 21
actions, open the task property pages using the Properti View 4 = KATil et ’2015’04’07’12’48’21 N
Incidents 2015 04 07 12 48 _ 1KB
Action Details G} Refresh & Homegroup
SmeapErE CAKAT\Export_job.cmd A Hep
Selected tem 1% Computer
b Run &L Local Disk (C:)

Export_job - Notepad
File Edit Format View Help

set dirAlarms=KAT ALARMS $DATE:~10,4% $DATE:~4,2% 3$DATE:~7,2% $TIME:~0,2% $TIME:~3,2% $TIME:~6,2%.CSV :
set dirAlarmsHistory=KAT ALARMS HISTORY $DATE:~10,4% 3%DATE:~4,2% $DATE:~7,2% $TIME:~0,2% $TIME:~3,2% $TIME:~6,2%.CSV

set dirIncidents=KAT Incidents $%DATE:~10,4%_ $DATE:~4,2% $%DATE:~7,2%_ %TIME:~0,2% %TIME:~3,2% $TIME:~6,2%.CSV

o
&
H

BCP "SELECT * FROM [KAT EC].DBO.[PLANT ALARMS]" queryout C:\KAT\%dirAlarms% -t "|" -c -S "WH4-PC" -U "userl" -P "userl"
BCP "SELECT * FROM [KAT_EC].DBO.[ALARMHISTORY]" queryout C:\KAT\%dirAlarmsHistory% -t "|" -c -S "WH4-PC" -U "userl"™ -P "userl”
BCP "SELECT * FROM [KAT_EC].DBO. [PLANT_InCidents]" queryout C:\KAT\%dirIncidents% -t "|" -c -S "WH4-PC" -U "userl" -P "userl"”

set fld="C:\inetpub\ftproot\*.Ccsv"
IF EXIST %f1d% del %fl1d%

xcopy "Ci\KAT\*.CSV" "C:\inetpub\ftproot\"

Windows 7
Build 7601
s not genuine

= IR



LAB — FTP Destination Screen

]

Recycle Bin

[#l| Fie Acton View Help
Micr ||

(%) Task Scheduler (Local)
4 [ Task Scheduler Library
1w | Micrasoft
L WPD

Setup)|

» Computer » Local Disk (C:) » COMPLIANCE

Organize «

Name

(IMPORT CSV  Ready At7:53 AM every day - After trigger

< T

Status Triggers

General | Triggers | Actiens | Conditions | Settings | H 4 | *

Action

Start a program

Details i
CAKAT_COMPLIANCENGet_CSV.cmd

m

T [

Actions
Microsoft

] Create Basic Task...
© Create Task...

Import Task..

& Enable All Tasks

| New Folder...

X Delete Folder

il Display All Running Tasks

¢ Favorites
B Deskiop
& Downloads

| Recent Places

3 Libraries

=] Decuments
&' Music

le=| Pictures

B Videos

Include in library *

View
|6 Refresh
H Hep
Selected ltem
b Run
" End
& Disable
Eiport..

Propertied

A W

m

a& Homegroup

Share with + Burn

Mame

|| KAT_ALARMS_2015_04 021613 26
| KAT_ALARMS 2015 04 07 11 48 21
|| KAT_ALARMS_2015_04 0712 48_21
| KAT_ALARMS_HISTORY_2015 04 02_16_13_26
| KAT_ALARMS_HISTORY 2015 04 07 11 48 21
|| KAT_ALARMS_HISTORY_2015_04_07_12 48_21
|| KAT Incidents_2015_04_02_16 13 26
| KAT Incidents 201504 07 11 48 11
|| KAT Incidents_2015_04_07_12 48 21

New folder

Date modified

Get_ CSV - Notepad

File Edit Format View Help

@ftp -1 -s5:"%~£0"&GOTO:EQOF
open 10.10.0.103
anonymous

! ——FTP COMMANDE BELOW-—

C:\COMPLIANCE"

lecd
binar
mget "*.C8V"

discennect
bye

This copy

s is not genuine
z05PM | |
47772015
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LAB — Completed Deliverables

. Functional and Operational LAB for SCADA research

. Implementation of top 5 Oil & Gas Industry SCADA network protocols
(MODBUS/TCP-IP, KOYO-ECOM, ARTI, OPC, DNP3, IE104) in the lab

. Demonstrate the ability to use vulnerability, penetration testing and

forensic tools

Documentation for Lab maintenance

. Define a course material/lab exercises for students interested in SCADA
vulnerability assessments, SCADA penetration-testing and SCADA

forensics



LAB — Lab Then and Now!

Budget of S50 in 4
months with vendor
donated industrial
hardware

Now .. after an external Grant






