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Motivation

Malware
Malware, short for malicious (or malevolent) software, is software
used or programmed by attackers to disrupt computer operation,
gather sensitive information, or gain access to private computer
systems.

Malware in Mobile phone market

(a) Platform Distribution (b) Mobile Malware Distribution
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Motivation

Question

can we precisely summarize the functionality of an app
and furthermore predict the corresponding necessary
permissions?
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Background and Related Work

Related Work
Enck et al: Compare requested permissions against a preset-rule,
which defines “dangerous” permissions-combination

Peng et al: App risk ranking based on score, which was derived from
studying permission combination pattern

Code based approach.

Shortage
Computationally intensive: Download package, unzip package,
find certain file, parse permission requested, ....

Code not always available: packages are encrypted

Error prone: “Dangerous combination” is not dangerous, as long
as developers mean it, and users know it
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System Model: Introduction

Intuition

Goal
Detect inconsistency between Description and Permission
requested.

Regulate developers’ behavior: write sensible description, request
resonable permission.
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Score-Rule Finder: Keyword Score
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System Model: Approach

Final Score Calculator
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System Model: Approach

Score-Rule based Classification Model
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Evaluation

Evaluation

Table: Prediction Summaryp

Precision False Positive

directly call phone numbers 0.695652 0.304348

precise location 0.652174 0.347826

read your contacts 0.782609 0.173913

send SMS messages 0.739130 0.173913
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Conclusion

Conclusion
We proposep a machine learning based framework discovering
permission-description patterns behind Android apps, and utilize this
framework to detect the potential inconsistency between the
description and the permission of a untrusted app.

Contribution
1. First to propose permission-abuse detection from text-mining

approach

2. First to propose finding relationship link between description and
permission

3. Rudimentary study shows a promising result (Our future work!)
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1. Diversity

Larger data set within one category
More categories
Category-less

2. More precise key word extraction:

More, more comprehensive training set for Kea
More precise keyword extractor algorithm?
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Thank You

Thank You!
Questions please
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