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Introduction:

The effect of computer hacking on national security is a very pressing issue in today’s 

time especially because each generation is becoming more and more adept in using advanced 

technology.  Everyday technology is progressing and because of this we have to be aware of 

computer hackers. “A computer hacker is a person who finds out weaknesses in the computer 

and exploits it.” (“Hacker”, 2012).  These hackers have threatened national security by hacking 

into governmental records and have even initiated animosity between countries (“French Finance 

Ministry Suffers Cyber-attack”, 2011). The specific purpose of this paper is to inform the 

audience that the effect of hacking on national security greatly impacts nations in negative ways. 

Background: 

Hackers may use security exploits in order to achieve their intended effect of hurting a 

nation. “A security exploit is a prepared application that takes advantage of a known weakness. 

Common examples of security exploits are SQL injection, Cross Site Scripting and Cross Site 

Request Forgery which abuse security holes that may result from substandard programming 

practice” (“Hacker”, 2012). As described, these security exploits are tools that hackers can use 

to penetrate national security systems. According to Klimburg (2011), hacking is often sponsored 

by non-governmental agencies to exploit nations. This goes against the notion that countries 

initiate cyber warfare themselves. Next, this paper will discuss the potential benefits of hacking 

national security.                       

Potential Benefits:

When it comes to hacking national security, there is really no benefit for anyone except 

the hacker. The nation will risk losing its stability by being hacked or the people of the nation 

may lose their personal information to a hacker. According to Rubin (2012), a “pro-Israeli 
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hacker” put the Facebook emails’ and passwords’ of 30,000 “helpless Arabs” on a hacking 

website. This exemplifies the fact that there are benefits for the hacker such as fulfilling his/her 

selfish and political motivations by making other people of a nation miserable. The Arabs who 

were hacked felt attacked not just individually, but as a whole Arab nation against the Israeli 

hacker. This one hacker caused everyone anger and an obstruction of trust. 

According to Cooney (2009) “The Central Intelligence Agency…anticipates growing 

cyber threats as a more technically competent generation enters the ranks.” As Cooney (2009) 

says, since the CIA is expecting cyber hacking to occur, they are prepared for the worst. This can 

be looked at as a potential benefit because nations are improving their own security systems to 

avoid hackers. Similarly, “The growing number of cyber threats has led to increased demand for 

cyber security experts certified in IT master’s degree, penetration testing, computer forensics, 

security audit, ethical hacking and security analysis” (“French Finance Ministry Suffers Cyber-

attack”, 2011). The popularity of the new cyber security field is so extreme because of these 

harmful hackers. Now, it is important to examine the legal and ethical issues of hacking national 

security.                                      

Legal and Ethical Issues:

There are numerous legal issues involved with hacking national security information. 

According to Cooney (2009), “Hackers sometimes crack into networks for the thrill of the 

challenge or for bragging rights in the hacker community.”  Some hackers do not even hack for 

their own monetary gain like expected, but simply break the law just to get “bragging rights”. 

Stealing national intelligence and personal information is illegal. If the hackers were caught, 

severe consequences would follow. According to Klimburg (2011), “Chinese and Russian 

hackers have been behind a significant number of high-profile and hostile cyber attacks on a 
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number of countries.” Because these hackers are so inconspicuous it is hard to pinpoint the exact 

people who did the hacking. If countries were to make laws and punishments greater for hackers

perhaps less hacking would take place.

Hackers also break ethics. It is morally unjustified to steal information. According to 

Rubin (2012), “Now, after roughly 10 decades of actual physical fighting between Palestinian 

Arabs (and their brethren) and Jews, the struggle has moved to the electronic battlefield. In fact, 

in recent weeks there have been a host of serious clashes that have threatened not just soldiers,

but every single citizen in the Middle East.” In this situation we can see that both sides have 

fallen short of being ethical and now it is just full on cyber attacking for both the Jews and 

Palestinians.  Next, it is vital to observe security concerns. 

Security Concerns:

The largest problem when it comes to security concerns in regards to hacking national 

security is that often times individual data and information becomes available for the public to 

see. Cooney (2009) says “[hackers] damage public morale and confidence”. He is absolutely 

right, because the hacker not only stole their information, but also their assurance. Also, the loss 

of national, confidential documents is a huge issue to discuss.  “Cybercriminals intruded into 

around 150 computer systems at the Ministry and gained unauthorized access to several 

confidential documents.” (“French Finance Ministry Suffers Cyber-attack”, 2011). The French 

Finance Ministry lost many top secret papers due to the fact of hackers stealing and intruding 

information. Hacking all in all is a security concern. Hacking interferes with the normal route of 

cyber traffic and causes negativity on all ends.  To follow the analysis further, now this paper 

will examine social problems. 
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Social Problems:

Within the realm of hacking national security, many social problems such as trust issues 

do arise. Hackers sometimes end up representing a group of people or a “nation”. According to 

Rubin (2012) the “pro-Israeli Hacker” ended up representing the Jewish population and the 

“helpless Arabs” represented the Muslim population. One hacker caused two huge groups of 

people to get into frenzy with one another.  Israel vs. Palestine is already a touchy subject to 

most of these people affected, and bringing it up in the context of cyber-war is really painful for 

some. This hacker caused thousands of people to get angry at one another and even raised the 

hostility between Muslims and Jews (Rubin 2012).  To further understanding of this topic, it is 

important to look at further required research.    

Further Required Research:

In order to have an even better grasp on hacking national security it is necessary to do 

more research. Further research that will be useful to this topic should come from credible 

sources such as the ProQuest Database.  By going even deeper into the material, more 

knowledge will be learned because there will be more facts and examples to back up every idea 

formed. Further required research is definitely not an option, it is a necessary step to take in 

order to reach a high knowledge competence.                   

Conclusion: 

The central idea of this paper was that hacking into national security has major negative 

consequences. There are not enough benefits to hacking to make it an “okay” practice. It is 

illegal and unethical to hack national records because of the chaos that would follow. Also, there 

are many security concerns due to the fact that hacking can make private information become 

public information.  There are social concerns as well when it comes to hacking on a national 
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level because it can cause hatred between two countries or two groups of people. You should 

never take your privacy for granted, you are a part of a nation; if the nation is attacked by 

hackers, your private information could be at risk. 
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