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Do You See How I Pose? Using Poses as an Implicit Authentication
Factor for QR Code Payment

Chuxiong Wu
George Mason University

Abstract

QR code payment has gained enormous popularity in the
realm of mobile transactions, but concerns regarding its se-
curity keep growing. To bolster the security of QR code pay-
ment, we propose PQRAUTH, an innovative implicit second-
factor authentication approach that exploits smartphone poses.
In the proposed approach, when a consumer presents a pay-
ment QR code on her smartphone to a merchant’s QR code
scanner, the scanner’s camera captures not only the QR code
itself but also the smartphone’s poses. By utilizing poses as an
additional factor, in conjunction with QR code decoding, the
scanner verifies the authenticity of the smartphone presenting
the QR code. Our comprehensive evaluation demonstrates the
effectiveness of PQRAUTH, affirming its security, accuracy
and robustness.

1 Introduction

The widespread adoption of smartphones has significantly
changed the way commercial activities are carried out. In
particular, Quick Response (QR) codes, which enable con-
tactless mobile payment, have been widely utilized. As many
as 1.5 billion shoppers worldwide used QR codes to pay in
2020 and the number is predicted to be 2 billion by 2025 [54].
The market of QR code payment is projected to reach $35.07
billion by 2030 [55]. QR codes have become commonplace
among mobile payment service providers, such as Venmo,
PayPal, AliPay, and WeChat.

QR code payment provides fast and touch-free experiences,
obviating the necessity for carrying cash/credit cards or man-
ual receipt signing. As shown in Figure 1 (a), a consumer only
needs to show a QR code generated by a mobile payment app
to a scanner to complete the transaction. The code encodes
information, such as the user account ID and timestamp [39].
The scanner sends the decoded bits with other transaction in-
formation, such as the transaction amount and currency type,
to the back-end of the payment system for verification. If the
QR code is deemed valid, the payment is authorized.
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Figure 1: (a) A consumer presents a payment QR code for
a transaction. (b) An attacker sneakingly obtains the con-
sumer’s QR code and replays it to initiate a payment, without
deciphering the encoded information.

Attacks against QR code payment systems have been fre-
quently reported [8, 39, 46, 52, 74, 80]. As shown in Fig-
ure |1 (b), an attacker sneakingly acquires the victim’s QR
code displayed on the victim’s smartphone, and then displays
it on the attacker’s smartphone to check out. The attacker does
not need to decipher the encrypted data (such as the user ac-
count ID) in the QR code, but simply re-displays the victim’s
QR code. As the QR code is an exact copy of the code gener-
ated by the victim and thus considered valid, the transaction
proceeds, but the server charges the victim’s account. !

Similar to the notorious relay attacks targeting chip card
payment systems [4], replay attacks pose a significant threat to
QR code payment systems. Replay attacks against QR code
payment are not only feasible, but also cheap [8]. Attack-
ers can use affordable commercial off-the-shelf smartphones
or cameras to record QR codes [8]. Additionally, replay
attacks are often stealthy, as a QR code can be sent to a re-
mote attacker to conduct a fraudulent transaction. Due to the
widespread use of QR codes by various entities, including

I'This is called a replay attack in prior work [39,52,74], as the QR code is
first displayed on the victim’s phone and then re-displayed on the attacker’s
phone. We use the same term, and clarify that the QR code is not used twice.

USENIX Association

33rd USENIX Security Symposium 4571



large retailers like Walmart and Starbucks, as well as finan-
cial organizations such as Paypal and AliPay, replay attacks
against these systems are on the rise and can cause substantial
financial losses [39,52, 74].

To defeat replay attacks in QR code payment, researchers
have proposed various solutions [8, 39, 52,74, 80]. Unfor-
tunately, these methods are vulnerable, face challenges in
real-world deployment, or require users to change their habits.
More details about these works are discussed in Section 2.

We present a novel QR code authentication system, named
PQRAUTH, which leverages the poses of a smartphone dis-
playing a payment QR code as a second authentication factor.
PQRAUTH provides an additional layer of security for QR
code payment based on the simple yet solid fact: What the
scanner sees (i. e., the observed poses of the smartphone pre-
senting the QR code) should correlate with the actual poses
of the account owner’s smartphone (sensed by the built-in
sensors of the account owner’s smartphone).

The poses sensed by the built-in sensors of the account
owner’s smartphone serve as the ground truth. PQRAUTH
checks whether the scanner-observed poses of the smartphone
displaying the QR code match the ground truth. Specifically,
when a consumer displays a payment QR code on the smart-
phone, the Inertial Measurement Unit (IMU) in the smart-
phone collects information regarding the smartphone’s poses,
which is employed as the ground truth. When a scanner
scans the QR code, it estimates the smartphone’s poses by
analyzing the recorded video. By examining whether the
scanner-estimated poses match the ground truth, PQRAUTH
determines whether the payment should be authorized.

PQRAUTH carries multiple prominent properties. First,
PQRAUTH is secure against replay attacks. An attacker who
displays a victim’s QR code would also need to mimic the
poses of the victim’s smartphone, in real time, in order to fool.
However, studies have shown that people tend to overestimate
acute angles and underestimate obtuse angles when reproduc-
ing angles, even if there are no real-time constraints [14,27].
Thus, it is unlikely that attackers can reproduce the poses of
the victim’s smartphone in real time. Second, PQRAUTH
is a software-based solution, which requires no special hard-
ware on the consumer side. Third, PQRAUTH provides an
implicit authentication factor that does not change any user
habits, maintaining the excellent usability of QR code pay-
ment. With PQRAUTH, a user is not restricted to presenting
their smartphone in any specific positions or orientations. In-
stead, the user presents a payment QR code in the same way
as specified by current QR code payment. Fourth, PQRAUTH
can be generalized to other scenarios. QR codes are utilized in
various other scenarios, including gate access control in build-
ings, ticketing services, and profile sharing in social media
apps. PQRAUTH can also be applied to these scenarios.

It is worth clarifying that PQRAUTH requires zero per-
missions from smartphone users, as it merely uses zero-
permission motion sensors. In addition, the data collection

is only conducted while a user is using the QR code, which
alleviates privacy concerns.

We build a prototype of PQRAUTH and evaluate its per-
formance in real-world scenarios. Below are some of the
questions that our evaluation has studied. Does the system
work for different smartphones and scanners? Is the system
resilient to attacks? Is the latency overhead negligible? The
results give positive answers to all the questions.

The contributions of this work include:

1. We propose a novel authentication system named
PQRAUTH. It provides an implicit authentication factor
for QR code payment without changing user habits.

2. We present a technique that translates 2D images cap-
tured by a monocular camera to fine-grained 3D pose
information. Plus, an effective method that determines
the correlation between pose data is devised.

3. We implement a prototype of PQRAUTH and per-
form a comprehensive evaluation in real-world environ-
ments. Extensive experiments demonstrates its accuracy
(>0.99), robustness, and resilience to attacks.

The rest of the paper is organized as follows. We present
related work in Section 2 and introduce the background of QR
code payment schemes in Section 3. We present the threat
model and outline the system overview in Section 4. Section 5
shows the design details. The experiment settings for data
collection are presented in Section 6 and the evaluation is
presented in Section 7. Section 8 details the user study. We
discuss the limitations, improvements, and other potential
attacks in Section 9. The paper is concluded in Section 10.

2 Related Work

QR code security. To mitigate replay attacks, most mobile
payment apps, such as WeChat and Alipay, set a valid time
period for each payment code, which is around 90 seconds.
Moreover, mobile payment apps restrict that a code can only
be used once, which means any attempts to launch attacks
after the code has been used will be in vain. However, as
replaying a victim’s QR code can be conducted in a matter
of sub-seconds, attackers have rich opportunities to have the
replayed code scanned before the legitimate user [39,52,74].
Moreover, a variant of replay attacks, called Synchronized
Token Lifting and Spending [8], describes various means to
disrupt the legitimate transaction, ensuring the attacker to use
the QR code first.

As we aim at a secure and usable authentication approach,
we assess QR code security enhancement approaches based
on the following criteria: (C1) resilience to attacks, such as
replay attacks; (C2) no requirement for special hardware
on the consumer side; (C3) no alteration of user habits;
and (C4) good generalizability. The results are summarized
in Table 1.
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Table 1: Comparison. v: true, X: false, &: partially true, 2:
unclear.

Technique

mQRCode [52]

ScreenlD [39, 74]
AnonPrint [80]

POSAUTH [8]

Secret Handshakes [19]
RF-based technologies [56]
Distance bounding [11]
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Existing approaches detect replay attacks by examining
unclonable characteristics of either the QR code or the screen
displaying the code. For example, mQRCode [52] proposes to
use moiré patterns to camouflage the original QR code. This
makes it challenging for attackers to decipher the camouflaged
code when it is not in a designated position. However, to
use mQRcode, users must follow specific orientation and
positioning requirements, which requires changes in their
established habits (C3: X). As users needs to learn how to use
mQRCode and change their habits, it is difficult to generalize
it to other QR code applications (C4: X).

ScreenlD [39, 74] utilizes the pulse width modulation
(PWM) frequency of screens to establish a distinct screen
fingerprint to enhance QR code security. Nevertheless, at-
tackers can mimic the victim’s PWM frequency by using an
external lighting device, which can go unnoticed by cashiers
in self-checkout scenarios. Alternatively, once knowing the
rolling shutter interval of the QR code scanner, which is a
constant value, attackers can add rolling stripes over the QR
code to mimic the victim’s PWM frequency [39,74] (C1: X).
Furthermore, many smartphones are not equipped with PWM
screens, as PWM dimming can cause discomfort such as eye
strain, nausea, and headache [1] (C2: X), which limits the
generalizability of ScreenID (C4: X).

AnonPrint [80] fingerprints screens with unique brightness
levels of pixels across the display area, but it only works
in completely dark environment (C4: X) and requires the
smartphone to cover the whole scanner, which negates the ad-
vantage of touch-free characteristics of QR code payment (C3:
X). In addition, it is susceptible to pixel aging issues [80].

POSAUTH [8] involves attaching a unique QR code to each
POS terminal, which encodes its ID. Without POSAUTH,
the consumer directly displays a QR code. With POSAUTH,
however, the consumer needs to first scan the POS terminal’s
QR code and then displays a QR code that encodes the POS
terminal’s ID. This approach requires changes of user habits
(C3: X). This significant change also harms its generalizabil-
ity (C4: X). For example, it can hardly be applied to a busy
subway station that requires fast authentication.

Unlike existing approaches, our work is the first that en-

hances QR code payment security through correlation (with-
out using fingerprints). Correlation-based authentication has
led to many famous works [37,38,41,42,61,72,73,75,76]. As
interpreted in Section |, PQRAUTH carries multiple promi-
nent properties. However, we admit that it has a limitation
(C4: ¥): PQRAUTH can only be used with hands-free scan-
ners (or hand-held scanners with built-in IMU, such as smart-
phones). According to our survey, all the retailers have hands-
free scanners (see Section 9).

Alternative methods. One potential approach to QR code
payment security is to generate the payment QR code only
after the user presents it to a scanner. Like Secret Hand-
shakes [19], which enhances RFID security by activating
RFID tags only after a secret gesture is recognized, QR code
security could be bolstered by generating the QR code only
after detecting secret gestures. However, since replaying a
victim’s QR code can be executed rapidly [39,52,74], it re-
mains a significant threat even if the QR code is generated
after secret gestures are recognized (C1: X). Additionally,
enforcing secret gestures alters user habits (C3: X).

To authenticate the proximity of a smartphone to a QR
code reader, a straightforward approach is to utilize radio
frequency (RF) based wireless technologies, such as received
signal strength indicator, phase-based distance estimation, and
radio frequency fingerprinting. However, researchers have
repeatedly demonstrated the insecurity of these RF-based
proximity-proving techniques [20,23,24,28,56,67] (C1: X).
For instance, radio relay attacks [23] against the keyless entry
system of modern cars, without cracking crypto-keys, are not
only real [65] but also inexpensive ($22) [70]. Furthermore,
as wired QR code readers lacking RF capabilities dominate
the market [64], the generalizability issue associated with
RF-based techniques cannot be overlooked (C4: X).

Distance-bounding protocols [11], designed to establish
an upper bound on the distance between devices, have the
potential to counter radio relay attacks [21]. Active research
is underway to study their security aspects [17,44], while new
attack methods continue to emerge [5,7] (C1: ?). The proto-
cols are sensitive to even minor processing latency and thus
require specialized hardware that is not yet widely available
(C2: X). Moreover, due to the absence of standards, compati-
bility issues between devices of different vendors hinder the
widespread adoption of the protocols (C4: X).

Motion-based authentication. Human action-based authen-
tication has sparked numerous methods in different domains,
spanning from smart homes [37, 53, 59] to drones [61,71].
While a comprehensive review of all these methods exceeds
the scope of this paper, we focus on approaches employ-
ing camera-IMU signal correlation for authentication. These
methods compare motions estimated from camera data and
recorded by IMUs. UniverSense [53] and PosePair++ [59]
require users to move an IoT device equipped with an IMU
in front of a camera, and IMU readings and acceleration data
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estimated from images are used for pairing.” G2Auth [71]
conducts authentication between drones and users by having
users wave a smartphone in front of a drone’s camera.

These methods translate 2D images captured by cameras
into 2D acceleration data and compare it with IMU readings.
In contrast, our work converts 2D images into fine-grained
3D pose information and incorporates it for authentication.
IDIoT [58] estimates a plane of possible orientations based
on the locations of human body joints in 2D images. How-
ever, the orientations cannot be uniquely determined from
the joint locations in 2D images. Thus, as admitted by the
authors, it cannot recover fine-grained orientation information.
Furthermore, it assumes human bodies can be captured by
cameras, while during payment a scanner mainly captures a
smartphone displaying a QR code.

We introduce a mathematical model to estimate fine-
grained 3D poses of smartphone from 2D images. Addition-
ally, we propose a method to establish correlation between
the estimated poses and IMU readings. Notably, PQRAUTH
stands out as the first correlation-based authentication ap-
proach that utilizes fine-grained 3D pose data as a distinctive
authentication factor.

3 Background

Two main QR code payment schemes have been proposed for
different payment scenarios [43].

Consumer-presented QR code mode. To check out, a con-
sumer opens a digital wallet app, e. g., PayPal, generates a
unique one-time payment QR code with the app, which is
then scanned. The scanner decodes the QR code and sends
the decoded data to the payment server. The cashier receives
a notification once the payment is verified and prints the
sales receipt. Alternatively, in a self-service checkout system,
consumers present their payment QR codes to the scanners
themselves. The consumer-presented QR code payment pro-
cedure is similar to paying with a credit card, where the QR
code functions as a one-time credit card.

To scan consumer-presented QR codes for transactions,
merchants typically need to apply dedicated scanners and
obtain necessary permissions from a Point of Sale (POS)
provider [66]. Payment QR codes are not functional with
unauthorized scanners.

For convenience, most digital wallet apps, such as Paypal
and Venmo, do not require consumers to confirm transactions
after presenting the payment QR codes to scanners. Some
digital wallet apps do not need confirmation for transactions
below a predefined amount. For example, no password or
security verification is required by WeChat Pay for single
transactions under RMB 1000 (approximately USD 140) [69].
In other apps, like Alipay [3], consumers have an option to

2UniverSense and PosePair++ are designed for pairing, but it is straight-
forward to adapt them to authentication.

set up a transaction limit, below which no confirmation is
required. Despite the great usability (i.e., confirmation is not
mandated), the payment is vulnerable to replay attacks, where
an attacker replays the QR code presented by a consumer to
another authorized scanner.

Merchant-presented QR code mode. In contrast to the
consumer-presented QR code mode, upon checking out, the
cashier, rather than the consumer, generates a dynamic QR
code which contains the bill. The consumer launches the
digital wallet app, scans the QR code, and confirms the trans-
action in the app. Alternatively, the merchant generates a
static QR code containing their ID, and the consumer enters
the bill after scanning the QR code and confirms the purchase
on their smartphone. In this case, the merchant’s static QR
code can be printed on a portable paper, which is usually
adopted by small businesses, such as street food vendors. In
the merchant-presented QR code payment scheme, explicit
confirmation is mandatory for each transaction [2].

In the merchant-presented QR code mode, the QR code
obtained by an attacker cannot be exploited for illicit financial
gains. Additionally, the security of this mode is strengthened
by the mandatory consumer confirmation. In contrast, the
consumer-presented QR code payment scheme is vulnerable
to replay attacks, as demonstrated in previous research [8, 39,
52,74,80]. Therefore, we focus on consumer-presented QR
code mode.

4 Threat Model and Overview

4.1 Threat Model

QR code replay attacks. The attacker can obtain the con-
sumer’s QR code in several ways. For example, they may
physically get in proximity to a victim, and sneakingly record
the victim’s QR code with a smartphone. Note that the ac-
quired QR code can be sent to a remote attacker to conduct a
fraudulent transaction. Alternatively, an attacker may deploy
cameras in the environment and take a sneak shot of the vic-
tim’s QR code remotely [52]. Given that individuals typically
have their payment QR codes displayed on their phone screens
tens of seconds prior to cashiers scanning them [52], attackers
could exploit this window to acquire the victim’s QR code and
use it before the legitimate scanning process takes place. Such
attacks are also described in prior work [39,52,74]. Moreover,
a variant of replay attacks, called Synchronized Token Lifting
and Spending [8], describes a variety of means to disrupt a
legitimate transaction, while the attacker can acquire and use
the QR code.

Mimicry attacks. An attacker who knows the scheme of
PQRAUTH may launch mimicry attacks. Note that the QR
code generated by the victim contains the victim’s account ID.
A server only compares the poses of the smartphone being
scanned with the sensor data reported by that account owner’s
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smartphone. Consequently, an attacker must accurately repli-
cate the real-time poses of the victim’s smartphone, striving
to achieve the highest possible resemblance.

Similar to acquiring the victim’s QR code, the attacker can
employ a camera to observe the poses of the victim’s smart-
phone and mimic the poses simultaneously. However, it is
important to note that the average human reaction time ex-
ceeds 200ms [26,31,45]. Therefore, it is unlikely for attackers
to replicate the poses of the victim’s smartphone in real time,
and such time difference can be detected by our algorithm.
We also assume that attackers have the capability to predict
the victim’s behaviors through various side-channels, such as
leveraging auditory cues like the distinct beep sound produced
by a successful QR code scan. This allows them to estimate
the timing of the victim’s scanning completion and adjust
their own smartphone accordingly. However, research reveals
that individuals tend to overestimate acute angles and underes-
timate obtuse angles when reproducing angles, even without
time constraints [14,27]. Therefore, even if the attacker pre-
dicts the timing of the victim’s smartphone movement, it is
unlikely that they can accurately replicate the poses.

Perspective distortion attacks. An attacker, who knows the
scheme of PQRAUTH and the difficulties of impersonating
a user’s operations in real time, may choose to perform per-
spective distortion on the replayed QR code. Specifically, the
attacker employs computer vision techniques to analyze the
poses of the victim’s smartphone and meanwhile distorts the
replayed QR code, rendering a visual effect that the replayed
QR code’s poses correlate with the poses of the victim’s
smartphone. However, the perspective distortion attacks re-
quire utilizing specialized algorithms and ample computing
resources to lively infer poses of the victim’s smartphone and
distort the QR code, which make it less practical in real world.
More importantly, the perspective distortion attacks can be
easily detected, as the boundaries of the distorted QR code
are not parallel to those of the smartphone screen.

A variant of the attack is to record a video or generate a
fake video, e.g., using AlI, which includes a smartphone that
shows the victim’s QR code and the poses of the victim’s
smartphone. Then, a large screen is used to show the video to
the scanner. However, with this attack, the phone is not live
but rendered using a screen. Either of the two distinct types of
techniques can detect such attacks: (1) techniques that detect
Al-created videos [40], and (2) techniques that detect whether
the part showing phone boundaries belongs to a screen based
on, e.g., moire patterns [52] and flickering [39].
Assumptions. Similar to prior work [39,52,74], we have the
following assumptions. We assume that the attacker cannot
physically get and unlock the victim’s smartphone. We also
assume a malicious app, if installed on the victim’s smart-
phone, does not manipulate the sensor data, since the current
smartphone’s sensor security model allows only read access
to sensitive sensors. We assume that those authorized scan-
ners are not compromised, as retailers usually have strict

Figure 2: A smartphone’s pose is represented as the orienta-
tion of the smartphone, which is indicated by the gravitational
forces acting along the smartphone reference axes.
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Figure 3: System architecture.

polices regarding software installed in scanners.

4.2 Overview

Our objective is to enhance the security of QR code payment
without altering users’ habits. In PQRAUTH, users follow a
typical QR code payment process, while a factor of authentica-
tion based on poses is added implicitly. As shown in Figure 2,
a smartphone’s pose is represented as the orientation of the
smartphone, which is reflected by the gravitational forces act-
ing along the smartphone reference axes. The readings from
the gravity sensor along the device reference axes, i.e., Gy,
Gy, and G, represent the projections of gravity, which in turn
indicate the orientation of the smartphone.

Figure 3 illustrates the system architecture, consisting of
three entities: a smartphone owned by a user, a scanner used
by a merchant, and a server that provides authentication ser-
vices. A representative procedure of PQRAUTH is as follows;
note that specific details may vary based on the implementa-
tion and payment scenarios.

1. After a bill is generated, the user unlocks the smartphone
and launches the payment app to generate a payment QR
code ((D), and the smartphone starts recording its IMU
data (@). The user shows the code to the scanner.
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2. Once the code is detected by the scanner ((3)), a beep
alert is emitted to indicate a successful scan, and the user
may then put away the smartphone.

3. The scanner decodes the payment code (@) and esti-
mates the poses of the smartphone displaying the code
(®). The scanner sends the decoded information ((©))
and estimated poses to the back-end server ((7)).

4. Once the account ID is decrypted ((®)), the server fetches
the IMU data from the app logged in with that ID (9)).

5. The server makes a decision by comparing the IMU
data with the pose data estimated by the scanner, and
sends the payment result to the scanner and the smart-
phone ({0). If the pose information estimated by the
scanner matches with that recorded by the consumer’s
smartphone, the payment is authorized; otherwise, it is
rejected, and the user is notified to re-generate a payment
code and repeat the authentication procedure until the
maximum number of attempts is reached.

It is worth clarifying that a payment QR code encodes
the consumer’s account ID. Thus, the server only compares
the scanner-observed pose data with IMU data fetched from
the payment app logged in with that account ID. In other
words, the decision-making process involves a one-to-one
verification problem rather than a one-to-many identification
problem, meaning that its accuracy does not decline as the
number of users increases.

S System Design

On the smartphone side, we utilize IMU sensor data to de-
termine the smartphone’s poses. On the scanner side, we
perform smartphone pose estimation (Section 5.1) from the
recorded video and apply data pre-processing to eliminate
noise and outliers (Section 5.2). After receiving the pose
data from the scanner and the smartphone, the server deter-
mines their correlation (Section 5.3). For scanners without an
IMU, we perform scanner orientation calibration, which is a
one-time effort (Section 5.4).

5.1 Smartphone Pose Estimation

To determine the poses of the smartphone from the recorded
video, we perform QR code detection to locate the QR code
in the video frame. Within the QR code, three square position
markers are situated at its top-left, top-right, and bottom-left
corners. These markers facilitate the process of locating and
orienting the QR code, enabling a QR code reader to identify
it accurately.

After locating the QR code, we estimate the pose of the
smartphone in the world coordinate system. When a QR code

Camera Frame
(Image Plane)

Scanner Frame

QR Code Frame

=~ World Frame

Figure 4: Transformation between coordinates. X-axis: red;
Y-axis: green; Z-axis: blue.

is detected by the scanner, the rotation of the smartphone can
be obtained by the following equation:

Phone __ pCam OR Phone
RWarld - RWorld 'RCam . RQR ()

where Rﬁ,’;“r’;; represents the rotation matrix from the world
coordinate system to the smartphone coordinate system.

The matrix vav‘g’r’[ 4 denotes the rotation from the world
coordinate system to the scanner camera coordinate system.
It can be calculated by Equation 2:

R%g?ld = R%ffzrfr 'Rgga”rlmer (2)
where Revcgr"l’[’f’ is the rotation matrix from the world frame to
the scanner frame, and Rgf(:’}mer is the rotation matrix from
the scanner frame to the camera frame. For scanners with
IMU integrated, the scanner frame is defined as their sensor
coordinate system. RSWC(‘)‘;'Z’Zf’ can be obtained from the IMU
sensor built in the scanner. For instance, Android provides
the getRotationMatrix () method, which uses the gravity
sensor and the geomagnetic field sensor to get the rotation
matrix for a device. Since the camera is fixed in the scanner,
the pose of the camera is stable relative to the scanner, and the
transformation Rgf;}m . 18 constant and can be predetermined
based on their relative poses. For example, in the case of
a smartphone scanner, the camera frame can be obtained
by rotating the smartphone’s IMU coordinate system by 180
degrees along its x-axis. In summary, R%g"r’l 4 can be calculated
based on the scanner’s IMU data. For scanners without IMU
integrated, such as a hands-free scanner shown in Figure 4,
we propose to perform scanner orientation calibration, which
is discussed in Section 5.4.

The rotation matrix Rgfm represents the rotation of the
QR code with respect to the camera frame. We employ a
Perspective-n-Point (PnP) based method [35], which mini-
mizes the reprojection error from 3D-2D point correspon-
dences, to estimate Rgfm. Specifically, a matrix TCQaIfn is de-
fined to denote the homogeneous transformation from the
camera coordinate system to the QR code coordinate system,

as shown in Equation 3. It consists of the 3 x 3 rotation matrix

RZ;, and a3 x 1 position vector Po,,.
OR OR
TCQR — |:RCam PCam] (3)
am 01 %3 1
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With the transformation matrix TCQJ;, the coordinates of
the four corners of a QR code within the image plane can be
described by Equation 4, as outlined in accordance with the

pinhole camera model [78]:

Ui fi 0 ¢ O };l
Vil =10 £ o 0750 |, 4)
1 0 0 1 0 !

where [X; Y; Z;] represents the 3D position vector of the i-th
corner of the QR code, and [U; V;] denotes the corresponding
2D position vector in the image frame captured by the camera.
To simplify and without sacrificing generality, we designate
the QR code frame’s origin as the origin of the world frame.
Given that the four corners of a QR code lie in the same
plane, their z-axis coordinates Z; within the QR code frame
are uniformly set to zero. In Equation 4, f, and f, are the
focal lengths expressed in pixel units, while (cx,cy) is the
principal point which is at the image center. fy, fy, ¢y, and ¢y
are intrinsic parameters of a camera and can be obtained via
one-time preliminary camera calibration [78].

By localizing the four corners within the image plane and
providing their corresponding 3D coordinates, the transfor-
mation matrix TCQaIfn can be deduced utilizing Equation 4. The
rotation matrix Rgfm is then used to estimate the smartphone’s
orientation in the world coordinate system, as illustrated in
Equation 1.

The matrix R’é’,’f"e is defined as rotation from the QR code
coordinate system to the smartphone’s coordinate system. We
use the smartphone’s sensor frame to represent the smart-
phone’s coordinate system since the sensor data are leveraged
for authentication. As illustrated in Figure 4, the QR code
coordinate system is a right-handed coordinate system with
the corner of the middle position marker as the origin, while
the x-axis and y-axis are represented by two margins. The sen-
sor coordinate system is defined relative to the smartphone’s
screen, and its x-axis points to the right, y-axis points up,
and z-axis points toward the outside of the screen. Since the
coordinate systems of the QR code and the smartphone are
predefined, the matrix R is predetermined.

We have the following equation that describes the relation-
ship between the gravity measured in the world frame and in
the smartphone’s frame:

0 e
0| = Ry - gravity = R - | G, )
8 G;

where g is the constant value of gravity, and [G, G, G
represents the gravity values measured by the smartphone
along its three axes.

To compare the rotation information estimated by a scanner
with the sensor data recorded by a smartphone, we calculate
the gravity values estimated by the scanner with the formula

—Sensor_X —Sensor_y —Sensor_z -—-scanner X —scanner y - scanner z
Benign Case Under Attack

Gravity (m/s?)

00 05 1.0 L5 20 00 05 10 15 20
Time (s) Time (s)

Figure 5: Poses, represented as gravity data, after pre-
processing. Solid line: pose data collected by a smartphone
sensor; Dashed line: pose data inferred by a scanner. In non-
malicious scenarios, there is a robust correlation between the
pose data derived from the scanner and that collected from
the smartphone. Conversely, in instances of replay attacks,
this correlation tends to deteriorate significantly.

adapted from Equation 5:

Gs o 0
Gy| =Ryt - [0 =Riia"- |0 ©
G, 8 8

We perform smartphone pose estimation for each frame
captured by the scanner, resulting in a sequence of data points
representing the smartphone’s poses during the presentation
of the QR code. Each data point in the sequence corresponds
to the gravity values along the three axes of the smartphone’s
sensor coordinate system ([G, G, G]). This sequence is then
sent to the server for correlation determination.

5.2 Data Pre-processing

Obtaining the smartphone’s pose data inferred by the scan-
ner and the user ID in the QR code, the server acquires the
IMU data from the user’s smartphone for comparison. The
pose data determined by the scanner and collected by the
smartphone’s IMU may both fluctuate and contain noises.
Therefore, we perform pre-processing operations on this data.
We use linear interpolation to fill gaps in the data that
arise due to uneven sampling. IMU data may contain high
frequency noises caused by environmental vibrations, such as
sounds [30, 34], we apply a low-pass filter to filter out noises
with high frequencies [60]. As the vibration caused by human
mobility is mostly less than 10 Hz [15], we select a low-pass
Butterworth filter with a cut-off frequency of 10Hz. We apply
a median filter to remove outliers and smooth the data [25].
In this manner, two sequences of gravity data are obtained,

denoted as: Gs = {Gg), G§2), ceey Gé’l)} estimated by the scan-
ner, and Gp = {Gfpl), GI(DZ), e G;D")} collected by the smart-
phone’s IMU. Note that each data point in the gravity se-
quence contains three elements, each measures the force of
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gravity that is applied to the smartphone on one of the sen-
sor coordinate system’s axes. The gravity data, as inferred
by a camera and collected by a smartphone’s IMU after pre-
processing, is depicted in Figure 5.

5.3 Correlation Determination

After pre-processing, we obtain sequences of gravity data, Gg
and Gp. Note that each data point in the gravity sequences
contains three elements, each representing the gravity pro-
jections along the respective sensor axis.. To determine the
correlation between the data sequences obtained from the
camera and smartphone, we calculate the Euclidean distances
for each attribute in the sequences separately. To account for
variations in the length of data n each time a user presents
a QR code, we obtain the average distances by dividing the
Euclidean distances of each attribute by n. The resulting aver-
aged Euclidean distances are used as features for training a
classification model.

The IMU has demonstrated its reliability as an instrument
for evaluating various ranges of motion, as noted in previ-
ous research studies [9, 18, 51]. Even low-cost IMUs can
offer remarkable precision, with a maximum error of approxi-
mately 0.5 degrees [33]. Particularly for short time intervals,
the influence of IMU drift resulting from integration errors,
sensor bias, and sensor noise is minimal [51]. However, the
accuracy of smartphone sensors can vary across different de-
vices. To further strengthen the resilience of our system and
account for potential inaccuracies in IMU measurements, we
propose utilizing correlation to assess the similarity of the
shape between data sequences. This approach is based on the
observation that despite the inherent inaccuracies and drift
in IMU sensor data, the overall trend, whether increasing or
decreasing, tends to be reliable. Specifically, we employ the
Pearson correlation coefficient (PCC) [16], which is a widely
used algorithm for quantifying the correlation between two
time series. The PCC is calculated as the covariance of two
data sequences divided by the product of their standard de-
viations. The resulting PCC value ranges from -1 to 1. A
PCC value of 1 indicates a perfect positive linear relationship
between the sequences, while a value of -1 suggests a perfect
negative linear relationship. A PCC value of O indicates the
absence of a linear relationship between the sequences.

In addition to utilizing the Euclidean distances and PCC
scores, we also leverage the following features regarding the
differences between data sequences: minimum, maximum, dif-
ference between minimum and maximum, average, standard
deviation, median absolute deviation, and median.

We further calculate the fisher score to select fundamental
features. The normalized fisher scores are shown in Table 2.
Features with a normalized fisher score above 0.1 are selected.

Table 2: Normalized fisher scores of features.

Feature Pose
X-axis | Y-axis | Z-axis
Euclidean 1.00 0.24 0.39
PCC 0.36 0.26 0.21

Minimum 0.20 0.10 0.12
Maximum 0.92 0.23 0.44
Max-Min Diff | 0.41 0.19 0.35

Average 0.99 0.27 0.38
Std 0.39 0.15 0.27
MAD 0.24 0.08 0.24
Median 0.79 0.26 0.79

5.4 Scanner Orientation Calibration

The smartphone orientation estimation from the recorded
video requires the knowledge of the scanner’s orientation. (1)
Scanners that are equipped with IMU, such as smartphones,
can obtain R%’gfft’f’ from the sensor data, as described in Sec-
tion 5.1. (2) For scanners without IMU, we propose to do
scanner orientation calibration with the help of an off-the-
shelf smartphone, which is a one-time effort. Specifically, a
cashier shows a smartphone displaying a QR code to a scan-
ner to be calibrated; meanwhile, the scanner estimates the
rotation of the smartphone and the smartphone records its
rotation with built-in sensors. Note that the calibration we
perform is for extrinsic parameters corresponding to the scan-
ner’s orientation. The intrinsic parameters, which are solely
determined by the scanner’s camera and remain constant af-
ter the factory calibration, are not affected. It is also worth
noting that recalibration is unnecessary as long as the pose of
the scanner remains constant, meaning that Rf;;‘r"lz” remains
unchanged, even if the scanner is relocated. For example, on
a flat checkout counter, the scanner can be moved without
necessitating recalibration.

Based on Equation 1, Equation 2, and Equation 5, we can
derive the following:

0 Gy
S, C OR  pPh
O = Rwortd ~ Rscanner Ram RoR™ - | Gy
g G, N

__ pScanner
_RWOrld Y

where R‘S,chfl’;” represents the rotation matrix from the world
coordinate system to the scanner frame and Q is the multipli-
cation of multiple matrices and vectors that are known. As a
rotation matrix has only three rotational degrees of freedom,
R‘&,"{i’ffjf’ can be determined with a one-time calibration proce-
dure, even though multiple operations can enhance accuracy.

To evaluate the effectiveness of the proposed scanner ori-
entation calibration, we use a smartphone placed on a holder
to serve as a scanner, mimicking the calibration process for
hands-free QR code scanners widely adopted by retailers and
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Nexus 5X Pixel 3A  Pixel 4 Pixel 6
Figure 6: Four pairs of smartphones. Each pair contains two
identical phones.

merchants. During this process, we consider the IMU sensor
data of the scanner as ground truth and compare the calibra-
tion results with the IMU sensor data. Our results indicate that,
with the one-time calibration, the average angular error along
three axes is 0.04 radian (2.3 degrees), demonstrating the
effectiveness of the proposed calibration method. Addition-
ally, we evaluate the authentication accuracy of PQRAUTH
based on the calibration results. PQRAUTH achieves an equal
error rate (EER) of only 0.01 with the one-time calibration,
a performance level similar to using the scanner’s IMU data
for orientation determination. These findings underscore the
accuracy and efficiency of the proposed calibration method.

6 Datasets

To evaluate how PQRAUTH performs in determining the cor-
relation between two sequences of pose data, we conduct
experiments and build two datasets. Dataet I is collected for
normal cases, i.e., without attacks, while Dataset II is col-
lected with mimicry attackers. We recruited 20 participants,
including 10 males and 10 females aged range from 18 to 63.
It is worth noting that PQRAUTH tackles a verification prob-
lem where each individual is matched to a unique identity,
rather than an identification problem where one individual
is matched against multiple identities. Thus, the accuracy
of PQRAUTH remains consistent even as the user base ex-
pands. All the participants have prior experience with QR
code payment services. The experiments are performed with
the approval of an Institutional Review Board (IRB).

6.1 Devices

Without loss of generality, we generate a version-2 (25 x 25)
QR code as the payment code. We employ smartphones as
scanners, a strategy consistent with previous work [39, 52,
74,80]. These smartphones also serve as consumer owned
devices for displaying QR codes. To ensure that the attacker’s
scanner has the same orientation as the victim’s scanner, we
use two identical smartphone holders with fixed tilt angles.
Figure 6 illustrates the smartphones used in our experiments,
including Nexus 5X, Pixel 3A, Pixel 4, and Pixel 6.

6.2 Dataset1

To build Dataset I, we instruct the participants to present the
payment code to a scanner (Pixel 6) individually. The scanner
is positioned on a smartphone holder to emulate a hands-free
QR code scanner. The participants are requested to present a
QR code with a smartphone (Pixel 3A) to the scanner in the
same manner they normally use a QR code payment service.
They are allowed to hold the smartphone with any hand and
in any way they feel most comfortable. After each successful
QR code scan, a notification sound is produced by the scanner
to indicate a success, and participants are then free to put
away the smartphone. Each participant performs 50 times of
authentication operations.

6.3 Dataset 11

For the construction of Dataset II, participants are randomly
paired, where each pair consists of one individual acting as
the victim and the other as the attacker. These roles are
later interchanged between them. We ensure that the attacker
participant uses identical devices as the victim participant.
Specifically, two Pixel 6 smartphones are positioned on two
identical holders to serve as scanners. These holders are
placed parallel to each other at the same height, with a 70-
centimeter distance between them. This distance is selected
to ensure that the attacker participant can closely observe the
victim participant’s authentication actions without interfering
with their operations. The victim participant, using a Pixel
3A, is told to perform transactions in the same manner as they
would typically do at a retail store. The attacker participant,
also using a Pixel 3A, is instructed to imitate the victim’s
actions as closely as possible. Both scanners provide feedback
in the form of beeps if they detect a QR code.

The experimental settings inherently favor attackers, as they
can closely and clearly observe the victim’s behaviors in real
time. By contrast, in real-world scenarios where attacks are
launched remotely to maintain stealth, attackers need to use
cameras to spy on the victim and then observe the victim in a
screen. This introduces additional delays and also results in
less clear observation of the victim’s actions. Moreover, even
if attacks are conducted at the same location, it is unlikely that
attackers would have such a clear view, as checkout counters
are typically obstructed with boards.

7 Evaluation

7.1 Accuracy

Metrics. We use the False Acceptance Rate (FAR) and the
False Rejection Rate (FRR) as two of the metrics to evaluate
the accuracy of PQRAUTH. FAR denotes the percentage of
instances where attacks are incorrectly authenticated and a
lower FAR indicates higher security. FRR shows the percent-
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Figure 7: ROC curve, AUC, and EER.

age of legitimate authentication instances are rejected and a
lower FRR shows better usability. We also report Equal Error
Rate (EER) which corresponds to the point at which the FRR
is equal to the FAR. A lower EER indicates a higher accuracy
(1-EER) of a system. We also use a Receiver Operating Char-
acteristics (ROC) curve to show the accuracy of our system
across all possible thresholds and report the Area Under the
Curve (AUC) of the ROC curve.

Human Mimicry Attacks. From Dataset I, we form the
data sequence uploaded by the scanner and the sensor data
collected by the smartphone for each authentication as a pos-
itive data pair, and label it as 1. From Dataset II, we form
the data sequence uploaded by the scanner which scans the
attacker-presented QR code and the sensor data collected by
the victim’s smartphone for each authentication as a negative
data pair, and label it as 0. We adopt a strict mechanism,
Leave-One-Subject-Out (LOSO), to train an SVM model and
evaluate PQRAUTH without user bias. That is, we iteratively
choose the data of one subject for testing and use the data
of the other 19 subjects to train the system, and report the
average performance of these systems.

We compare PQRAUTH with a baseline approach that uti-
lizes camera-IMU signal correlation for authentication. Uni-
verSense [53] and G2Auth [71] confine user motions to a 2D
plane parallel to the camera, and PosePair++ [59] projects
user’s motions onto a 2D plane parallel to the camera’s image
plane to estimate the acceleration data. As the baseline, we
also project the smartphone’s positions onto a 2D plane paral-
lel to the scanner’s image plane to estimate the smartphone’s
2D acceleration. The 3D pose data is not used in the baseline.
The results of the baseline show that the EER is 0.244.

The results of PQRAUTH are shown in Figure 7. The
average EER is 0.009, and the AUC is 0.9997. The low
EER indicates that PQRAUTH achieves a high accuracy of
0.991 in distinguishing benign users and attackers. Thus, our
approach significantly outperforms the baseline, highlighting
the importance of 3D pose data for accurate authentication.

Robotic Mimicry Attacks. To delve deeper into PQRAUTH’s
vulnerabilities, we also explore how a robot could potentially
attack the system. We assume a humanoid robot which can
mimic consumer’s behaviors perfectly. However, the physical
responses of a robot always suffer from delays imposed by

50 100 150 200 250
Delay (ms)

Figure 8: Robotic mimicry attacks with delays.

physics, and these delays cannot be reduced beyond a funda-
mental limit [62]. For instance, even leading humanoid robots
like NAO, which has a high cost of $9,000, require 200ms
to execute a motion command [22]. Another work gives a
detailed analysis of the delay and considers the minimum
delay as 180 ms (including 80 ms of mechanical delay) in
their evaluation [79]. But note the delay does not include the
computer vision analysis. One study shows the end-to-end
delay from human-waving to robot-waving can take up to
1.72 seconds [13]. Thus, we consider a perfect robot but with
areasonable delay.

To evaluate how resilient PQRAUTH is to robotic mimicry
attacks, we construct negative data pairs by shifting the sen-
sor data in Dataset I, and label them as 0. Suppose a robot
has a delay of 50 ms, then the sensor data is shifted by the
same amount. With the positive data pairs and negative data
pairs from Dataset I, we train an SVM model to evaluate
the accuracy of PQRAUTH. Figure 8 shows the EERs of
PQRAUTH under robotic mimicry attacks with different de-
lays. For mimicry robots with delays greater than 200 ms,
PQRAUTH achieves EERs less than 0.012, demonstrating its
resilience to robotic mimicry attacks.

7.2 Entropy

Entropy is a widely accepted metric for assessing the security
strength of authentication methods, such as passwords [32]
and PINs [68]. In the context of PQRAUTH, we employ
entropy to evaluate the randomness of the poses. This ran-
domness directly reflects the difficulty faced by attackers
attempting to guess these poses. The formula for calculating
the entropy of a variable x, given the distribution P(x), is
expressed as E = —Y .y P(x)log P(x). To assess the entropy
of individual users, we analyze the pose distributions gathered
from our dataset. Note that each data point comprises gravity
along the three axes of the smartphone sensor coordinate sys-
tem (see Section 5.2). The gravitational forces along the three
axes exhibit totally two degrees of freedom [36]. To quantify
the overall entropy, we first compute the average entropy of
the gravitational force along each axis and then double it to
take into account the degrees of freedom. The resulting av-
erage entropy, calculated across all individuals, amounts to
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14.4 bits. For comparison, human-chosen passwords typically
have an entropy ranging from 14 to 30 bits [32]. Authentica-
tion mechanisms based on four-digit PINs exhibit an entropy
of 8.4 bits, while those employing six-digit PINs have an
entropy of 13.2 bits [68]. These findings underscore the sub-
stantial uncertainty due to PQRAUTH, further establishing its
potential as a promising biometric authentication factor.

PQRAUTH not only evaluates a single pose presented by
a user but also considers the dynamic poses within the au-
thentication process. Consequently, attackers must guess not
only the victim’s static pose but also a sequence of poses.
To measure the unpredictability of the dynamic poses, we
employ approximate entropy (ApEn), which a metric uti-
lized to quantify the level of randomness and unpredictability
within time series data [57]. In essence, given a time series
of length N, ApEn(m,r,N) is approximately equal to the neg-
ative average logarithm of the conditional probability that two
subseries of length m, which are similar within a tolerance
specified by +r times the standard deviation of the time se-
ries, will remain similar for subseries of length m + 1. ApEn
generates a unitless value that falls within the range of O to 2,
where 0 corresponds to a perfectly regular time series (e. g., a
periodic signal), while 2 signifies a completely random time
series (e. g., Gaussian noise) [47]. Some prior work has also
employed ApEn to gauge the unpredictability of various au-
thentication methods. For instance, For EEG signals, ApEn is
0.25 bits [48], for ECG signals it is under 0.21 bits [29], and
for gait at a comfortable speed it is 0.53 [63]. To calculate the
total ApEn of PQRAUTH, we first compute the average ApEn
for the gravitational force along each axis and then double
it. Based on our datasets, the ApEn is calculated to be 0.52
bits. This indicates that the dynamic poses during a QR code
payment is more unpredictable compared to EEG [48] and
ECG [29], and comparable to gait [63].

7.3 Parameter Study

QR Code Reader. We employ a variety of cutting-edge
QR code readers that are publicly available, including
ZBar [77], ZXing [81], BoofCV [10], OpenCV [49], and
WeChat [50]. The results of our evaluation, which re-
veal EER75,,=0.011, EER7xi;;=0.012, EERBocy=0.010,
EEROpencv=0.010, and EERwechar=0.009, indicate that there
are negligible differences in accuracies across all the QR code
readers. PQRAUTH performs effectively regardless of the
specific QR code reader employed, demonstrating its robust-
ness.

Classifier. We employ three different classifiers, SVM, kNN,
and Random Forest, to train the model. We examine different
kernels for SVM, including linear, polynomial, and radial
basis function (RBF), and find RBF to be the most effective.
We use grid search to determine the optimal hyperparameters
for SVM, setting ¢ to 10 and yto 0.01. We also experiment
with different values of k for kNN, ranging from 1 to 20, and

find that 5 is the optimal value. We test different numbers
of trees for Random Forest, ranging from 50 to 200, and
find that 80 is the optimal value. The results, which show
EERgsyvM=0.009, EERRrp=0.012, and EER;nN=0.013, indicate
that SVM has the lowest EER.

Smartphones. In this study, we investigate the impact of
smartphones on PQRAUTH. We utilize smartphones of dif-
ferent sizes and weights, including the Nexus 5X, Pixel 3A,
and Pixel 4. Victim participants choose one of the smart-
phones, and attacker participants are instructed to use smart-
phones of the same model as those used by the victims to
launch mimicry attacks. The results, depicted in Figure 9a,
demonstrate no significant performance difference among the
smartphones. Therefore, we conclude that regardless of the
smartphone used, the accuracy of PQRAUTH keeps high.
Cameras. This study aims to determine if PQRAUTH works
equally well on different scanners. To do this, we use three
different smartphones, namely the Nexus 5X, Pixel 4, and
Pixel 6, as scanners. Both the victim and attacker participants
use the Pixel 3A smartphones to display the QR code. The
results, shown in Figure 9b, indicate that there is no signif-
icant difference in performance between the three cameras.
Therefore, we conclude that cameras have little impact on the
performance of PQRAUTH.

Training Dataset Size. We evaluate the impact of training
dataset size on the system performance. The training dataset
size is defined as the number of participants for training. We
train PQRAUTH with data from 5 to 19 participants, and
test the accuracy of PQRAUTH with data of the reset of par-
ticipants. The results in Figure 9c shows that the accuracy
converges when the number of participants in the training
dataset reaches 15. It indicates that PQRAUTH only needs
a few data samples in the training phase to determine the
threshold.

Camera FPS. We study the impact of camera FPS by varying
its frame rate while fixing the camera resolution to 1080P.
We have the smartphone’s camera to record videos at 10,
20, 30, and 60 FPS, separately. As shown in Figure 9d, the
higher FPS, the higher accuracy of PQRAUTH. Especially,
a significant improvement can be observed when the FPS is
increased from 10 to 20. Considering a higher FPS requires
more resources, and the improvement from 30 to 60 FPS is
less significant, we set the FPS as 30, which is also the default
frame rate of most smartphones.

Camera Resolution. We study the impact that camera reso-
lution has on PQRAUTH, by setting the smartphone’s cam-
era to different resolutions. We set the smartphone’s reso-
lution to the most popular resolutions supported by mobile
devices, including 480P (720 x 480), 720P (1280 x 720), and
1080P (1920 x 1080). The results show that increasing the
camera resolution leads to higher accuracy, as evidenced by
EER450p=0.016, EER750p=0.011, and EER (ggp=0.009. No-
tably, even at 480P resolution, PQRAUTH still achieves ac-
ceptable accuracy, indicating that high-resolution scanners are
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Figure 9: Impact of different parameters.

not necessary for its deployment, making it an economically
viable solution.

Screen Brightness. We evaluate the performance of
PQRAUTH in four screen brightness levels, i. e., the bright-
ness on the consumer side is set to 25%, 50%, 75%, and
100% of the highest level. On the attacker side, the brightness
level is set 100% to favor the attacker. Figure 9e shows the
corresponding results. The accuracy of PQRAUTH remains
consistent under different brightness levels. However, the
brighter the screen is, the easier it is to capture the QR code,
resulting in less time required for authentication. We thus
recommend that smartphones set their screen brightness to the
highest level when presenting QR codes. It should be noticed
that the recommendation is not specific for PQRAUTH, most
mobile payment apps, such as AliPay, PayPal, and Venmo,
adjust the screen brightness to the highest level automatically
when generating a payment code.

IMU Sensor Sampling Rate. Increasing the sampling rate of
the IMU sensor data in smartphones can capture more subtle
characteristics, but it also comes with higher burdens such as
data collection and power consumption. To determine the op-
timal sampling rate, we conducted a study by down-sampling
the original sensor data and analyzing the performance at dif-
ferent sampling rates. We vary the sampling rate from 10Hz
to 60Hz in steps of 10Hz. The results, shown in Figure 9f,
indicate that the performance significantly improves when
the sampling rate increases from 10Hz to 20Hz, and it stabi-

lizes when the sampling rate reaches SOHz. Therefore, we
choose the sampling rate of SOHz, which is well within the
capabilities of most IMU sensors.

Environmental Brightness. To study the impact of environ-
mental brightness, we use dimmable LED bulbs and adjust
their illuminance levels. The recommended lighting levels for
retail stores, where mobile payments are frequently happen,
range from 200 to 500 lux [6]. We thus change the environ-
mental brightness level from 200 to 500 lux in steps of 100 lux.
The results show that the environmental brightness has a very
small impact on the system performance and PQRAUTH can
work in a wide range of illuminance levels. This is because
the smartphone screens are bright enough to clearly show the
QR code, under various illuminance levels in buildings.

Real World Retail Stores. We evaluate how PQRAUTH per-
forms in various real world retail stores, including McDon-
ald’s, ALDI, CVS, Walmart, and Costco. McDonald’s is a
fast-food restaurant, ALDI is a grocery store, CVS is a phar-
macy, Walmart is a supermarket, and Costco is a warehouse
club. PQRAUTH consistently attains a remarkable accuracy
rate exceeding 99% across diverse retail stores. There is no
discernible variance in PQRAUTH’s performance between
controlled laboratory environments and real-world retail es-
tablishments, underscoring its robustness.
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Table 3: Authentication time. Our experiments show that the
authentication decision is consistently made before the user
operation is complete. Thus, compared to standard QR code
payment, the latency overhead of PQRAUTH is zero.

Part Average Time (ms) | Std (ms)
User Operation 3573 722
Data Transmission 66 8
Data Processing 55 3
and Decision Making

7.4 Authentication Time

We measure the time needed for a QR code payment en-
hanced with PQRAUTH, which starts when the user launches
the app and ends when the authentication decision is made
or the user operation is complete, whichever is later. The
user operation of presenting a QR code is complete when the
user hears the beep alert and thus puts away her smartphone
(i.e., naturally holding it). Our experiments show that the
authentication decision is consistently made before the user
operation is complete. In other words, during the time the
user puts away her smartphone, the data transmission, pro-
cessing and decision making are conducted.” The breakdown
of authentication time is detailed in Table 3. Note that the
user operations remain consistent, with or without PQRAUTH.
Therefore, PQRAUTH incurs a latency=0, compared to stan-
dard QR code payment.

8 User Study

8.1 Recruitment and Design

We recruit 40 participants aged from 18 to 68, including 20 fe-
males and 20 males. The participants come from a variety of
occupational backgrounds, such as students, lecturers, public
servants, university staff, and retirees. Out of the 40 partic-
ipants, 35 are familiar with the standard QR code payment
method, and 32 have used it before. To avoid social desirabil-
ity bias, we do not make the participants aware of the fact that
PQRAUTH is designed by us. Instead, the participants are
told to evaluate the usability of different QR code payment
methods. We develop a customized app capable of using both
the standard QR code and PQRAUTH scheme. The usability
study is conducted under an IRB approval and each subject is
asked to sign a consent form.

The evaluation procedure consists of three steps: the pre-
study instruction, the experiment, and the post-study question-
naire. We first introduce the two authentication methods to
the participants by playing a pre-recorded instructional video.
We explain the rationale and operations of the two QR code
payment systems and tell them the goal of this study is to

31t is worth highlighting that, on the scanner side, the frame collection,
QR code detection and pose estimation are processed in a pipeline, rather
than batch-processing the frames after they are all collected. Thus, the
computations in the scanner and the user operation are parallel.

Table 4: User study results.

Standard QR Code | PQRAUTH | p-value
Q1 495+0.21 4.90+0.30 0.33
Q2 4.85+0.35 4.85+0.35 1.00
Q3 4.70£0.56 4.65+0.33 0.72
Q4 2.15+1.15 4.65+0.57 0.00
Q5 3.05+0.86 4.754+0.70 0.00
Q6 3.85+£1.06 4.75+0.54 0.00
Total 23.55+£1.80 28.55+1.16 | 0.00

compare their usability. Each participant is given a smart-
phone and use our customized app to perform 5 attempts,
i.e., showing a QR code to a scanner, for each of the payment
methods. Participants are free to ask questions regarding these
authentication methods.

In the experiment step, each subject performs another 10
attempts using each payment method. The orders of using
each payment method is counterbalanced, i. e., with half of
the tasks beginning with standard QR code payment and the
other half PQRAUTH. The measurement of the time needed
for a QR code payment is described in Section 7.4.

At the end of the study, each subject fills in a questionnaire
and judges the two mobile payment methods by answering six
questions, which are adapted from the widely-used SUS [12].
The six questions are about usability scales of the two systems.
Specifically, the six questions assess (Q1) if the payment
method is easy to learn, (Q2) if the payment method is easy to
use, (Q3) if the payment method is efficient in time, (Q4) if they
feel the system is secure enough, (Q5) if they feel comfortable
to use the payment method, and (Q6) if they are willing to
adopt the payment method. The scores for each question
range from 1 to 5, where 1 indicates strongly disagree and 5
strongly agree. Thus, higher scores indicate better usability.
Participants are also encouraged to leave suggestions and
comments in the questionnaire.

8.2 Usability Study Results

We use paired ¢-fests to check for differences in the opinions
towards each payment method. The p-value of the tests indi-
cates the statistical significance of the results. If the p-value
is less than 0.05, we reject the null hypothesis that there is
no difference between the means and thus conclude that a
significant difference does exist. If the p-value is larger than
0.05, a significant difference does not exist. Table 4 shows
the scores for the standard QR code payment and PQRAUTH.

Participants find PQRAUTH easy to learn and use, and
they are satisfied with the payment speed. User perception
regarding ease of learning, ease of use, and efficiency in
time does not significantly differ between the two payment
methods. Participants agree that PQRAUTH is more secure,
according to the average score (4.65) towards Q4, which is
significantly greater than that (2.15) achieved by the standard
QR code payment method (p = 0.00). Participants express
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(b) Hand-held

(a) Hands-free

Figure 10: Various mainstream scanners.

that they are more comfortable to use PQRAUTH (Q5: 4.75)
than a standard QR code (Q5: 3.05). Also, they are more
willing to adopt PQRAUTH. The standard QR code payment
method achieves 3.85 towards Q6, while PQRAUTH achieves
4.75. In total, PQRAUTH achieves significant higher scores
(28.55) than the standard QR code payment method (23.55)
due to its perceived higher security.

In summary, users perceive PQRAUTH to be easy-to-learn,
easy-to-use, efficient in time, secure, and comfortable, and
they are willing to adopt PQRAUTH for mobile payment.

9 Discussion

Can PQRAUTH be widely used? To estimate the rotation
of a smartphone from the video recorded by a scanner, we
need to know the scanner’s orientation. Mainstream scanners
in the market can be categorized into two groups: hands-
free scanners and hand-held scanners, as shown in Figure 10.
‘We admit this limitation: if a store only provides hand-held
scanners, PQRAUTH cannot work (unless the scanners are
modified to carry an IMU sensor). We conduct an extensive
survey of various retail stores in our city, encompassing fast-
food restaurants (such as McDonald’s and Subway), grocery
stores (such as ALDI and Love’s), pharmacies (such as CVS
and Walgreens), supermarkets (such as Walmart and Target),
and warehouse stores. Among the 25 stores equipped with QR
code scanners, all provide hands-free scanners, meaning that
PQRAUTH can be used in all the stores. Detailed information
can be found in Appendix A.

For other applications that use QR codes, such as gate
access control in buildings and ticketing services for subways,
they typically provide hands-free scanners, as shown in the
leftmost photo in Figure 10. Thus, PQRAUTH can be readily
applied. For applications that use smartphones as scanners,
such as social media apps, PQRAUTH works as well, since
smartphones have built in IMU sensors [37].

In addition, if the hands-free scanner is not placed on a flat
counter, it needs to be re-calibrated every time the scanner is
moved (Section 5.4).

Is network required for the smartphone? Some mobile

payment apps, such as Alipay, WeChat, PayPal, and Venmo,
support offline payments. To enable PQRAUTH to operate

independently of network connections, we put forth a simple
yet effective approach. We propose to have the user’s smart-
phone display encrypted IMU data together with the payment
QR code on its screen. Alternatively, the encrypted IMU data
can be embedded into the payment QR code, simplifying the
process for the scanner, which only needs to detect the QR
code. The primary idea is to employ the visual channel, rather
than the network connection, to transmit the IMU data from
the smartphone to the scanner for verification.

The fundamental process for authentication is outlined be-
low. The scanner decodes the QR code and sends the informa-
tion to the server. The server extracts the consumer’s account
ID from the received information and deciphers the IMU data
using the key unique for each account. It then compares the
decrypted IMU data with the poses captured by the scanner.

Repeated attacks. To increase the success rate of mimicry
attacks, an adversary could learn a user’s motion pattern by
forcing the user to present QR code repeatedly. For instance,
the attacker might deploy a malicious reader to intentionally
fail in reading the QR code, prompting the user to repeatedly
display it. As a result, the attacker could observe and learn
the user’s motion pattern before conducting the replay attack.
However, as highlighted in Robotic Mimicry Attacks (Sec-
tion 7.1), the timing is important. If an adversary shows poses
too early or late, the attack will still fail. Thus, one possible
countermeasure is to add a random but short delay before a
new QR code is generated, such that the mimicry attacker
cannot predict the timing of the user’s next payment attempt.

10 Conclusion

QR codes have been widely adopted for mobile payment, mak-
ing their authentication an important problem. We presented
PQRAUTH, a highly usable implicit authentication method
to enhance the security of QR code payment. It is the first
correlation-based approach to enhancing QR code security.
PQRAUTH leverages the unclonable, real-time poses when a
consumer presents a QR code. Authentication proceeds only
if the poses inferred by a scanner match the poses of the con-
sumer’s smartphone. Our method attains an accuracy of 0.991
in the real-world scenario where mimicry attacks are launched
with zero latency overhead. Extensive experiments demon-
strate its accuracy, security, and robustness. PQRAUTH has
potential applications to other scenarios that use QR codes,
such as gate access control and ticketing services.
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A Scanners Used by Various Retailers

PQRAUTH can work with hands-free scanners (and hand-held
scanners with built-in IMU, such as smartphones). We thus
survey the scanners used by various retail stores in our city, in-
cluding fast-food restaurants, convenience stores, pharmacies,
supermarkets, and warehouse stores. Table 5 shows the re-
sults. Among the 25 stores equipped with QR code scanners,
all provide hands-free scanners, meaning that PQRAUTH can
be used in all the stores.

Table 5: Scanners used by various retailers
Hands-free | Hand-held

Retailer
McDonald’s
Subway
Starbucks
Wendy’s
ALDI
Wawa
Circle K
Speedway
Love’s
Trader Joe’s
Tiger Mart
Aplus
CVS
Walgreens
Kroger
Walmart
Target
Dollar Tree
Safeway
Wegmans
Giant Food
Costco
Sam’s Club
Home Depot
Lowe’s

Category

Fast Food

Grocery

Pharmacy

Supermart

Warehouse
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