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Introduction 

  In his book, “Going Solo”, NYU sociologist Eric Klinenberg wrote that in 1950, only ten 

percent of people in the USA lived alone. He put that figure today closer to twenty-seven percent.  

In the same book, he writes while only twenty-two percent of adults from that time were single, 

that number now nears fifty percent. As a direct consequence of this phenomenon, technology 

companies all over the world now strive to find new ways to market their products to an 

increasingly fragmented and private society. According to BBC profile on Howard Hughes, the 

inventor, lived in squalid solitude suffering under the yoke of OCD for years. Affording him 

convenient access to self-care may well have improved his quality of life as well as advanced the 

understanding of his ailment for others. The tech startup, Scanadu enters the new households of 

today in a novel way, by enabling a user to control his own healthcare using an app. The Scanadu 

app and its accompanying investigational device were developed to keep a user informed of his 

basic health data: pulse oximetry, heart rate, temperature, and blood pressure (Jankowski, 2016). 

Self-diagnosis based on Scanadu data can prompt a user to seek treatment. It may also prompt a 

user to believe he knows better than a doctor about his own health (McMahon, 2013). If the stored 

data is shared to an unethical third party, however, the data could be used to compromise the 

privacy of user to his detriment.  By examining how well the machinery of Scanadu works in 

conjunction with the potential health benefits of using it; and contrasting it with the potential for 

privacy abuse, mechanical dysfunction, and antisocial behaviors fueled by a society becoming 

more reliant on apps than human contact, we will see that this app is an example of a technology 

to be regulated carefully. 
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Background/Current Use 

Walter de Brouwer conceived of the Scanadu in 2003 after his five-year-old son plummeted forty 

feet to the ground and into a coma that lasted eleven weeks. De Brouwer learned that none of his 

son’s various health data was being consolidated for collective analysis (Hardy, 2013). Scanadu is 

a health services app that employs a purchased scanner called Scanadu Scout Investigational 

device. It is non-invasive. It measures temperature, heart rate, blood pressure, and pulse oximetry. 

(Jankowski, 2013) It boasts a 32 bit RTOS Micrium platform.  According to their crowdfunding 

page, this is the same technology employed to collect sample data on Mars by the Rover Curiosity. 

A user holds a light-weight, thirty-six gram, disc-shaped sensor to the forehead for ten seconds, 

and the data listed above is transmitted to the app (Peppet, 2014). The building material is not 

currently defined in the material sheet or by any other credible source. The latest edition relies 

exclusively on optical sensors as opposed to the electroencephalographic technology of the older 

models. In other words, it uses modified lasers to take its measurements. This feature allows the 

Scanadu to take measurements from anyone in the room, not just the person holding it. Other 

systems such as the electrocardiogram, or the electroencephalogram, rely on electrodes placed on 

the body to record the electrical impulses of the relevant organ (Ginn & Jamieson, 2006). This 

device measures multiple systems with a comparatively simpler ten second placement of the 

investigational device’s sensor on the user’s forehead. The reliance on optical sensors has 

multiplied its need for a more complex computational brain. A real-time operating system, or 

RTOS, is an operating system that guarantees a certain functionality within a specified time 

constraint (Micrium, 2017). The best way to think of it is a factory line. A robot expects to have a 

certain piece of hardware to continue its work. If that hardware is not present at the right moment, 

the entire line shuts down. This kind of system is designed so that does not happen. The program 
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will continue building the item until all components it needs to complete are present, though 

productivity may decrease. (Micrium, 2017) Once the data is absorbed into the scanner, the 

communication between scanner and app takes place through Bluetooth technology. Bluetooth is 

a widespread wireless technology used for exchanging data over short distances using ultra high 

frequency radio waves (Bluetooth, 2017). Devices can be put into what is called discoverable 

mode, and then can attach to each other as if on a wired network (Bluetooth, 2017). 

Accuracy of hardware is not this tool’s primary selling point. Though it boasts a 95% accuracy of 

pulse oximetry that is not a significant difference than an electrocardiogram (Ginn & Jamieson, 

2006). It also makes no claim to be more accurate than an electroencephalogram anywhere on its 

tech sheet. Also nowhere to be found is a heightened accuracy of blood pressure measurement. It 

is designed to be a one stop shop for common clinical measurements according to its own authors. 

Nearly every article discussing this device employ a Star Trek-moniker when describing this 

machine. That appears to be in response to Scanadu’s winning a famous and lucrative Qualcomm 

competition to invent a medical tricorder (Gorman, 2013). For those unfamiliar with the Star Trek 

series, a tricorder was a tool that could measure unseen injuries within seconds of being passed 

over the sufferer. The website steers clear of such claims, preferring to focus on its ability to 

stockpile useful medical data for a user over time, the stated goal of its inventor way back in 2003. 

(Hardy, 2013) 

On its website, it lists several disclaimers. It keeps a living history of all scans done for the 

individuals it scans, ostensibly, to help users see if there is an underlying health issue. In addition 

to the scans, an individual is prompted to input all height, weight, age, info into the app. It goes on 

to mention that future updates may include requests for more detailed personal information. The 

website further states that it is not a diagnostic device but rather an investigational device. This 
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difference appears legal and semantic rather than functional. The  nature of the device is explicitly, 

according to their narrative on the website, intended for diagnostic purposes by the user. That said, 

they must distinguish themselves legally from approved FDA diagnostic devices during 

development period. 

The developers go on to warn users that they should always consult a physician regarding any 

medical condition. On the surface, the app is aimed at putting healthcare data in the individual 

user’s control. The obvious logic here: No one would argue that one’s health data would be better 

served in the hands of a distant analyst. Let the users of the app responsibly decide how to employ 

their own health data when dealing with a health concern (Journal of Engineering, 2017). It allows 

users to aggregate a multitude of usable data that can used by medical professional to  either begin 

or focus their own diagnosis. Thus far, this device seems to be a boon to people like Howard 

Hughes who eschew medical care but need it as much if not more than anyone else. 

Security 

As useful as a device like this can be medically, we have to examine if that utility is outdistanced 

by any other pressing concerns, such as security or privacy. Tom Kellermen, a chief cybersecurity 

officer for Dallas software Trend Micro states that a hacker could gain access to one of your 

appliances, and through it, your entire network—possibly including a baby monitor (Strom, 2015). 

The case of Scanadu is unsettling. “Any information that is provided to a third party vendor is to 

be used only for the purpose of performing the analytics and compiling reports of the information 

(Scanadu Privacy Policy).” In other words, by consenting to the Scanadu privacy agreement, you 

do consent to third-party disclosure. The upside is that if they get new software that makes it easier 

to detect an impending heart attacks, user data may be well-served by such a revelation. If, on the 



YOUR DIGITAL PULSE 
 

other hand, Scanadu shared your data to an unethical source, it could be used to compromise the 

user. If insurance companies pay Scanadu to reveal pre-existing conditions in their users, they 

could use that data to disqualify someone from coverage. Their user agreement makes both 

eventualities possible. (Bayer & Fairchild, 2000) 

 But this is not the worst of it. Bluetooth itself is susceptible to hacking. Bluesnarfing is a common 

method for gaining unauthorized access to the data of any Bluetooth connection. Using a technique 

called war driving, a person can drive through neighborhoods using a portable computer or a 

smartphone attempting to discover active Bluetooth networks in order to gain access to them. 

(Paus, 2017) Once a device is put in discoverable mode, the data it collects is open to outside 

attacks of this variety. In exceptional circumstances, devices not in discoverable mode can be 

access by piggybacking nearby discoverable ones (Steinberg, 2015). Most famously, in 2011 in 

Seattle, police arrested two men who they allege had been driving around for years stealing data 

worth almost a million dollars from various networks (Liebowitz, 2011). Though Bluetooth has 

made improvements in its security grid since then, according to their own tech sheets, they are still 

vulnerable to targeted attacks of this kind, recommending users keep Bluetooth devices out of 

discoverable mode when they are fearful of malicious attacks (Steinberg, 2015). By extension, 

Scanadu is vulnerable to this type of attack. Since malicious attacks can come through this fishing 

expedition-style attack called wardriving, it would seem a user has frequent cause to have that fear. 

The Department of Health and Human Services Office for Civil Rights estimates that at least 

95,000 medical records were compromised in June 2016 (HIPPA, 2016). The HIPAA Journal, or 

the journal charged with evaluating the safety of the individual’s private medical data, in June 

2016, estimated that 41% of breaches were the result of hacking, another 41% was insider theft 

and errors, the remaining 18% made up of both physical loss of paper data or devices containing 
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data. Until Bluetooth or another company find a more secure way of safeguarding data for 

Scanadu, they seem ill-prepared for the present security climate. 

Legal and ethical issues  

 There are more personal concerns to consider here in addition to outside security threats. 

Though under no circumstances will a US citizen be compelled to tender evidence against 

themselves, there are private situations where users are willing to surrender that right. By signing 

an interminably long, or vaguely worded consent agreement for Scanadu, one may surrender his 

own rights. We willfully allow ourselves to be searched at airports in the name of safety, perhaps 

not realizing that TSA agents did in fact keep body scan data despite many assurances that they 

were not stored (McCullagh, 2010). Also, in the case of voluntary drug-testing for employment, 

for example, someone does turn over evidence that can be used against them. But, since it takes 

place outside of the courtroom, the legal issue does not strongly arise. Even so, being precluded 

from a job or health coverage because of hacked, leaked, or sold private data is a palpable 

consequence. Scanadu clearly asks for consent at several stages along the way. Though they may 

appear to be a health app with the user’s best interests in mind, the lack of liability it possesses in 

relation third parties should give all users a moment a pause when signing up for the service. It 

appears to take the ownership of the data away from the end user and put in the hands of entities 

who may not have that user’s best interests at heart, or even the best interests of the app’s designer.  

 Social problems 

As stated in the introduction, the data suggests we are much more a society of loners than we once 

were. It raises contradictory questions. Are we making ourselves more isolated because of 

technology, or is the free exchange of data making it unnecessary to remain social creatures? Or 

both? Increasingly, convenience of communication is verging on necessity.  Scanadu opens a door 
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to a world where a person’s health data could be known before they arrive at a hospital or doctor’s 

appointment. The impersonal nature of data in relation to an in-person diagnosis would further an 

already spiraling trend where interacting with people is less preferable than interacting with 

machinery. One study showed that regular use of Facebook led directly to marked bouts of 

depression (Guernsey, 2014). As every app and smart appliance becomes more and more in tune 

with the data of the user, not participating in the trend could produce marked antisocial behaviors 

with dire consequences. While not participating in Scanadu and apps like it do not pose an 

immediate threat to user safety, it is possible that the trend they are a part of, will do exactly that. 

This is raised on their own website. No medical decision should be made without visiting a 

physician, they say. Thus, in spite of the device potentially making your medical life more 

apprehensible to a medical professional, there is a risk of it discouraging the user from using the 

data at all. There are very high profile cases in Japan and the US of young people not willing to 

leave their homes so they could spend time with their electronic devices (Samakow, 2013). This 

happens too often to be anecdotal. Encouraging patients to employ devices like this may amplify 

a tendency to remain at home and not seek the company of others, let alone medical professionals. 

Internet fasting camps have popped up all over Japan (Somakow, 2015). Internet addiction 

treatment centers are widespread in the US (Foran, 2015). The data does not yet support the idea 

that using smartphones or smart devices in excess constitutes a health threat, but it would appear 

that given the rise of these camps and treatment centers, it is not premature to be wary of things 

that increase our desire to avoid social interaction.  
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Conclusion  

Scanadu and many other companies are constantly creating products apparently designed to 

alleviate burdens, ease diagnoses of health conditions, and enlighten the public. Scanadu is a 

compelling example of a technology that is both useful and dangerous. In spite of promising 

practicable medical advances, a user chooses between helping themselves improve their quality of 

life and exposing themselves to crippling vulnerability. By looking at these, it is apparent that we 

must not only be vigilant about accepting this technology as a part of progress, but find a better 

way to protect the isolated among us.  
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