GMU ISA 774 – Intrusion Detection, Spring ‘06

Course Reading List (so far)

· Computer security threat monitoring and surveillance. J. P. Anderson. Technical report, James P. Anderson Co., Fort Washington, PA, 1980. http://csrc.nist.gov/publications/history/ande80.pdf 
· An Intrusion-Detection Model. Dorothy Denning. IEEE Transactions On Software Engineering, Vol. Se-13, No. 2, February 1987, 222-232. http://www.gnist.org/~lars/studies/master/IDS/Denning-AnIntrusionDetectionModel.pdf 

· Traditional Intrusion Detection Model Outdated and Distracting, Tim Bass, http://www.silkroad.com/papers/pdf/Traditional_Intrusion_Detection_Model_Outdated_and_Distraction.pdf 
· NetSTAT: a network-based intrusion detection system, Giovanni Vigna , Richard A. Kemmerer, Journal of Computer Security, v.7 n.1, p.37-71, Sept. 1999 http://www.cs.ucsb.edu/~vigna/pub/1998_vigna_kemmerer_acsac98.pdf 
· Inferring Internet Denial-of-Service Activity, D. Moore, G. Voelker & S. Savage. USENIX Security Symp, 2001. Bass, Traditional Intrusion Detection Model Outdated and Distracting. http://www.cs.fit.edu/%7Epkc/id/related/moore-uss01.pdf 

· eXpert-BSM: A Host-based Intrusion Detection Solution for Sun Solaris, U. Lindqvist & P. Porras. 17th Annual Computer Security Applications Conference (ACSAC 2001), p. 240-251, 2001. http://www.cs.fit.edu/%7Epkc/id/related/lindqvist-acsac01.pdf 

· An Overview of Methods Employed by Hackers and Crackers. Pradeep Padala. Motilal Nehru Regional Engineering College, Technical Report, Dec 1999. http://ise.gmu.edu/~xwangc/teaching/ISA774/IDS-Reading/TR99-OverviewOfHackingMethods.pdf 
· A Framework for Constructing Features and Models for Intrusion Detection Systems. W. Lee and S. J. Stolfo. ACM Transactions on Information and System Security, 3(4). 2000
http://www-static.cc.gatech.edu/~wenke/ids-readings/lee_dmids_frmwk.pdf 

· Automatic Generation and Analysis of NIDS Attacks, S. Rubin, S. Jha & B. Miller, ACSAC, 2004 http://www.cs.fit.edu/%7Epkc/id/related/rubin04acsac.pdf 

· Intrusion Detection Via System Call Traces. Andrew P. Kosoresow, Steven A. Hofmeyr. IEEE Sftware, September/October 1997 (Vol. 14, No. 5), Pages 35-42. http://ise.gmu.edu/~xwangc/teaching/ISA774/IDS-Reading/IEEESoftware97-IDThroughSystemCallTrace.pdf 

· An Architecture for Intrusion Detection using Autonomous Agents.  Jai Balasubramaniyan, Jose Omar Garcia-Fernandez, E. H. Spafford, and Diego Zamboni, Department of Computer Sciences, Purdue University; Coast TR 98-05; 1998. http://www.cse.buffalo.edu/~sbraynov/seminar%202004/papers/z

 HYPERLINK "http://www.cse.buffalo.edu/~sbraynov/seminar%202004/papers/zamboni-agents1.pdf" \t "_parent" amboni-agents1.pdf 
· A Study in Using Neural Networks for Anomaly and Misuse Detection,  Anup K. Ghosh and Aaron Schwartzbard, Reliable Software Technologies. http://www.usenix.org/events/sec99/full_papers/ghosh/ghosh.pdf  
· Very Brief Introduction to Coloured Petri Nets, http://www.daimi.au.dk/CPnets/intro/verybrief.html 

· The Base-Rate Fallacy and its Implications for the Difficulty of Intrusion Detection. Stefan Axelsson. Proceedings of the 6th ACM Conference on Computer and Communications Security (CCS 1999). http://www.scs.carleton.ca/~soma/id-

 HYPERLINK "http://www.scs.carleton.ca/~soma/id-2006w/readings/axelsson-base-rate.pdf" \t "_parent" 2006w/readings/axelsson-base-rate.pdf  

· Snort – Lightweight Intrusion Detection for Networks. Martin Roesch.  http://www.usenix.org/events/lisa99/full_papers/roesch/roesch.pdf 

· Experiences Benchmarking Intrusion Detection Systems, Marcus J. Ranum. http://www.snort.org/docs/Benchmarking-IDS-NFR.pdf 

· Improving the Security of Your Site by Breaking Into It - 1993 - Internet white paper, Dan Farmer and Wietse Venema. http://www.fish2.com/security/admin-guide-to-cracking.html 

· The Distributed Reflection DOS Attack, Steve Gibson, http://grc.com/files/drdos.pdf 

· The Strange Tale of the Denial of Service Attacks Against GRC.COM, Steve Gibson, Gibson Research Corporation,  http://www.grc.com/files/grcdos.pdf 
· The Design of GrIDS: A Graph-Based Intrusion Detection System, Steven Cheung et al. http://www.cs.ucdavis.edu/research/tech-reports/1999/CSE-99-

 HYPERLINK "http://www.cs.ucdavis.edu/research/tech-reports/1999/CSE-99-2.pdf" \t "_parent" 2.pdf 
· Smashing the Stack for Fun and Profit, Aleph One.  http://www.securityfocus.com 
· The Cascade Vulnerability problem: The Detection problem and a Simulated Annealing Approach for its Correction (1997), Stefanos Gritzalis and Diomidis Spinellis. http://citeseer.ist.psu.edu/cache/papers/cs/12118/http:zSzzSzkerkis.math.aegean.grzSz~

 HYPERLINK "http://citeseer.ist.psu.edu/cache/papers/cs/12118/http:zSzzSzkerkis.math.aegean.grzSz~dspinzSzpubszSzjrnlzSz1997-uProcessors-CascadezSzhtmlzSzcasc.pdf/the-cascade-vulnerability-problem.pdf" \t "_parent" dspinzSzpubszSzjrnlzSz1997-uProcessors-CascadezSzhtmlzSzcasc.pdf/the-cascade-

 HYPERLINK "http://citeseer.ist.psu.edu/cache/papers/cs/12118/http:zSzzSzkerkis.math.aegean.grzSz~dspinzSzpubszSzjrnlzSz1997-uProcessors-CascadezSzhtmlzSzcasc.pdf/the-cascade-vulnerability-problem.pdf" \t "_parent" vulnerability-problem.pdf 
· Testing Intrusion Detection Systems: A Critique of the 1998 and 1999 DARPA Off-line Intrusion Detection System Evaluation as Performed by Lincoln Laboratory. John McHugh. 2000. http://www.cs.ucsb.edu/%7Ekemm/courses/CS595/TestingIDSs/mchugh_ll_cri

 HYPERLINK "http://www.cs.ucsb.edu/%7Ekemm/courses/CS595/TestingIDSs/mchugh_ll_critique.pdf.gz" \t "_parent" tique.pdf.gz 

· Insertion, Evasion and Denial Of Service:-Eluding Network Intrusion detection System, Thomas H. Ptacek, Timothy N. Newsham. http://www.snort.org/docs/idspaper/
· Active Mapping: Resisting NIDS Evasion Without Altering Traffic http://www.icir.org/vern/papers/activemap-oak03.pdf
· Snort Frag3 Development Paper, Judy Novak. http://www.snort.org/reg/docs/target_based_frag.pdf 

· IDAMN: an Intrusion Detection Architecture for Mobile Networks, Didier Samfat, Refik Molva. http://www.eurecom.fr/~nsteam/Papers/jsac.pdf 

· An Examination of an Intrusion Detection Architecture for Wireless Ad Hoc Networks, Andrew B. Smith, Mississippi State University. http://www.cisse.info/history/CISSE%20J/2001/Smit.pdf 

· Insertion, Evasion and Denial Of Service:-Eluding Network Intrusion Detection System,Thomas H. Ptacek, Timothy N. Newsham. http://www.snort.org/docs/idspaper/
· Towards a Third Generation Data Capture Architecture for Honeynets, Edward Balas and Camilo Viecco, [The Honeynet Project] http://www.honeynet.org/papers/individual/hflow.pdf 
Other Resources

· ITU-T Recommendation X.800 (1991): Security architecture for Open Systems Interconnection for CCITT applications, 1991. http://www.macs.hw.ac.uk/cs/online/4nu2/21/x800.html  

· GMU CSIS Certification, Relevance to CISSP Preparation, Ron Ritchey, 2000. http://www.isse.gmu.edu/~csis/seminars/presentations/csis_cissp.pdf 

· CSI/FBI 2005 Computer Crime Survey, CSI 2005.  http://www.gocsi.com  

· Research in Intrusion Detection Systems: A Survey, S. Axelsson. TR 98-17 (revised in 1999), Chalmers University of Technology, 1999.  http://citeseer.ist.psu.edu/cache/papers/cs/13832/http:zSzzSzwww.ce.chalmers.sezSzstaffzSzsaxzSzsurvey.pdf/axelsson98research.pdf 

· CERIAS

· http://www.cerias.purdue.edu/tools_and_resources/hotlist/ 

· Phillip Chan

· http://www.cs.fit.edu/~pkc/id/related/ 

· SANS Top 20 Vulnerabilities

· http://www.sans.org/top20 

· MSDN Academic Alliance

· https://msdn05.e-academy.com/elms/Security/Login.aspx?campus=gmu_bsit 

· Federal Plan for Cyber Security and Information Assurance Research and Development. NIST. http://www.nitrd.gov/pubs/csia/FederalPlan_CSIA_Rn

 HYPERLINK "http://www.nitrd.gov/pubs/csia/FederalPlan_CSIA_RnD.pdf" \t "_parent" D.pdf 

· How To: Sniffing the Air, Derek Boiko-Weyrauch. http://www.tomsnetworking.com/2005/09/28/how_to_s

 HYPERLINK "http://www.tomsnetworking.com/2005/09/28/how_to_snort/" \t "_parent" nort/ 

· 10 Best Security Live CD Distros (Pen-Test, Forensics & Recovery).  http://www.darknet.org.uk.nyud.net:8090/2006/03/10-

 HYPERLINK "http://www.darknet.org.uk.nyud.net:8090/2006/03/10-best-security-live-cd-distros-pen-test-forensics-recovery/" \t "_parent" best-security-live-cd-distros-pen-test-forensics-

 HYPERLINK "http://www.darknet.org.uk.nyud.net:8090/2006/03/10-best-security-live-cd-distros-pen-test-forensics-recovery/" \t "_parent" recovery/ 

· Know Your Enemy: Honeynets – What a honeynet is, its value, and risk/issues involved. Honeynet Project.  http://www.honeynet.org/papers/honeynet/ 
