GMU ISA 774 Intrusion Detection – Spring ‘06

Homework 2
Due date April 25, 2006, hard copy to me.  If you have any questions about this, the subject line of email should start “ISA 774 HW2”

1. Briefly describe honeypots and honeynets.  What are some of the benefits of these systems?  What are some of the drawbacks?
2. What are some of the problems in evaluating intrusion detection systems?
3. What are 2 legal issues that may effect how you operate or administer your intrusion detection environment?
4. (Practical) Install a CD-ROM/DVD “live distribution” of a Linux or UNIX based security operating system on your PC.  Use the available tools to assess the security of your system.  For example, monitor network traffic on your system.
Answer the following questions:

· Which distribution did you choose?  Why?

· What tools are available on the distribution that can be useful in intrusion detection?

· What benefits are there to using these canned distributions for intrusion detection?

· What drawbacks are there to using these distributions?

