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Cybersecurity threats are on the rise with evermore digitization of the information that many day-to-day
systems depend upon. The demand for cybersecurity analysts outpaces supply, which calls for optimal man-
agement of the analyst resource. Therefore, a key component of the cybersecurity defense system is the
optimal scheduling of its analysts. Sensor data is analyzed by automatic processing systems, and alerts are
generated. A portion of these alerts is considered to be significant, which requires thorough examination by
a cybersecurity analyst. Risk, in this paper, is defined as the percentage of unanalyzed or not thoroughly an-
alyzed alerts among the significant alerts by analysts. The paper presents a generalized optimization model
for scheduling cybersecurity analysts to minimize risk (a.k.a maximize significant alert coverage by ana-
lysts) and maintain risk under a pre-determined upper bound. The paper tests the optimization model and
its scalability on a set of given sensors with varying analyst experiences, alert generation rates, system con-
straints, and system requirements. Results indicate that the optimization model is scalable, and is capable of
identifying both the right mix of analyst expertise in an organization and the sensor-to-analyst allocation in
order to maintain risk below a given upper bound. Several meta-principles are presented, which are derived
from the optimization model, and they further serve as guiding principles for hiring and scheduling cyber-
security analysts. The simulation studies (validation) of the optimization model outputs indicate that risk
varies non-linearly with analyst/sensor ratio, and for a given analyst/sensor ratio, the risk is independent of
the number of sensors in the system.
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1. INTRODUCTION

Inspired by the pioneering works by Anderson [Anderson 1980] and Denning [Denning
1986; 1987], intrusion detection has been studied for over three decades. Much of the
early research focused on misuse detection models (developing signatures of known at-
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tacks; any matched activity is flagged as an attack) or anomaly detection models (char-
acterizing normal behaviors of all users and programs; any significant deviation from
the normal profile is considered suspicious). Because the volume of alerts generated
by intrusion detection sensors was overwhelming, a great deal of later work focused on
developing techniques (based on machine learning [Sommer and Paxson 2010] or data
mining [Barbara and Jajodia 2002], for example) for reducing false positives.

Recently, there has been some work that has focused on the need to improve effi-
ciency of cybersecurity analysts [D’Amico and Whitley 2008; Erbacher and Hutchinson
2012; Zimmerman 2014]. The task of a cybersecurity analyst includes examining the
alerts generated by an intrusion detection system (IDS) such as SNORT or a Secu-
rity Information and Event Management (SIEM) tool such as Bro [Paxson 1999] and
identifying those that are considered as significant and require further investigation.
Table | provides an example of cyber incident and event categories used by the US
Department of Defense [Chief Information Officer 2008]. All alerts are categorized on
a scale of 1-9 with category 1, 2, 4, and 7 (incidents) being severe ones. Category 1, 2,
4, and 7 alerts are analyzed and reported to a watch officer, and then a report has to
be written. See Figure 1.

From an alert investigation point of view, there are two metrics that impact a cyber-
security organization - one of them is a quantity metric that measures the number of
alerts thoroughly investigated among those generated, which highlights the capacity
of the organization, and the other is the quality metric that measures the accuracy of
investigation, which highlights the true/false positive and true/false negative rates of
the alert investigation process. The scope of the paper is focused on the first metric
(quantity) of determining whether or not an organization has the capacity to analyze
all the alerts and the significant alerts within them based on available resources, time
constraints, manpower constraints, and shift scheduling constraints. The premise of
the paper is that an organization must have the capacity to investigate all the alerts
generated in a day, otherwise the unanalyzed or not thoroughly analyzed alerts will
pose a threat to the organization. It is true that unless an alert is thoroughly analyzed,
its category or severity is unknown. Also, the time taken to analyze an alert depends
on its category or severity, whether or not it is a known or a new pattern of alert, and
the expertise level of the analyst. Therefore, at the time of drawing an alert from the
queue for investigation, since its category or severity is unknown, the time to analyze
an alert in this paper is based upon an average time from a probability distribution,
which can be obtained from historical real world data. The total time needed to thor-
oughly analyze all the alerts and significant alerts can be compared to the total time
available, which is based on the current capacity of the organization and sensor-to-
analyst allocation rules, in order to determine the % of significant alerts that would
remain unanalyzed (defined as risk for this paper). Such a risk metric could be used to
initiate actions to build analyst capacity for the organization with optimal sensor-to-
analyst allocation and optimal shift schedules. Hence, the scope of the paper is focused
on capacity building for a cyber-defense organization through the optimal allocation
and scheduling of its analysts, regardless of the type of alert (category or severity),
using the notion that some alerts will need more time than the others. Several factors
are considered in this paper to calculate the alert investigating capacity of the orga-
nization, which includes number of sensors, an average alert generation rate for the
sensors, number of analysts, their expertise level, sensor-to-analyst allocation, analyst
time to investigate an alert, and their work-shift schedule. The paper assumes that
all the alerts that were thoroughly investigated were also accurately categorized. It
should be noted that as a second metric (quality), once a significant alert has been de-
tected by thorough alert analysis, a different definition of risk can be used to measure
the quality of work performed by capturing the true positive and false negative rates.
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Table I. Alert Categories [Chief Information Officer 2008]

Cat 1-9 | Description

Root Level Intrusion (Incident): Unauthorized privileged access (administrative or root ac-
cess) to a DoD system.

User Level Intrusion (Incident): Unauthorized non-privileged access (user-level permissions)
2 to a DoD system. Automated tools, targeted exploits, or self-propagating malicious logic may
also attain these privileges.

Unsuccessful Activity Attempted (Event): Attempt to gain unauthorized access to the system,
which is defeated by normal defensive mechanisms. Attempt fails to gain access to the sys-
3 tem (i.e., attacker attempt valid or potentially valid username and password combinations)
and the activity cannot be characterized as exploratory scanning. Can include reporting of
quarantined malicious code.

Denial of Service (DOS) (Incident): Activity that impairs, impedes, or halts normal function-

4 ality of a system or network.
Non-Compliance Activity (Event): This category is used for activity that, due to DoD actions
(either configuration or usage) makes DoD systems potentially vulnerable (e.g., missing se-
5 curity patches, connections across security domains, installation of vulnerable applications,

etc.). In all cases, this category is not used if an actual compromise has occurred. Information
that fits this category is the result of non-compliant or improper configuration changes or
handling by authorized users.

Reconnaissance (Event): An activity (scan/probe) that seeks to identify a computer, an open
6 port, an open service, or any combination for later exploit. This activity does not directly
result in a compromise.

Malicious Logic (Incident): Installation of malicious software (e.g., trojan, backdoor, virus, or

7 worm).
Investigating (Event): Events that are potentially malicious or anomalous activity deemed
8 suspicious and warrants, or is undergoing, further review. No event will be closed out as a

Category 8. Category 8 will be re-categorized to appropriate Category 1-7 or 9 prior to closure.
Explained Anomaly (Event): Events that are initially suspected as being malicious but after
9 investigation are determined not to fit the criteria for any of the other categories (e.g., system
malfunction or false positive).

Furthermore, the severity of the threat that an alert poses to the organization, and
actions to mitigate the threat can be taken. However, such as definition of risk and the
actions to mitigate are beyond the scope of this paper and are mentioned as part of
future work. The notion of risk used in the paper is defined next.

We use a precise notion of risk which is defined as the percentage of the signifi-
cant alerts that were not thoroughly or properly analyzed. This insufficient analysis
of alerts could happen due to the following reasons such as sub-optimal scheduling of
analysts, not enough personnel to analyze, lack of time to analyze a significant alert,
and/or not having the right mix of expertise in the shift in which the alert occurs. The
objective of the paper is to determine the analyst scheduling strategy that minimizes
the above risk and maintains risk under a pre-determined upper bound for a set of
system defined parameters and constraints. The scheduling strategy includes the de-
termination of the sensor-to-analyst allocation and the desired expertise mix of the
analyst workforce. The paper considers three levels of analysts based on their work
experience - senior L3, intermediate L2, and junior L1 level analysts. An analyst can
be allocated to more than one sensor based on their experience. Finally, the time taken
to analyze an alert is dependent on the experience of the analysts.

In this paper, we view cybersecurity analysts as a resource that must be allocated to
the process of examining alerts in an optimal way that minimizes risk while meeting
the resource constraints. Such resource constraints include the number of sensors on
which an analyst can be trained or assigned, the expertise mix that the cybersecurity
defense organization wishes to have, the time taken by an analyst to investigate an
alert (translates to analyst workload), and preferences such as shift hours and days-
off in a week of the analysts.

ACM Transactions on Intelligent Systems and Technology, Vol. x, No. x, Article xx, Publication date: January 2015.



XX:4 R. Ganesan et al.

—
Sensor

1
sensors allocated to analyst
Sensor Data

S
Sensor

Alerts
2 > IDS or SIEM — > Analysts
Alerts Characteristics:

\ J Source, Destination, Port,

TCP/UDP, Payload |
Y Observe,
Sensor Analyze, and

3 .
Identify

Significant
Alerts

Significant
Alerts

A 4
. Hypothesi d
Generate Watch Secondary Validate Catl- v?j(;tezzlrzis:n
Report Officer Check Hypothesis Cat9 Significant Alerts

Fig. 1. Alert Analysis Process.

There are several contributions in this paper. The first contribution of the paper is
the mixed-integer programming based optimization algorithm that determines both
the optimal sensor-to-analyst allocation and the right mix of analyst experience to
minimize risk and keep risk below a given pre-set level that is desirable for the cy-
bersecurity system. The above risk minimization capability is a direct measure of the
goodness of the analyst resource allocation system. It should be noted that the op-
timization algorithm is a generic one and is independent of the number of sensors,
however, the algorithm’s output adapts to the number of sensors in the system. The op-
timization model is solved using genetic algorithm heuristics. The second contribution
is a stand-alone simulation framework that can be used to simulate a given sensor-
to-analyst allocation strategy and to validate the outcomes of the optimization model.
The third contribution is a novel algorithm for days-off scheduling that can schedule
the cybersecurity analysts based on their shift-hours and days-off preferences. The
fourth contribution is to introduce the relationship between risk and analyst/sensor
ratio, which is very useful in making analyst hiring decisions. The other contributions
include a set of meta-principles that provide the general guidelines for developing and
implementing an efficient cybersecurity analyst system.

The paper is organized as follows. In Section 2, a motivational background on alert
analysis is provided, which includes the current alert analysis process, the categoriza-
tion of alerts, and our definition of risk for this paper. Section 3 presents the related
literature in cybersecurity analyst scheduling. In Section 4, the model parameters and
assumptions that affect cybersecurity analyst scheduling are presented. The model
parameters include fixed parameters, systems requirement parameters, decision pa-
rameters. Section 5 presents the sensor-to-analyst resource allocation model consist-
ing of an optimization model, a scheduler model, and a simulation model. Individual
algorithms for each model have been developed and presented. Computational com-
plexity is also discussed. Section 6 presents the results from testing all of the above
models. Finally, in Section 7, the conclusions and future directions of this research are
presented.
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2. BACKGROUND ON ALERT ANALYSIS AND OUR DEFINITION OF RISK

In this section, a background of the current alert analysis process and its categoriza-
tion are presented. Also the definition of risk is provided.

2.1. Current Alert Analysis Process

Alerts are generated and analyzed by cyber security analysts as shown in Figure 1.
The network sensor data collected from the internet is analyzed by an IDS or a SIEM,
which automatically analyses the data and generates alerts. Most of the alerts are
deemed insignificant by the above centers, and about 1% of the alerts generated are
classified as significant alerts.® The significant alerts are those with a different pat-
tern in comparison to previously known alerts. The significant alerts must be further
investigated by cybersecurity analysts and categorized.

All alerts have their sensor identification information as one of its characteristics.
Also, sensors are identified and allocated to analyst identity. The scheduling algorithm,
specifically allocates analysts to a work shift in a 14-day period. Besides, watch-officers
are responsible for presiding over the shift (ensuring sensor to analyst allocation, look-
ing for absentees, looking for unauthorized personnel, and monitoring/overseeing the
shift activities). Any unusual activity, such as resource access outside business hours,
will trigger an alert, which must be analyzed.

Alert correlation is an important topic and pertains to a collection of IDS or SIEM
alerts [Valeur et al. 2004]. Correlation is done by SIEM, or automatically by analyst
tools, or manually by analysts. Alert correlation logic is built over the output from dis-
parate log sources. Similarity based clustering or causal relationship based reasoning
is often used for alert correlation, and uncertainty is captured via Bayesian networks.
Yet, the task of alert correlation is made challenging by the ever changing threat envi-
ronment and by the need for scalability to handle large complex coordinated attacks.
For example, alert correlation can use various security events such as unusual port
activities in firewall (malicious scanning), Apache server exploit, suspicious DNS re-
quests, logs from web application firewall, threats recognized from antivirus, transmis-
sion of sensitive data in plain text, and resource access outside business hours to detect
a potential threat. Correlation can capture a high level view of the attack activity on
the target network without losing security-relevant information. The output of alert
correlation is the grouping of alerts, which are then investigated [Du and Yang 2013]
by analysts. A more detailed example of alert correlation can be found in [Sadoddin
and Ghorbani 2006].

In the current system, sensors are pre-assigned to analysts, who investigate the
alerts generated from them. If alert correlation is performed then the grouped alerts
from various heterogeneous sensors are presented to the analysts that are assigned
to those sensors. The type and the number of sensors allocated to an analyst depend
upon the experience level of the analysts. The experience level of an analyst further
determines the amount of workload that they can handle in an operating shift. The
workload for an analyst is captured in terms of the number of alerts/hr that can be an-
alyzed based on the average time taken to analyze an alert. When alerts are grouped,
the total time taken to analyze is the sum of the individual time taken to analyze the
alerts within the group. For simplicity, in this paper, we assume that a set of grouped
alerts will be analyzed by only one analyst so that the number of alerts and the time
spent for analysis can be measured. If due to lack of expertise, a second analyst is
added to the same group of alerts, then the alerts investigated by the two analysts

LWe arrived at the 1% figure based on our literature search [Julisch and Dacier 2002; Goodall et al. 2004] and
numerous conversations with cybersecurity analysts and Cybersecurity Operations Center (SOC) managers.
Our model treats this value as a parameter that can be changed as needed.
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will be distinct. In other words, the paper assumes that an alert (whether or not it is
grouped with others) is investigated by only one analyst. In this paper, three types of
analysts are considered (senior L3, intermediate L2, and junior L1 level analysts), and
their workload values are described later under model parameters.

The cybersecurity analysts must observe the significant alerts that are classified by
the IDS or SIEM, and analyze those significant alerts that are pertinent to their pre-
assigned sensors. An important output of this stage of analysis by the analysts is the
categorization of the alerts, which is explained next.

2.2. Alert Categorization

A cybersecurity analyst must do the following: 1) analyze the alerts and identify the
significant alerts, and 2) hypothesize the severity of threat posed by a significant alert
and categorize the significant alert under Category 1-9. The description of the cate-
gories are given in Table I [Chief Information Officer 2008]. If an alert is hypothesized
as a very severe threat and categorized under Cat 1, 2, 4, or 7 (incidents) then the
watch officer for the shift is alerted and a report is generated (see Figure 1). For this
paper, it is assumed that all the alerts that were thoroughly investigated were also
accurately categorized. Therefore, false positives and false negatives in alert investi-
gation are to be modeled separately as part of future work.

2.3. Our Definition of Risk

Cybersecurity risk can be interpreted in many ways. A successful intrusion can be
called a risk and a count on the number of such successful intrusions can be used
to quantify risk. Severity of risk (from true positives and false negatives) can also be
measured in terms of damages caused by an intrusion. The number of significant alerts
that are categorized under Cat 1 and 2 can be used as a metric to quantify risk. There
isn't a single notion of risk that fits all research questions in the field of cybersecurity.
In this paper, alert coverage and risk are defined as follows, which is most appropriate
for the optimal scheduling problem. Alert coverage is defined as the % of the significant
alerts identified by the IDS or SIEM that are thoroughly investigated in a work-shift
by analysts and the remainder that is not properly analyzed constitutes the risk. It is
to be reminded that the significant alerts constitute about 1% of all alerts issued by the
IDS or SIEM after analyzing sensor data. Therefore, the objective of a cyber-defense
organization is to minimize risk, which is to minimize the number of significant alerts
that were not properly analyzed or unanalyzed. Risk can be stated as follows:

Risk% = 100 — Alert Coverage% )

2.3.1. Computational Complexity and Risk as an Upper Bound. In the following section, the
paper explains that for the optimization model, risk is used as a constraint with an
upper bound instead of being a direct objective of the optimization algorithm. In this
research, risk is proportional to a combination of factors, including the number of an-
alysts, their experience mix, analyst’s shift and days-off scheduling, and their sensor
assignment in a work shift. Hence, scheduling cybersecurity analysts is a critical part
of cybersecurity defense. For the cybersecurity alert analysis process described above,
it is imperative to have an efficient cybersecurity analyst scheduling system, which in
turn will minimize risk. The requirements of such a system can be broadly described
as follows. The cybersecurity analyst scheduling system,

(1) shall ensure that risks due to threats are maintained at the minimum,
(2) shall ensure that an optimal number of staff is available and are optimally allo-
cated to sensors to meet the demand to analyze alerts,
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(3) shall ensure that a right mix of analysts are staffed at any given point in time, and
(4) shall ensure that weekday, weekend, and holiday schedules are drawn such that it
conforms to the working hours/leave policy of the organization.

The optimization model uses a mixed-integer programming formulation. Integer
programming problems belong in general to the NP-complete class because the fea-
sible region is not a convex set. The closest known algorithms for our problem are a
quadratic Assignment problem (QAP), Generalized Assignment Problem (GAP) or a
Bipartite Matching Problem which are known to be NP-hard. In those problems, every
job is assigned to only 1 agent. In our case, it is many to many, which is even harder
than GAP. Since there is no known provably efficient algorithm to reduce our problem
polynomially and the closest ones given above are NP-hard, our problem is at least
NP-hard. For example, if there are ¢ sensors and j analysts, and multiple sensors can
be assigned to an analyst and vice versa, the complexity is of the order O(2%*/). Since
the number of discretizations of the feasible solution space can lead to a large number
of solutions, the sensor-to-analyst optimization problem is NP-hard to be solved opti-
mally. Even if some allocations are infeasible, it is still computationally impractical
to evaluate the remaining feasible allocations and determine the optimal allocation of
sensors to an analyst. The mixed-integer optimization problem with risk minimization
as the direct objective will continue to search the solution space for the best solution
that has the lowest risk by starting the search from an initial solution, which in turn
would become computationally expensive. Furthermore, while searching for a solution
that has the lowest risk, there is a high potential to increase the number of analysts,
which could become prohibitively expensive for the organization. Also, the direct min-
imization of risk approach is not scalable as the number of sensors and analysts are
increased.

Metaheuristics provide an important alternative to solve the NP-hard class of prob-
lems [Talbi 2009]. By setting an upper bound for risk, the optimization problem can
be solved faster using metaheuristic techniques such as genetic algorithm. Using a
heuristic search, several solutions can be initially tested to determine a set of feasi-
ble solutions that meet the risk upper bound. Then the search can both diversify and
intensify iteratively to obtain several sets of feasible solutions that have lower num-
ber of analysts, and among those feasible solutions the algorithm will choose the ones
with a lower risk than the previously obtained solutions while keeping the risk below
the pre-set upper bound. Thus, the optimization will minimize both the total num-
ber of analysts in the organization and risk subject to the constraints imposed by the
risk upper bound, analyst utilization, and those by the system resources. The above
heuristics approach is computationally both viable and faster, and the search can be
terminated using a stopping criteria. It should be noted that optimality can be proved
with NP-hard problems solved using heuristics, however, good-enough solutions can
be obtained.

The relationship between risk and available resource (cybersecurity analysts) can be
understood from Figure 2. The trivial regions are those where either there is too much
resource (very low risk) or too little resource (very high risk) wherein any amount
of optimal scheduling will not significantly affect the risk levels. Optimal scheduling
gains importance only when there is just enough resource that must be managed well
for reaching the lowest possible risk. Two types of models can be studied from Fig-
ure 2. First, given a certain available cybersecurity analyst resource (i.e. number of
analysts, experience mix, and sensor-to-analyst allocation), a simulation model can be
constructed to evaluate the risk for a given significant alert generation rate. This is de-
picted from C — D. However, several simulations will be needed to measure the risk
associated with different combinations of the available cybersecurity analyst resource
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by varying the number of analysts, experience mix, and sensor-to-analyst allocation.
Such simulations are computationally impractical to implement on a large-scale to
determine the best sensor-to-analyst allocation and the right analyst expertise mix.
The second model is an optimization model in which an optimal cybersecurity analyst
schedule is obtained after determining the optimal number of analyst, right experi-
ence mix, and optimal sensor-to analyst allocation for a given upper bound on the risk
level and for a given significant alert generation rate. This is depicted from A — B in
Figure 2. The output of the optimization model can then be used to generate the shift
and days-off schedule for the analysts.

In summary, the paper presents an optimization algorithm framework that meets
the above system requirements and delivers an optimal cybersecurity analyst sched-
ule that maintains risk at or below a certain pre-determined risk level under a given
set of system imposed parameters and constraints. The optimal cybersecurity analyst
schedule is drawn after the optimization algorithm determines the number of analyst,
experience mix, and sensor-to analyst allocation. Next, the paper presents some of the
related literature in cybersecurity analyst scheduling.

3. RELATED LITERATURE

Intrusion detection has been an active area of research for over three decades [North-
cutt and Novak 2002; Di Pietro and Mancini 2008]. Much of the work has focused on
developing automated techniques for detecting malicious behavior. Because the num-
ber of alerts generated by intrusion detection sensors is very large, a great deal of
effort has been devoted to developing automated alert reduction techniques. Indeed,
there are open source [Paxson 1999] and commercially available [Zimmerman 2014]
Security Information and Event Management (SIEM) tools that take the raw sensor
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data as input, aggregate and correlate them, and produce alerts that require remedia-
tion by cybersecurity analysts.

The paper differs from the above literature by taking the position that cybersecurity
analysts should also be viewed as a resource that must be allocated to sensors in an
optimal way that minimizes risk while meeting the resource constraints. It develops a
generic optimization algorithm that provides the flexibility to schedule the cybersecu-
rity analysts for a given number of sensors, an experience mix that the organization
desires, and a pre-set risk level that serves as an upper bound for risk mitigation. The
algorithm will allocate L1, L2 and L3 analysts to sensors with L3 analysts being as-
signed to more sensors than L2 analysts, and L2 analysts assigned to more sensors
than L1 analysts. Furthermore, the generic nature of the simulation model provides
the flexibility to perform several sensitivity analyses of its parameters such as varying
the alert generation rate, the experience mix that is desired, the number of sensors,
and time taken to analyze the alerts for different experience categories of the analysts.

4. MODEL PARAMETERS

This section presents the details of the model parameters of the cybersecurity analyst
resource allocation model, which is presented in the next section. In the following,
the fixed input parameters, system-requirement parameters, decision parameters, and
underlying assumptions of the resource allocation model are presented.

4.1. Fixed Parameters

Several input parameters are maintained fixed for the optimization model. The num-
ber of sensors, average alert generation rate from the sensors, which follows a Poisson
or uniform distribution, and analyst characteristics are kept fixed during the execu-
tion of the optimization model. The analyst characteristics consists of the following
components: analyst availability (binary indicator variable), analyst experience level,
number of sensors allocated to an analyst, which depends on their experience, and
time taken to analyze an alert for a given level of analyst experience. The paper uses
three levels of analyst experience as given below.

(1) L3- senior analyst. L3 analysts are assigned 4-5 sensors and they and can handle
on average 12 alerts per hour (5 min/alert).

(2) L2-intermediate analyst. L2 analysts are assigned 2-3 sensors and they can handle
on average 7-8 alerts per hour (8 min/alert).

(3) L1- junior analyst. L1 analysts are assigned 1-2 sensors and they and can handle
on average 5 alerts per hour (12 min/alert).

4.2. System-Requirement Parameters

The cybersecurity analyst allocation model must meet the following system require-
ments.

(1) The system must minimize risk (maximize alert coverage by analysts). For the
optimization model, an upper bound on risk is specified as a constraint.

(2) Analyst utilization must exceed 95%, which is added as a constraint to the opti-
mization model. This is computed based on the amount of time an analyst is idle
during the shift. This allows the optimization algorithm to allocate enough sensors
to analysts based on their experience level (L1, L2, or L3) and alert generation
rates, such that they are all highly utilized.

(3) The desired mix of expertise level among analysts for an organization must be
specified such as 20-40% L1, 30-50% L2, and 30-40% L3 level analysts to facilitate
training of juniors and providing career opportunities such as promotions within
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an organization. This will prevent the optimization model to pick all L3 level ana-
lysts who are the most efficient in examining the alerts.

4.3. Decision Parameters

The decision parameter of the optimization model is the analyst-to-sensor allocation
that satisfies the system-requirement and adheres to the characteristics set by the
fixed parameters of the model. The assignment can be envisioned as a matrix of 0's
and 1's where the rows represent analyst identity and columns represent sensor iden-
tity (see Tables IV-VI). Also, '1' means that a sensor has been assigned to an analyst,
and '0’ otherwise. From this allocation matrix, the number of analysts at each level of
expertise that are needed per day can be derived.

4.4. Model Assumptions
The assumptions of the optimization model are as follows.

(1) All alerts that were thoroughly investigated were also accurately categorized.
Hence, false positives and false negatives are not modeled in this paper.

(2) An analyst's average service time to investigate an alert can either remain fixed as
given under the fixed parameters above or be allowed to change by drawing from a
distribution such as Poisson or Uniform.

(3) Analysts work in two 12-hr shifts, 7-AM-7PM and 7PM-7AM. However, the opti-
mization model can be adapted to 8 hr shifts as well.

(4) At the end of the shift all analysts must complete the last alert that they are in-
vestigating even if there is a small spillover of their time into the next shift. This
could result in analyst utilization to exceed 100%. However, no new alert will be
taken up by an analyst once their shift time is completed.

(5) When a group of analysts are allocated to a group of sensors by the optimization
algorithm, the alerts generated by that group of sensors are arranged in a single
gueue based on their arrival time-stamp, and the next available analyst within
that group will draw the alerts from the queue based on a first-in-first-out rule.

(6) Based on experience, an analyst spends, on average, about the same amount of
time to investigate alerts from the different sensors that are allocated, which can
be kept fixed or drawn from a probability distribution.

(7) Analysts of different experience levels can be paired to work on a sensor.

(8) Significant alerts are generated from a distribution such as Poisson or Uniform.
The paper uses an average alert generation rate, and on some days the alert rate
will be above average and on others below average. The average number of alerts
generated per sensor is kept equal and fixed throughout the day for all sensors.
However, the model can be adapted easily to the situation where the average num-
ber of alerts generated per sensor is unequal but fixed throughout the day. It should
be noted that as alert rates increase beyond the analyzing capacity of the work shift
then the risk will also increase for that shift. For a dynamic alert generation rate
that changes by the hour, a control-theoretic approach to optimization with future
workload prediction is required, which is one of the future works of this research.

(9) The optimization model is run for 24-hrs to determine the sensor-to-analyst alloca-
tion for that day. Simulation statistics on risk and analyst utilization are calculated
at the end of the 24-hr day.

(10) Writing reports of incidents and events during shifts is considered as part of alert
examining work, and the average time to examine the alert includes the time to
write the report.
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Fig. 3. Analyst resource allocation model.

5. CYBERSECURITY ANALYST RESOURCE ALLOCATION MODEL

This section presents the details of the cybersecurity analyst resource allocation model.
The framework of the model is provided in Figure 3. The optimization model is run
for a 24-hr period over several iterations to determine the best solution for sensor-to-
analyst allocation and the right mix of analyst expertise under a given set of model
parameters and system constraints. The analyst resource allocation model consists of
three modules: the optimization, the scheduler and the simulation module.

5.1. Optimization Module

The optimization problem is modeled as a mixed-integer programming algorithm and
is solved using genetic algorithm heuristics [Winston 2003], [Goldberg 1989], [Holland
1975]. The optimization module receives the fixed inputs and system requirements as
specified in the previous section. The objective of the optimization model is to mini-
mize both the number of analysts needed and risk subject to the constraints on ana-
lyst utilization, upper bound on risk, system constraints on analyst workload, and the
desired experience level mix that is specified by the organization. The optimization
algorithm begins with the assumption that a large number of analysts are available at
each experience level, among which the minimum number will be selected such that
the constraints are met. As explained earlier, the solution to the optimization model
using heuristics search approach will seek the best solution that has the minimum
number of analysts, and among several feasible solutions it will choose the one that
has smallest risk under the given risk upper bound.

Define n € N, where N is the number of sensors in the system, and n is the sensor
identity. Let A, B, C represent the number of analysts of type L1, L2 and L3 respec-
tively that are needed in a 24 hr period (1 day) such that their upper bound is given by
max(A) = max(B) = max(C) = N,anda € A, b € B, ¢ € C where {a,b, ¢} represent an-
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alyst identity. The upper bound assumes that the maximum number of analysts in any
expertise category will be N. The upper bound serves as an input parameter that can
be adjusted, and is used to initiate the algorithm for solving the optimization. Define
zqn = 1 if analyst a from type L1 is allocated to sensor n, and 0 otherwise. Similarly,
define z, and z., for analyst type L2 and L3 respectively. Also, define z, = 1 if an-
alyst a from type L1 is allocated to any sensor n, and 0 otherwise. Similarly, define x,
and z. for analyst type L2 and L3 respectively.
The objective function can be defined as follows

A B c
Z =Min {A+ B+ C} = Min <Zxa+2xb+2xc> (2)
a=1 b=1 c=1

where Z is the total number of analysts needed per day in the organization, and

N

Ty = 1 if Zma,nzl Ya 3)
n=1

= 0 otherwise 4)

The above equation can be written in a linear form as follows

N
> Zan < Nz, (5)
n=1

Similar equations are written for z;, and z..

The constraints on the number of sensors allocated to an analyst are given as follows.
Define L, and U, as the lower and upper bound for the number of sensors that can be
allocated to type L1 analyst. Then

N
Lo <Y @an <U, Ya (6)

n=1

Similar constraints as in (6) are written for L2 and L3 analysts respectively.

The constraint on the proportion of analysts with different expertise level in an or-
ganization is modeled as follows. Define L 4, and U4 as the lower and upper bound for
the proportion of L1 type analyst in the organization. Then it follows that

A B c A A B c
La <Zma+2xb+2xc><ZxQ<UA <Zxa+2xb+2xc> Ya 7
a=1 b=1 c=1 a=1 a=1 b=1 c=1

Similar constraints as in (7) are written for L2 using L and Up, and for L3 using L¢
and U¢ analysts respectively.

Define M as the total number of significant alerts generated by N sensors. Define
p as the upper bound on risk (%) that the cybersecurity system can tolerate, where
risk % is defined as the proportion of significant alerts that were unanalyzed or not
thoroughly analyzed. Therefore, p = 0% means that all the significant alerts must be
thoroughly investigated.

Define t,, t;, and t. as the average time (in hours) taken by an analyst with L1, L2,
and L3 level experience respectively to analyze an alert. Define m ,,, my , and m ,
be the number of significant alerts analyzed by analyst {a,b, ¢} respectively who are
allocated to sensor n. Then it follows that

A N B N C N
ZZma,n+ZZmb,n+Zch,nz(1—1%0)M ®)

a=1n=1 b=1n=1 c=1n=1
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Analysts are turned on 1’ or off ‘0’ with a 0-1 variable Z, to indicate whether they
are available in a shift or not. When the shift is over their status is turned off so that
no new alerts are analyzed by them. Also with a 0-1 binary variable an analyst status
in a shift is indicated as busy '1’ and idle '0’. An idle status occurs when the queue of
alerts waiting for investigation is empty. If the queue is nonempty then the analyst will
immediately pull an alert from the queue for investigation as soon as the investigation
of the current alert is completed. As per the model assumptions, since an analyst of
a certain experience level spends, on average, the same amount of time on any alert
from any sensor that is allocated to them, the total time spent by an analyst « is given

by

N
T, =ZTotaxa Z Ma,n Va 9)

n=1

If the average time (in hours) taken by an analyst with L1, L2, and L3 level experience
respectively to analyze an alert varies by sensor n then the total time spent by an
analyst «a is given by

N
Ty =Z1oxq Z ta,nMa,n Va (10)

n=1

where t, , is the average time taken by analyst type L1 to investigate alert from sensor
n.
Consequently in a 24 hr day, the analyst utilization (> 95%) constraint is given by

T,/24 > 0.95 Va (11)

Similar constraints as in Equation (9) or (10), and (11) are written for L2 and L3 an-
alysts respectively. It should be noted that all calculations are done per day (24-hr
period). Since analysts work in 12-hr shifts as per the model assumptions, the opti-
mization solution for the number analysts will be doubled to get the required number
of analysts for a day.

The main solution output from the optimization problem is the sensor-to-analyst
allocation for L1, L2, and L3 type analyst, =, ,, 3, and z., respectively. From this
solution, the number of analysts with different experience levels to be hired in a day
can be derived using Equation (3)-(5). The main solution vector from the optimization
algorithm is a string of binary values, which is represented as follows

o= {xa,nw"7$A7N;xb,n;-"axB,N;xc,nw"axC,N}a (12)
where
a={1,...., A} b={1,...,B},e={1,...,C},n={1,...,N},{Zan, To.n, Ten} € (0,1).
(13)

1 can also be represented in a matrix form in the final output with sensor identity
as columns and analyst identity as rows (see Tables IV-VI).

For large numbers of sensors and analysts, solving the mixed-integer programming
formulation using techniques such as brand-and-bound and cutting-plane methods is
computationally prohibitive due to the NP-hard nature of the problem. Hence, the
optimization problem to determine a good-enough feasible sensor-to-analyst alloca-
tion that meets the constraints of the model is solved using genetic algorithm - a
well-known population metaheuristics technique. Several initial feasible solutions p
(as in Equation 12) are generated and evaluated, and the genetic algorithm would

ACM Transactions on Intelligent Systems and Technology, Vol. x, No. x, Article xx, Publication date: January 2015.



xx:14 R. Ganesan et al.

further generate and evaluate new solutions (off-springs) using crossover and muta-
tion[Goldberg 1989]. The algorithm applies k-point or uniform crossover to two solu-
tions and a mutation (bit flipping) to randomly modify the individual solution contents
to promote diversity. The crossovers and mutations are done independently for L1, L2,
and L3 level analysts (different segments of Equation (12) that refers to each analyst
level). After evaluating the objective function, the most promising subset of parents
and offsprings are carried forward into the next generation (iteration). Replacement
is done wherein the off-springs systematically replace the parents. For solutions with
identical objective function (total number of analyst in each expertise level) but a dif-
ferent sensor-to-analyst allocation, the tie is broken by choosing solutions that have
the lowest risk. The above not only provides feasible solutions that keep risk under
the given upper bound but also provides the best allocation (found so far) that has
the lowest risk. The genetic algorithm is terminated (stopping criteria) after a certain
number of iterations show no improvement over the existing best solution that has
been found. The steps of the optimization algorithm are given in Algorithm 1.

5.2. Scheduler Module

The input to the scheduling module is the number of L1, L2, and L3 level personnel
needed per day {A, B,C}, which is derived from the sensor-to-analyst allocation per
day. It is to be noted that the optimization algorithm is solved over a 24 hr period and
the values of { A, B, C'} are the number of analysts of type L1, L2, and L3 respectively
needed per day. A feasible days-off scheduling can be derived based on the following
constraints.

(1) Each analyst gets at least 2 days off in a week and every other weekend off.

(2) An analyst works no more than 5 consecutive days.

(3) An analyst works 80 hrs per two weeks counted over 14 consecutive days between
a Sunday and a Saturday. Both 12 hr and 8 hr shift patterns are allowed.

The objective of the scheduler algorithm is to find the minimum number of employ-
ees that must be in the organization in order to meet the daily demand and personnel
work schedule preferences. A cyclic days-off staffing algorithm is presented below in
Algorithm 2. Several other workforce scheduling algorithms are available in the liter-
ature and the details of the cyclic days-off staffing algorithm that is used in this paper
are available in [Pinedo 2009]. The inputs to the cyclic days-off staffing algorithm are
1) types of days-off schedules, which is represented as the matrix Y given below, and 2)
staffing requirements per day {A, B, C'} for each type of L1, L2, and L3 level employee
respectively, which is obtained from the optimization module.

For a 12 hr-shift per day, the Y matrix that satisfies the above constraints is given in
Table I1. In the Y table, '0’ represents days-off and '1’ for days-on. For a 12 hr-shift per
day, an employee has to work for 7 days in a 14 day period from a Sunday to Saturday
with one of the 7 days for only 8 hours. Each column in the table represents a daily
pattern of on and off days. For example, in Y, columns 1 and 2 represent first and
third weekend off, whereas columns 3 and 4 represent second weekend off. Define y =
Y1, .- .,y to be the number of employees of a certain level of expertise that are assigned
to pattern k. Create a one-column matrix d, that represents the number of employees
of a certain analyst type needed per day of the week such that the number of rows of d
match the number of rows of matrix Y. The values of d is the value of {A, B, C} for L1,
L2, and L3 analyst respectively, which is obtained from the optimization algorithm.
The values of d may or may not be all the same because the number of employees
needed per day of the week could vary. The integer programming formulation to solve
for the decision variables y1, . .., yx is as follows
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ALGORITHM 1: Genetic Algorithm for Optimization

Input: Number of sensors N, maximum number of analysts of type L1, L2 and L3
maz(A) = maz(B) = maz(C) = N, total number of significant alerts generated M,
upper bound on the risk % that the cybersecurity system can tolerate p, the lower and
upper bound for the number of sensors that can be allocated to an analyst L, and U,,
Ly,and U, , and L. and U. , the average time (in hours) taken by an analyst with L1, L2,
and L3 level experience t,, t,, and t. respectively, analyst utilization requirement (95%),
and the lower and upper bound for the proportion of L1, L2, and L3 analysts in the
organization L4 and Ua, Lg and U, and L¢c and Uc respectively.

Output: The number of analysts of L1, L2, and L3 type A, B, C respectively, sensor-to-analyst
allocation for L1, L2, and L3 type analyst x4 ., s », and z., respectively, the number
of significant alerts analyzed by analyst mq,,, ms,», and m.,, and the total time spent
by an analyst while engaged in alert investigation during a day (24 hr period) T, T3,
and T..

Step 0: Initialize a population of 1 individuals (parents)

Step 1: Evaluate p individuals (parents)

for each y, do

check number of sensors allocated to analyst constraints (Equation 6);
check analyst proportion constraints (Equation 7);
retain only feasible p individuals;

end

Step 2: Evaluate the feasible x4 individuals

timeindex = 0;

repeat

for each feasible 1 do
Generate and queue the alerts;
Analyze alerts using a first-in-first-out rule;
Calculate total time that an analyst was engaged using Equation 9;
timeindex ++ (1 hr time steps);
end
until timeindex = 24;
for each feasible . do
if Risk < p (Equation 8) and analyst utilization > 95% (Equationl1l);
then
Retain those p individuals;
Obtain number of analysts, Equation 3;
Obatin objection function, Equation 2;
Store the individual from p that corresponds to the best objective function;
end

end

Step 3: Continue the search for the optimal solution

repeat

Generate A offsprings from p parents;

Evaluate the X\ offsprings using Step 1 and Step 2;

Replace the population with p individuals selected from the original parents and new
offsprings;

Continue the search;

until Stopping Criteria;

return Best individual among all 1 and X\ (sensor-to-analyst allocation), and the optimal values

of {4,B,C}
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Table Il. Y matrix of feasible 12
hr schedules with every other

weekend off
S o011
S o/0|0]|1
M[1]0[1]1
T 11|11
WI[1]1[0]O0
T of[1]0]1
F o010
S of1]0]O
S 1/0[0]O
M|lO0|1[|1]1
T o111
WI[l1]0[1]1
T 1[/0|1]0
F 1[1]07]O0
S ojl0jO0]|O
S o011

ALGORITHM 2: Cyclic Days-Off Staffing Algorithm

Input: Days-off pattern Y, and the number of analysts of L1, L2, and L3 type A, B, C
respectively.
Output: For a given type of analysts from L1, L2, and L3, days-off schedule patterns and the
number of personnel who follow that pattern, § = y1,...,yx.
Step 0: Select an analyst category to schedule and set values of d = A or Bor C
Step 1: Solve a linear programing (LP) relaxation
for each d, do
Solve a LP relaxation of Equations 14 and 15;

Obtain solution 31, ..., yk;
if y1,..., 4% = Integers then
STOP;
else
add

yit, YR SV, YR
solve LP relaxation again;

end
end
return y, ..., yr and corresponding days-off patterns.
subject to
Yy >d (15)
y>0 (16)

The above integer program is executed separately for each analyst type L1, L2, and
L3. The integer programming formulation can be solved optimally. It should be noted
that the number of possible patterns in Y is quite large that satisfy the constraints
given above. Therefore, a days-off scheduling heuristic can also be used to solve the
scheduling model [Pinedo 2009].

ACM Transactions on Intelligent Systems and Technology, Vol. x, No. x, Article xx, Publication date: January 2015.



Optimal Scheduling of Cybersecurity Analysts for Minimizing Risk xx:17

ALGORITHM 3: Simulation Algorithm to Calculate Risk and Analyst Utilization

Input: Number of sensors N, the number of analysts of L1, L2, and L3 type A, B, C
respectively, sensor-to-analyst allocation for L1, L2, and L3 type analyst z 4, xs », and
Ze,n respectively, total number of significant alerts generated M, the average time (in
hours) taken by an analyst with L1, L2, and L3 level experience t,, t,, and .
respectively.
Output: 95% confidence intervals on risk p%, analyst utilization in % the number of significant
alerts analyzed by analyst mq,,, ms,», and mc, and the total time spent by an
analyst while engaged in alert investigation during a shift T, T3, and T..
Step 1: Simulate a day’s alert investigation by analysts
timeindex = 0;
repeat
for a given sensor-to-analyst allocation do
Generate alerts using a probability distribution and queue them based on arrival time;
Analyze alerts using a first-in-first-out rule;
Calculate total time that an analyst was engaged using Equation 9;
timeindex ++ (1 hr time steps);
end
until timeindex = 24;
Calculate Risk by using left side of Equation 8 and dividing by M, and substituting the result
in % into the right side of Equation 1;
Calculate analyst utilization using left side of Equation11;
Step 2: Replicate the simulation to calculate confidence intervals on risk and analyst utilization
repeat
Step 1 using newly generated alerts from the probability distribution;
Continue calculating and storing the risk and analyst utilization for each simulation run;
until the number of simulation replications have been completed;
return Confidence interval on risk and analyst utilization

5.3. Simulation Module

The simulation module is used to validate the output of the optimization and the sched-
uler module. The simulation algorithm is presented under Algorithm 3. It is also used
as a stand-alone module to perform sensitivity analysis. The inputs to the simulation
module are as follows.

(1) Number of sensors, alert characteristics such as alert generation rate for the sen-
sors,

(2) Analyst characteristics such as time taken to analyze an alert based on the expe-
rience,

(3) Number of analyst and sensor-to-analyst allocation for a given day, which are the
outputs of the optimization model,

(4) The shift and days-off schedule for analysts, which are the outputs of the schedul-
ing model,

(5) The assumptions of the optimization model that are also valid for the simulation
model as well.

The outputs of the simulation model measure the utilization of each analyst per shift
per day and the goodness of the cybersecurity analyst allocation model in terms of
the risk. The alert generation is done using a probability distribution such as Poisson
or uniform for the arrival of the alerts. The simulation module is run several times
to obtain 95% confidence intervals on the overall utilization and the risk level that
can be attained for a given sensor-to-analyst allocation that was determined by the
optimization module.
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5.3.1. Sensitivity Analysis. The simulation model can be used to perform stand-alone
sensitivity analysis on the model parameters. For example, the alert generation rate,
sensor-to-analyst allocation policy, number of sensors, and proportion of experience
level mix among the analysts are varied to see the effects on both individual utiliza-
tion of analysts and the overall risk level of the system. A design of experiment study
is conducted to study the effects of varying the number of sensors, alert generation
rate, and the number of personnel. Also, a baseline model (today’s sensor-to-analyst
allocation) executed via simulation can be compared to that of the optimization model
in which both analyst utilization and the overall risk level can be measured. The next
section presents the results from the simulation, optimization, and scheduling models
along with sensitivity analysis.

6. RESULTS

The following section first presents the results of the stand-alone simulation studies
that were performed to obtain several useful insights about the cybersecurity analyst
scheduling problem. These insights were then used in the development of the optimiza-
tion model, which was further validated using simulation. A sample days-off schedule
is presented for the 10 sensor - 5 (L3 level) analyst optimization model results. A sep-
arate section provides the results from the design of experiments study that analyses
the sensitivity of the modeling parameters. A summary of all the experiments is pro-
vided in Table 111, which were conducted with both uniform and Poisson distribution
for the average alert generation rate per sensor.

6.1. Results from Simulation Studies

The first stand-alone simulation study was conducted with 10 sensors. Two types of
analyst experience-level mix were studied - 1) all employees are highly trained (L3
level) before they are assigned to the 10 sensor(s), and 2) the analyst group has a
mix of 40% L1, 30% L2 and 30% L3 level analyst who work on the 10 sensors. Three
types of sensor-to-analyst allocation strategies were studied: 1) one-on-one allocation,
2) multiple sensors to analysts (L1 analyses 1-2 sensors, L2 analyses 2-3 sensors and
L3 analyses 4-5 sensors), and 3) all analysts were assigned all sensors. The final vari-
ation was in the total number of analysts in which two levels were studied - with 10
(10 L3 vs 4-L1, 3-L.2, 3-L3) and 5 (5 L3 vs 2-L.1, 1-L2, 2-L.3) analysts respectively.

Tables IV-VIII provide the data for the above simulation studies with 10 analysts.
The Tables IV- VI provide the sensor-to-analyst allocation for the three cases: Case 1)
one-on-one allocation, Case 2) multiple sensors to analysts (L1 analyses 1-2 sensors,
L2 analyses 2-3 sensors and L3 analyses 4-5 sensors), and Case 3) all analysts were
assigned all sensors. Tables VII-VIII provide the time taken in hours by the analyst
to investigate an alert from a given sensor based on their training. Table VII provides
time to analyze data of 10 highly trained analysts (L3 level), however, they are trained
only on one specific sensor because training all analysts on all sensors is impractical
to implement. Table VIII provides time to analyze data of 40% L1, 30% L2 and 30%
L3 level analysts who work on the 10 sensors. Note that the L3 level analysts take
less time than L2, and L2 take less time than L1. This data was obtained based on
the information on analyst workload given under the fixed parameters section of the
paper. A similar set of tables were created for the five analyst scenario.

The significant alert generation rate was 1% of the entire alerts generated. Each
sensor is said to generate about 15000 alerts per day and 1% (approx. 150) are deemed
to be significant, which must be analyzed by a cybersecurity analyst. The remaining
alerts are considered insignificant. Therefore, the average significant alert generation
per hour was taken to be 6.5. A uniform distribution (U(0,13)) and a Poisson distribu-
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Table Ill. Summary of Experiments.

xx:19

Simulation
- - - - Number of | Analyst to sen-
Experiment Sensor to analyst allocation Expertise mix sensors sor ratio Results
1 Case 1: one-one-one (Table 1V) All L3 10 1 Table IX
2 40% L1, 30% L2, 30% L3 10 1 Table IX
3 Case 2: multiple sensors to analysts (Table V) | All L3 10 1 Table IX
4 40% L1, 30% L2, 30% L3 10 1 Table IX
5 Case 3: all sensors to all analysts (Table VI) All L3 10 1 Table IX
6 40% L1, 30% L2, 30% L3 10 1 Table IX
7 Case 1: one-one-one (Table 1V) Not applicable 10 0.5 Table X
8 Not applicable 10 0.5 Table X
9 Case 2: multiple sensors to analysts (Table V) | All L3 10 0.5 Table X
10 40% L1, 30% L2, 30% L3 10 0.5 Table X
11 Case 3: all sensors to all analysts (Table VI) All L3 10 0.5 Table X
12 40% L1, 30% L2, 30% L3 10 0.5 Table X
Design of Experiment
10, 25, 50, | 0.5, 0.6, 0.75, | Table XI and
- . 0, 0, 0, ’ ’ 1 1 1 ,
13-35 Case 3: all sensors to all analysts 40% L1, 30% L2, 30% L3 75,100 091 Table XII
Optimization
Experiment Sensor to analyst allocation Expertise mix SNet:]rSnObresr of Risk Results
Table  XIII
0, 0,
36 -38 Optimization output All L3 10 5%, 25%, and and Table
45% X1V
L 20-40% L1, 30-50% L2, and 5%, 25%, and | Table XV and
39-41 Optimization output 30-40% L3 10 45% Table XVI
o 25. 50, 75, Table XVII
42 - 49 Optimization output All L3 5%, 25% and Table
100
XVIII
Table XVII
L 20-40% L1, 30-50% L2, and | 25, 50, 75,
50 - 57 Optimization output 30-40% L3 100 5%, 25% )a(r\1/o:” Table
Validation
58 - 61 Optimization output Optimization output igo 50, 75, Sl'ﬁ[k Isan out | rapie x1x
Scheduling
62 Optimization output All L3 10 Number of An- 0 wx

alysts = 10

Table IV. One-on-one sensor-to-analyst allocation

Sensor —- [ 1|2 |3 |4 |5|6 7|89
Analyst |
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Table V. Multiple sensor-to-analyst allocation

Sensor —- |1 |2 |3|4|5|6|7]|8
Analyst |
1
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Table VI. All analysts can analyze all sensors
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Table VII. Time taken in hrs to analyze an alert. Analysts are highly trained on

one sensor
Sensor — | 1 2 3 4 5 6 7 8 9 10
Analyst |

1 0109|0909 |09|09|09]|]09]|09] 09
2 09(01|{09[09|09|09|09]|]09]|09] 09
3 09{09|01[09|09|09|09]|]09]|09] 09
4 0909|0901 |09|09|09]|]09]|09] 09
5 0909|0909 |[01]09]09]09]09]09
6 0909|0909 |09|01|09]|]09]|09] 09
7 0909|0909 |09|09|01]|]09]|09] 09
8 0909090909 |09|09]|]01]|09] 09
9 0909|0909 |09|09|09]|]09]01] 09
10 090909090909 ]09]09]09]01

Table VIII. Time taken in hrs to analyze an alert. Analysts with a mixed level of expertise

Sensor — | 1 2 3 4 5 6 7 8 9 10
Analyst |

L3 0.1 0.09 | 0.08 | 0.11 0.1 0.09 | 0.08 | 0.07 | 0.09 0.1
L3 0.1 0.08 | 0.11 | 0.11 0.1 0.09 | 0.09 | 0.08 | 0.09 0.1
L3 0.09 | 0.09 | 0.08 | 0.08 0.1 0.08 | 0.08 | 0.07 0.1 0.1
L2 0.13 | 0.14 | 015 | 0.13 | 0.12 | 0.14 | 0.15 | 0.12 | 0.12 | 0.13
L2 0.14 | 0.14 | 024 | 0.13 | 0.24 | 0.14 | 0.15 | 0.13 | 0.14 | 0.13
L2 0.13 | 0.14 | 015 | 0.13 | 0.12 | 0.12 | 0.15 | 0.12 | 0.12 | 0.13
L1 0.2 0.21 | 0.23 | 0.19 | 0.18 0.2 0.21 | 0.19 | 0.18 | 0.19
L1 0.2 0.21 | 0.23 0.2 0.18 0.2 0.22 0.2 0.19 | 0.19
L1 019 | 021 | 023 | 0.19 | 0.18 | 0.19 | 0.21 | 0.19 | 0.18 | 0.19
L1 0.2 0.2 0.23 0.2 0.18 0.2 0.21 | 0.19 | 0.18 | 0.19

ACM Transactions on Intelligent Systems and Technology, Vol. x, No. x, Article xx, Publication date: January 2015.



Optimal Scheduling of Cybersecurity Analysts for Minimizing Risk xx:21

Table IX. Risk and analyst utilization for 10 sensors and 10

analysts
Risk in % Casel | Case2 | Case3
10-L3 level analystsonly | 2.2 60.9 82.4
4-11, 3-L.2, 3-L.3 15.3 24 2.2
Analyst Utilization in %
10-L3 level analystsonly | 76.1 102.7 103.0
4-11, 3-L.2, 3-L.3 89.5 98.4 99.4

Case 1: One-on-one sensor assignment.
Case 2: Multiple sensors to analyst.
Case 3: All analysts can work on all sensors.

tion (P(6.5)), was used to generate the significant alerts per hour for this study. The
results below are presented for the uniform distribution.

Table I1X presents the results of the first simulation study with 10 sensors and 10
analysts with varying proportions of experience and allocation strategy. The average
values of overall risk and analyst utilization are presented from 50 simulation runs.
First, the observations when all 10 analysts are at L3 level are presented. It is ob-
served from Table IX that the one-on-one analyst-to-sensor allocation (Case 1) with
all L3 level analysts is ideal to achieve the lowest risk of 2.2 %, however, the average
analyst utilization is about 76.1%. This allocation strategy is certainly inefficient be-
cause the analysts are not being fully utilized, but more importantly, it is impractical
to have as many analysts as the number of sensors. In Case 3, the risk level is very
high (82.4%) when analysts are allowed to work on all sensors, which is also evident
in Table VII where analysts take more time to analyze alerts from sensors that they
are not trained on. It is also impossible to train all analysts on all sensors. In Case
2, highly trained analysts work on multiple sensors but they are trained on only one
of them. The strategy helps to increase their utilization but the risk level was high
at 60.9%. The utilization was very high with numbers around 100%. Some of the uti-
lization numbers are above 100%. This is because the analyst would finish the alert
investigation that is on-going even if their shift time has ended. So they tend to stay
a few minutes longer. Hence, the ratio of the time the analyst was utilized to the total
length of their shift time could exceed 1. At the moment it is assumed that analysts
immediately pick up the next alert in the queue as and when an on-going alert has
been investigated. If no alert is available then the analyst would be idle. Personal
break times are not modeled although a few breaks can be easily introduced in the
simulation by adding scheduled analyst down-time.

Second, results from Table IX when there is a mix of analysts experience such as 4-
L1, 3-L2, 3-L3 are presented. It can be observed that the one-on-one allocation (Case 1)
is a poor strategy because allocating a dedicated sensor to a junior analyst will result is
many unanalyzed alerts due to the slow pace of work. This resulted in a risk of 15.3%.
Having everyone work on all sensors (Case 3) was found to be the best strategy but it
is impractical to train everyone on every sensor. Hence, the strategy that is viable and
makes the most sense is to have a mix of analyst experience (Case 2) and train them
on a set of multiple sensors by following the rule in which L1 analyses 1-2 sensors, L2
analyses 2-3 sensors and L3 analyses 4-5 sensors. The average risk level is 2.4% and
the overall average analyst utilization is about 98.4%.

It is observed that Case 2 in Table IX still has equal number of analysts and sen-
sors, which is a very expensive strategy, hence, not very realistic to implement. In the
following simulation study, all the parameters of the above simulation were held con-
stant with the only change in the number of analysts from 10 to 5. Table X presents
the results of the second simulation study with 10 sensors and 5 analysts. The one-on-
one allocation strategy is not applicable for this study. The ideal strategy, given only
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Table X. Risk and analyst utilization for 10 sensors and 5

analysts
Risk in % Casel | Case?2 | Case 3
5-L3 level analystsonly | NA 30.9 30.6
2-11,1-L2,2-L3 NA 46.2 48.4
Analyst Utilization in %
5-L3 level analystsonly | NA 99.6 99.7
2-L1,1-L2,2-L.3 NA 99.7 100.0

Case 1: One-on-one sensor assignment.
Case 2: Multiple sensors to analyst.

Case 3: All analysts can work on all sensors.
NA: Not Applicable.

5 analysts, was to have all five L3 analysts (senior level), which yielded an average
risk of 30%. Since the queue length of the alerts were long due to fewer analysts, there
was not a statistically significant difference between allocating multiple sensors (4-5
sensors to L3 level analysts) as in Case 2 and all sensors to all L3 analysts as in Case
3. The utilization in both cases was found to be almost 100%.

Since an organization tends to have a mix of analysts with various levels of expertise,
a mix of 2-L1, 1-L2, 2-L3 level analysts was chosen for the 10 sensor and 5 analyst
simulation study. Since L1 and L2 tend to work slower than L3, the risk increased
from an average of 30% with all L3 level analysts to about an average of 47% with the
analyst mix for both Case 2 and Case 3. There was no statistically significant difference
between Case 2 and Case 3 in mitigating risk and in analyst utilization. The only way
to minimize risk in a situation with a mix of analysts with different experience would
be to increase the number of personnel. For a given risk, one of the ways to study the
tradeoff between having a few L3 level analysts and a larger group of analysts with a
mix of experience is to study the cost of hiring, which is one of the future works of this
research. The utilization in both cases was found to be almost 100%.

6.2. Design of Experiments

The above simulation studies provided the basis for conducting further simulations
of cybersecurity analyst scheduling scenarios. A design of experiment (DOE) test was
conducted with the alert generation rate fixed at (U(0,13)) to study the impact of 1)
increasing the number of sensors, and 2) varying the analyst/sensor ratio on the risk
measure of the system. The analyst mix was maintained at 40% L1, 30% L2 and 30%
L3 levels. Since the number of sensors is scaled up, all analysts were allowed to work
on all sensors because there are several possible combinations of sensor-to-analyst al-
location if one were to choose only a few sensors for each analyst. The main assumption
of this study is that all analysts are also trained on all sensors. The time taken by an-
alysts to investigate the alerts is the same as the previous studies, and the details
on the time to investigate are the same as those provided under the fixed parameters
section of this paper. The DOE treatment combinations are as follows.

(1) Vary the number of sensors. The DOE treatment levels are 10, 25, 50, 75, and 100.
(2) Vary the analyst/sensor ratio. The DOE treatment levels are 0.5, 0.6, 0.75, 0.9, and
1.

Both risk and analyst utilization were observed in all the simulations and the av-
erage values of 50 simulations per treatment combination is presented in Tables XI
and XII respectively. It can be observed from Table XI that as the number of sensors
is increased there is no significant change in the Risk %. This is also shown in Figure
4. This can be explained as follows. With the increase in the number of sensors and
proportionally the number of analysts, both the arrival rate of alerts and the service
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Table XI. Risk in %

Number of sensors — | 10 25 50 75 100
analyst/sensor ratio |

0.5 484 | 466 | 475 | 46.8 | 48.1
0.6 254 | 26.2 | 26.4 | 258 | 26.4
0.75 108 | 105 | 11.2 | 109 | 10.3
0.9 4.5 4.1 4.2 4.1 3.9
1 2.2 2.2 2.8 2.6 25

Table XII. Analyst Utilization in %

Number of sensors — | 10 25 50 75 100
analyst/sensor ratio |

0.5 100 | 99.6 | 98.9 | 994 | 99.9
0.6 99.8 | 985 | 99.5 | 99.5 | 100
0.75 995 [ 99.2 [ 99.5 | 98.8 | 100
0.9 100 | 99.1 | 100.2 | 99.6 | 99.9
1 99.4 | 100 100 99.5 | 100

rate of analysts are proportionally increased. If we assume that both arrival rate of
alert from a sensor and service rate of an analyst to be Poisson distributed then the
sum of several Poisson distributions is also Poisson distributed. From queueing the-
ory, for a M/M/1 queue with Markovian arrival rate (total arrival rate of the system
of several sensors), Markovian service rate (total service rate of the system with sev-
eral analysts), and 1 service personnel (represents the combined service of all service
personnel), the queue length and waiting time in the queue are dependent on the ar-
rival and service rates [Gross et al. 2008]. The ratio of the arrival to service rate p
remains the same when the number of sensors and analysts are increased proportion-
ally. Hence, the risk % will remain the same. The only way to reduce the risk is to
increase the service rate by holding the arrival rate fixed (increase the number of an-
alysts). The average analyst utilization over 50 simulations in the above DOE study
was found to be almost 100% as shown in Table XI1. Also, in the above experiment, all
analysts were trained on all sensors, which is neither cost-effective nor is practical to
implement.

In summary, both from the above DOE study and the simulations done earlier, it is
clear that a mix of analysts is required for an organization of cybersecurity analysts,
and realistically only a few sensors can be allocated to an analyst based on their level
of expertise. Hence, it is imperative to have a model that can assign sensors to analysts
such that minimum number of analyst with the right experience mix are hired for a
given upper bound on risk%, number of sensors, and alert generation rate. In the next
section, the paper presents the results of the optimization model that can determine
an efficient sensor-to-analyst allocation strategy to meet the above requirements.

In summary, the simulation studies indicated the following:

(1) One-on-one allocation of sensor to analyst is the best strategy for minimizing risk,
however, the strategy is impractical to implement.

(2) Do not allocate a dedicated sensor to a junior analyst. Junior analysts are slower
in investigating alerts and many significant alerts will remain unanalyzed.

(3) When there are fewer analysts in comparison to the number of sensors (analyst
to sensor ratio = 0.5), having all L3 level senior analysts is the best strategy than
having a mix of experience among the analysts.

(4) A single queue for alerts waiting for investigation is used. When multiple sensors
are assigned to an analyst and multiple analysts are assigned to sensors, the sen-
sors are grouped and allocated to the analyst group. A single queue of alerts is
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Fig. 4. Risk % vs number of sensors for varying analyst/sensor ratios.

formed within this group based on the time of arrival. Alerts are drawn from the
gueue on a first-in-first-out basis.

(5) An organization that aims to have a mix of personnel with L1, L2 and L3 level
experience should aim to find the right mix of expertise for a given upper bound on
risk level that it wishes to maintain.

The last point in the above summary serves as a motivation for developing the op-
timization model, which aims to identify the right mix of expertise and a sensor-to-
analyst allocation strategy for a given upper bound on risk level.

6.3. Results from Optimization Model

The optimization model presented earlier as a mixed-integer programming algorithm
was run in two ways- 1) all L3 level analysts, and 2) by specifying a range for the
proportion of L1, L2, and L3 level expertise in the organization (20-40% L1, 30-50%
L2, and 30-40% L3 level analysts). Again, 10 sensors were used in this study with the
same rate of alert generation, and the assumptions that were used in the simulation
model were applied to the optimization model. The optimization model was solved
using genetic algorithm heuristics. Three risk levels were studied- 5%, 25%, and 45%
and the best sensor-to-analyst allocation was derived for each of them.

For the first optimization model (no expertise mix), the algorithm was initiated with
15 L3 level analysts only. For the second optimization model (with expertise mix), the
algorithm was initiated with 15 analysts in all, and a random allocation into each
of the L1, L2, and L3 level was made that met the constraints from the upper and
lower bound on the analyst proportions (20-40% L1, 30-50% L2, and 30-40% L3 level
analysts). At each iteration of the algorithm, the total number of analysts would be
changed within a range of (5-15) and a random allocation into L1, L2, and L3 level was
made that met the above proportionality constraint.

The value of the number of initial populations of individual solutions ;. was set to
be 10 for the genetic algorithm heuristics. This was followed by a random sensor-to-
analyst allocation that followed the rules on how many sensors can be allocated to a
certain level of analyst expertise. The next step was to generate alerts and allocate
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Table XIII. Results of optimization model without experience mix. All L3
level analysts

Risk in % 5% 25% 45%
All L3 analysts 7 5 3
Utilization of analyst > 95% > 95% > 95%
Number of sensors 10 10 10
Alert generation rate U(0,13) | U(0,13) | U(0,13)
Number of sensors per L3 analyst | 4-5 4-5 4-5

Table XIV. Sensor-to-analyst allocation, 5% risk and all L3 level

analysts

Sensor — | 1|2 3|4 |5|6|7]|8]9]10
Analyst |

1 1|/1]0j0|]0|O0O]O0O]|]O0]12 1
2 ojlojo|joOo|lOfO|1 |11 1
3 1[1]1|1]1]J]0[0]J0O0]JO] O
4 ofo[Oo]JoOofJO|1]1]1]1 1
5 ojof1]1|1|1]|]0]0]O0]| O
6 ofojo|jof1][1]|1|212|]0] O
7 1/1]1|1]0]0|O]JO|O]| O

them to analysts, and the process was simulated for a day’s operation as given in Algo-
rithm 1. Crossover and mutations, which are specific steps of genetic algorithm, were
used in the generation of offsprings during the execution of the optimization algorithm.
The genetic algorithm was run until no significant improvement in the result (risk %
and analyst utilization %) was observed for 7 consecutive iterations, which was the
stopping criterion used in this paper. The best solution from optimization for all the
risk levels of 5%, 25%, and 45% is presented in Table XIII for no expertise mix sce-
nario (all L3 level) and in Table XV for the expertise mix scenario, which are explained
below.

Table XII1 provides the results of the optimization model in which the proportion
of analysts with different expertise was not specified (all L3 level analysts). The table
provides the details on the number of L3 level analysts that are needed to achieve
a given upper bound on risk. The upper bound p on risk was varied in 3 levels, 5%,
25%, and 45%, as given in the table, and 50 one-day (24-hour) runs of the optimization
model were executed. It should be noted that each run of the optimization algorithm
constitutes several iterations of the genetic algorithm. The number of sensors allocated
per analyst was in the order of 4-5, which was in line with the constraints on L. and
U. numbers that were specified for L3 level analysts. Table X1V presents a sample of
the sensor-to-analyst allocation for a risk upper bound of 5% where all analysts had
L3 level expertise. It can be observed from the table that each analyst had 4-5 sensors
allocated to them as per the above constraint. Utilization of analysts was above 95%
in each of the optimization runs, which is also one of the constraints to be met by the
optimization model. Also, it can be noticed that each sensor was allocated to three L3
level analysts.

Table XV provides the results of the optimization model in which the proportion of
analysts with different expertise was specified (20-40% L1, 30-50% L2, and 30-40% L3
level analysts). This is a more practical case in the real-world wherein an organization
would prefer a mix of expertise in order to provide promotion opportunities and the
training of junior analysts by senior analysts. The obvious implication of having a mix
of expertise is that for the same level of risk there is an increase in the total number
of personnel as compared to the previous case in which all was L3 level analysts. For
example, for a risk of 25% either 5- L3 level analysts (see Table XIII) or a total of 6
(1-L1, 3-L2, 2-L3) personnel (see Table XV) is needed. The lower and upper bounds
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Table XV. Results of optimization model specifying analyst experience mix

Risk in % 5% 25% 45%
Analysts experience mix 2-11,3-L.2,3-L.3 | 1-L1,3-L.2,2-L.3 | 1-L1,2-L2, 2-L3
Total number of analysts 8 6 5
Utilization of analyst > 95% > 95% > 95%
Number of sensors 10 10 10

Alert generation rate U(0,13) U(0,13) U(0,13)
Number of sensors per L1 analyst | 1-2 1-2 1-2
Number of sensors per L2 analyst | 2-3 2-3 2-3
Number of sensors per L3 analyst | 4-5 4-5 4-5

Table XVI. Sensor-to-analyst allocation, 5% risk and 2-L1, 3-L2,
and 3-L3 level analysts

Sensor —- |1 |2 |3 |4 |56 |78 9]10
Analyst |

L3 1/1/0(0)0]2]0]0]1 1
L3 ofojojojOo|1|1|1]1 1
L3 1/1,1(1,1]0|]0]0]|O 0
L2 ofoj1(1]1|l0|0}|O0]O 0
L2 ofojojojoOo|jO|1|1]|12 0
L2 ofojoj1j1|0|10]|0O0 0
L1 of[oj1j0]O0O|JO|O}|O0]O 0
L1 ofojojojo|j1(0|0]|O0 0

on the number of sensors allocated to each type of expertise level is also provided in
Table XV. Table XVI presents a sample of the sensor-to-analyst allocation for a risk
upper bound of 5% where analyst expertise proportion was 2-L1, 3-L2, and 3-L3. It
can be observed from the table that each L3 analyst had 4-5 sensors allocated to them,
each L2 analyst had 2-3 sensors allocated to them, and each L1 analyst had 1-2 sensors
allocated to them. These conform to the lower and upper bounds set in the optimization
model for the number sensors that can be allocated to each analyst based on their level
of expertise. Utilization of analysts was above 95% in each of the optimization runs,
which is one of the constraints of the model.

6.4. Scalability of Optimization

The optimization model was run for different number of sensors to study its scalability.
The code was written in Matlab. The computational time increases as the number of
sensors increases. For example, for 100 sensors, the genetic algorithm took just under
3 hrs to find a good enough solution that satisfied the stopping criteria on an 8GB RAM
processor. The stopping criteria used in genetic algorithm was to stop the search for
solution when 7 consecutive iterations of the algorithm did not improve the previously
found best solution. It should be noted that it is not possible to prove optimality in
heuristics. Both optimization models 1) all L3 analysts, and 2) mix of expertise follow-
ing (20-40% L1, 30-50% L2, and 30-40% L3) were executed for 50 runs for 10, 25, 50,
75, and 100 sensors. The results are presented in Tables XVII and XVIII for 5% and
25% risk respectively. In each of the optimization runs, the sensor-to-analyst allocation
matrix that corresponds to the best solution from the genetic algorithm was stored as
the final output of the optimization algorithm.

The results in Tables XVII and XVIII match those in Table XI. For example, at 25%
risk in Table XI the analyst/sensor (A/S) ratio was 0.6 for the simulation with 40% L1,
30% L2 and 30% L3 analysts. The same result is seen with optimization in Table XVI1I
where the A/S ratio for the analyst with experience mix is about 0.6 for any number
of sensors. The expertise mix for optimization was constrained to the following 20-40%
L1, 30-50% L2, and 30-40% L 3. It can also be observed from Tables XVII and XVIII that
the A/S ratio with all L3 analysts is about 0.7 (5% risk) and 0.5 (25% risk) respectively.
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Table XVII. Number of analysts needed at 5% risk under varying number of sensors

Risk in % 5 5 5 5 5
Number of sensors 10 25 50 75 100
Number of all L3 analysts 7 17 33 52 67
AJS ratio- all L3 level analysts 0.7 0.68 0.66 0.69 0.67
Analysts with experience mix L1 2 5 10 15 20
Analysts with experience mix L2 3 7 15 23 30
Analysts with experience mix L3 3 8 16 24 30
Analysts with experience mix- total | 8 20 41 62 80
AJS ratio- all L3 level analysts 0.8 0.8 0.82 0.83 0.8
Utilization of analyst > 95% > 95% > 95% > 95% > 95%
Alert generation rate U(0,13) | U(0,13) | U(0,13) | U(0,13) | U(0,13)
Number of sensors per L3 analyst 4-5 4-5 4-5 4-5 4-5

Table XVIII. Number of analysts needed at 25% risk under varying number of sensors

Risk in % 25 25 25 25 25
Number of sensors 10 25 50 75 100
Number of all L3 analysts 5 13 25 38 48
AJS ratio- all L3 level analysts 0.5 0.52 0.5 0.51 0.48
Analysts with experience mix L1 1 3 6 8 10
Analysts with experience mix L2 3 6 12 20 30
Analysts with experience mix L3 2 6 15 20 20
Analysts with experience mix- total 6 15 33 48 60
AJS ratio- analysts with experience mix | 0.6 0.6 0.66 0.64 0.6
Utilization of analyst > 95% > 95% > 95% > 95% > 95%
Alert generation rate u(0,13) | U(0,13) | U(0,13) | U(0,13) | U(0,13)
Number of sensors per L1 analyst 1-2 1-2 1-2 1-2 1-2
Number of sensors per L2 analyst 2-3 2-3 2-3 2-3 2-3
Number of sensors per L3 analyst 4-5 4-5 4-5 4-5 4-5

Clearly, more analysts are needed when there is a mix of expertise in comparison to
having all L3 senior level analysts only, for the same amount of risk.

6.5. Validation of Optimization using Simulation

The sensor-to-analyst allocation results that were obtained from the optimization
model (see Tables XVII and XVI1I for 5% and 25% risk respectively) were run 50 times
each using the simulation model, and the 95% confidence intervals on risk and ana-
lyst utilization are presented in Table XIX. The simulation followed Algorithm 3. For
each simulation, the number of sensors, and the number of analysts at L1, L2, and L3
levels were fixed from Tables XVII and XVIII for 5% and 25% risk respectively. Alerts
were generated using both U(0,13) and Poisson(6.5) distributions, and results from the
uniform distribution are presented here. The alert allocation and investigation contin-
ued for a 24 hr period and the 95% confidence intervals on risk and analyst utilization
were determined. Several simulation scenarios were studied and the results from a
sample of four cases is presented in Table XIX. It can be observed that the average val-
ues of the risk and analyst utilizations match those that were set for the optimization
algorithm. Thus, the optimization results were validated using the simulation model.
Figure 5 summarizes the plot between risk and analyst/sensor (A/S) ratio. It should
be noted from Figure 4 that for a given A/S ratio, there is no significant change in
risk as the number sensors increases. This means that as long as the rate of arrival of
alerts and the rate of service by analysts remain the same regardless of the number of
sensors, the queue length and the time that an alert awaits investigation will remain
the same as proved by the queueing theory model for M/M/1 queues [Gross et al. 2008].
Figure 5 is an important chart that explains the relationship between risk and num-
ber of personnel to hire per day for a given number of sensors, which is expressed as
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Table XIX. Confidence Interval on risk and analyst utilization for four sample sensor-to-analyst alloca-

tions.

Number of sensors 50 75 25 100
Analysts with experience mix L1 10 15 3 10
Analysts with experience mix L2 15 23 6 30
Analysts with experience mix L3 16 24 6 20
Average Risk in % 5.8 6.2 26.8 26.2
95 % Confidence Internal on Risk in % 4.9-6.7 5.1-7.3 25.2-28.4 | 24.8-27.6
Analyst Utilization in % 99.9 99.5 99.6 99.4
95 % Confidence Internal on Utilization in % | 99.8-100 | 99.3-99.7 | 99.5-99.7 | 99.3-99.5
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Fig. 5. Risk % vs Analyst/Sensor ratio.

A/S ratio. It should be noted that the plot holds good only for a given analyst mix that
the organization desires, fixed average alert generation rate per sensor, fixed value of
number of sensors that can be allocated to an analyst, fixed analyst mix in a work shift
which depends on scheduling constraints, and fixed value of the service time to inves-
tigate an alert which depends on the analyst experience level. Clearly, risk depends on
several factors. Hence, Figure 5 is a simplified plot of risk vs. A/S ratio in which the
ratio of analysts to sensors determines the risk level when all other factors given above
are kept constant. Therefore, it should not be construed that the optimization model
can be simplified merely by adjusting the A/S ratio to build a certain capacity that
can maintain a certain upper-bound on risk. The figure shows a non-linear relation-
ship between risk and analyst/sensor ratio. As the A/S ratio drops, the risk increases
dramatically. The above figure can guide the personnel hiring decision making process
of an organization provided the other factors given above are maintained fixed at a
pre-determined level. The total cost of personnel can be easily derived using personnel
pay-scale, once the number personnel and their expertise level is known.

The computational complexity of the combined optimization and validation using
simulation for determining the optimal sensor to analyst allocation for a given set
of constraints is as follows. On a 16 GB RAM with a 3.2GHz processor, the genetic
algorithm took about 0.1 hour for finding the best feasible solution for 10 sensors and
close to 4 hours for 100 sensors. The population size was maintained at 20 for all
iterations and the genetic algorithm was stopped when 7 successive iterations did not
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yield a solution better than the best available solution at the time of termination. The
best solution not only had the minimum number of analysts but also had the lowest
risk that was below the upper bound set for risk in the optimization model.

In summary, the optimization model recommendations are as follows.

(1) The optimization model attempts to minimize the number of analysts. Therefore,
it attempts to pick the highest number of L3 analysts and assigns them to the
maximum number of sensors as allowed by the upper bound for L3 level analysts.
However, in some instances this might create an infeasible solution for the L2
and L1 analysts, which may not fall within the given range for their proportions
within an organization. In such instances, the L3 level is adjusted to find the best
possible expertise mix that minimizes the total number of analysts and meets the
constraints of the optimization problem.

(2) Since the optimization model is solved using heuristics, it is important to run sev-
eral replications of the optimization model and choose the best solution and the
corresponding sensor-to-analyst allocation. This is because heuristics do not guar-
antee an optimal solution. Even if an optimal solution was found there is no way
to prove its optimality. Often times, one would settle for the good enough (or best
available) solution at the time of stopping the algorithm.

(3) Junior L1 level analysts are never assigned a dedicated sensor. They are always
paired with a group that has at least 1 senior level L3 analyst. This can be verified
from table XVI.

(4) In general, having more L3 level analysts is better. However, one should be cau-
tious about the cost of many L3 level analysts due to their high pay-scale, which
was not explicitly modeled in this paper. A mix of analyst expertise could be
more cost-effective (L1 pay-scale<L?2 pay-scale<L3 pay-scale) even though a larger
group will be needed in comparison to all L3 level analysts for the same level of
risk.

6.6. Scheduling of Analysts

Days-off scheduling for cybersecurity analysts was run separately with inputs from the
optimization model on the sensor-to-analyst allocation and the number of L1, L2, and
L3 type analysts. Since the optimization model provides the number of analysts that
are required to be working per day, the real-world system will have a few additional
analysts in each of the L1, L2, and L3 level expertise to account for those who are on
leave in any given day. As an example, let each analyst get at least 2 days off in a week
and every other weekend off. An analyst works no more than 5 consecutive days. Also,
analyst can work 12 hr shifts and complete 80 hrs between Sunday and Saturday over
a l4-consecutive day period with 12 % 6 + 1 x« 8 = 80 hours (7 days of work in every 14
days starting on a Sunday and ending on a Saturday).

The minimum number of employees needed W as per the above constraints is given
as follows.

kamax(ni,ny)

L e (17)
1

Wa > [2> 0] (18)
j=1

W3 > maz(ng,...,n7) (29)

W = max(Wl,Wg,Wg) (20)
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Table XX. Days-off schedule for 10 L3 analysts

Day » | S | S TIW|[T|[F|[S|S|[M[T|W][T|[F][S]S TIWI[T]F]S

1 X | X | X [ X X X | X X | X | X | X X

2 X | X X [ X | X X | X X | X X | X | X

3 X | X X | X X | X | X X | X X | X

4 X | X X | X X X | X[ XX X | X

5 X | X[ X X X X X | XX | X X

6 X | X [ X X | X X | X X | X | X X

7 X | X X [ X[ X [ X X X | X X

8 X X | X X [ X X X X | X X

9 X X | X[ XX X | X X X | X | X

10 X X [ X[ X[X X | X X X | X
where k;, weeks are off in ko, weeks, and nq, . .., n7 is the number of employees needed

on Sunday, . .., Saturday respectively.

For a sample scenario of 10 sensors and 5 (all L3) analysts required per day, k1 = 1,
and k; = 2, and ny,...,ny = 5. The value of W is 10, which is the number of L3 em-
ployees that the organization must hire to meet the days-off constraints given above.
Algorithm 2 was executed for several scenarios of sensor-to analyst allocation, and the
results for the above sample scenario are given in Table XX. The algorithm identified
10 different days-off scheduling patterns, one for each of the 10 hired employees. The
constraints given above can be easily verified in Table XX.

Shift scheduling was not performed and analysts were assumed to have non-
overlapping shifts. Also, average alert generation rates throughout day was fixed (Pois-
son or uniformly distributed). For example, in two 12-hr non-overlapping shifts per day,
2X analysts are needed to cover the entire day, where X is the number of analysts de-
termined per day by the optimization algorithm. However, alert generation rate can
change from time-to-time. Consequently, more analysts are needed at certain hours of
the day. In such a case, over-lapping shifts with different shift lengths can provide the
required number of analysts to meet the hourly demand using shift-scheduling algo-
rithms [Pinedo 2009]. The inputs to the above algorithm are 1) the number of available
shift types and their time length, and 2) the demand per hour for the number of an-
alysts required based on the alert generation rate and the time taken to analyze the
alerts.

7. CONCLUSION

The paper presents an optimization model for cybersecurity analysts scheduling. The
problem is modeled as a mixed-integer programming model with the objective to min-
imize the number of analysts and provide a sensor-to-analyst allocation, which mini-
mizes risk and maintains risk under a given upper bound, achieves a given expertise
mix, and obtains 95% utilization of analysts as desired by an organization. The model
is very generic and can be used with any number of sensors, various alert generation
rates, and different analyst characteristics such as their expertise level, which in turn
affects the time taken to investigate an alert. Several meta-principles have been high-
lighted in the summary section of both the simulation and optimization model which
serve as guidelines for setting up an effective cybersecurity organization with analysts
investigating the most significant alerts that are generated from the sensor data. Risk
as defined in this paper can be further mitigated with an increase in personnel hires.
It was determined that risk level varied with analyst/sensor ratio in a non-linear way,
and for a given A/S ratio, risk was independent of the number of sensors.

There are several future extensions to the scheduling methods presented in this pa-
per. Cost was not explicitly modeled in this paper. If budget constraints are introduced
then the optimization model could float the risk variable and determine the minimum
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risk and the sensor-to-analyst allocation that can be achieved for a given number of
analysts that can be hired within the budget. On the other hand, if a certain upper
bound on risk is pre-set in addition to a budget constraint then either the optimization
model may fail to find a feasible sensor-to-analyst allocation or several feasible sensor-
to-analyst allocation solutions may be found and the one with the minimum cost and
minimum risk can be chosen.

The sensor-to-analyst allocation model in this paper is static and does not adapt
to changes in alert generation rates or changes to the expertise mix in a shift due
to unforeseen reasons such as absenteeism of analysts or excessive alert generation
from an intrusion. One of the future extensions to the model will include a dynamic
workforce that will be available on-call basis. The dynamic workforce will augment
the static scheduled workforce in every shift as and when needed. This will require a
control theoretic view for dynamic modeling of the sensor-to-analyst allocation, which
adapts to changes in the model parameters. An all proactive dynamic adaptive work-
force model will be another future research, in which workforce is scheduled based on
current level of alerts and predicted future workload for alert investigation. A powerful
alert prediction model for determining the future workforce needs is required for such
a dynamic model. The model will also adapt to changing demands and ensure that the
optimal workforce is maintained from hour-to-hour on a daily basis.

The paper is focused on the quantity of alerts investigated by analysts rather than
quality of work performed. Hence, the paper did not consider the importance of the
alert (category or severity of the alert) because the scope of the paper is capacity build-
ing of the cyber-security organization based on the time needed to analyze an alert. It
is assumed that when an adequate amount of time is spent on an alert then the alert
is thoroughly investigated by an analyst. The subsequent categorization of the alert
based on its severity, and the false positive rates (FPR) and false negative rates (FNR)
that occur during categorization were beyond the scope of this paper. However, a new
and finer notion of risk is to relax the assumption that all alerts that were thoroughly
investigated were also accurately investigated. The lack of accuracy leads to FPR and
FNR, which impacts the security of the organization. The future work will develop
models that include both quantity and quality aspects of alert investigation.

Another interesting future work is to build an adversary cost model for generating a
varying rate of significant alerts in order to determine the minimum capacity that an
organization must have to analyze all the alerts generated per day. For example, an
attacker could know the organization’s capacity and attempt to exploit it with a higher
rate of alert generation. In such a case, the dynamic model would become useful to
bring in additional on-call work force. Also, one can design the organization’s capacity
to meet a certain threshold in order to better cope with the situation wherein an at-
tacker is attempting to fully exploit the current capacity of the organization. Such a
design will make it harder for the attacker to send in enough alerts that will remain
unanalyzed, and will limit the attacker’s capability to generate several new significant
alerts by increasing the cost of such alert generation.

Such an extension that includes a dynamic workforce component or an all proactive
dynamic adaptive model, monitoring of analyst performance (FPR/FNR), and incor-
porating adversary cost modeling for generating a varying rate of significant alerts,
is poised to further increase the efficiency of the cybersecurity organization to mini-
mize the overall threat from intrusions that challenge the digital component of every
nation’s enterprises.
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