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Architectures of 
secret-key ciphers

ECE 297:11  Lecture 8 Primary parameters of hardware implementations
for  secret-key block ciphers
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Symmetr ic-key cipher  mode of operation:

1. Non-feedback cipher modes

ECB, counter mode

2. Feedback cipher modes

CBC, CFB, OFB
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Feedback cipher  modes
CBC, CFB, OFB

Initial transformation

Final transformation
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Typical Flow Diagram of 
a Secret-Key Block Cipher
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Loop Unrolling: Timing
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Loop Unrolling: Speed vs. Area
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Resource shar ing: Speed vs. Area

- basic architecture

- resource sharing

resource sharing

Non-Feedback Cipher  Modes
ECB, counter

Comparison for  non-feedback cipher  modes, e.g.
Counter  Mode - CTR
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round #rounds
= one pipeline stage

. . . .

round 1
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= one pipeline stage
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= one pipeline stage
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Traditional methodology

k rounds
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. . . .

pipeline stage 1 = round 1

pipeline stage 2 = round 2

pipeline stage k = round k

multiplexer

k-stage Outer-Round Pipelining
WPI: Partial Pipelining, PP-k NSA: Pipelined Architecture

UC Ber keley: Unrolled Pipeline 

IN

OUT

P1

C1

P2

C3

P3

Outer-Round Pipelining: Timing
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Inner-Round Pipelining: Timing
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Inner-Round Pipelining: Speed vs. Area
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Latency vs. area dependence 
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Full mixed inner - and outer -r ound pipelining
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Critical path: Time

Serpent

Rijndael

Twofish

RC6

Mars

S-box 4x4 XOR7

S-box 8x8 XOR6 XOR5 XOR4

6 S-boxes 4x42 ADD32 XOR5 XOR49 XOR2

SQR32 2 ADD32 ROT32

M UL32 4 MUX2

4 MUX2

2 MUX2

MUX2

2 MUX2

regular round

implementation round

0 20 40 60 80 100
Time [ns]

Inner-Round Pipelining

Serpent

Rijndael

Twofish

RC6

Mars

regular round

implementation round

0 20 40 60 80 100
Time [ns]

pipeline registers

SQR(1) SQR(2)

MUL(1) MUL(2)

...
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Speed =
target_clock_per iod

128 bits

target
clock 
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e.g., 20 ns

Conclusions for  non-feedback cipher  modes
ECB, counter

• All ciphers can achieve approximately 
the same speed.
Area should be the pr imary cr iter ia of compar ison.

• Architecture with inner  round pipelining combined
with full outer  round pipelining is the 
fastest
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Per formance of alternative architectures: 
in non-feedback cipher  modes (ECB, counter )
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Per formance of alternative architectures: 
in feedback cipher  modes (CBC, CFB, OFB)
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Encryption in 
Communication Protocols

Modes of operation: CBC
M1 M2 M3

E
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RFC 2405

CBC: Implementation Issues: Encryption
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Packet  1

Packet  2

IV1
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Sequential processing of data

Parallel processing of different secur ity associations

Parallel processing of data (1)

Parallel processing of packets belonging to the same
secur ity association

Parallel processing of data (2)

Encryption in CBC: multiple IVs required for the same SA
Decryption in CBC: no problems

Parallel processing of blocks belonging to the 
same packet

Parallel processing of data (3)

Encryption in CBC: not feasible
Decryption in CBC: no problems
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Secret-key ciphers
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Implementation of a secret-key cipher
Round keys computed on-the-fly
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